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Abstract

Energy production, transportation and distribution rely today on smart technologies that
are vulnerable to various threats in the cyber domain. This research defines cyber domain as the
totality of interconnected systems used for the purpose of enabling communication between
physical (hardware), logical (software) and/or social (digital persona) layers by electronic means.
Almost all critical energy technologies (even most of the stand-alone systems) are connected to the
cyber domain; making every critical energy infrastructure vulnerable to malicious cyber activities.

When critical energy infrastructure fails (due to technical or human factors), environmental
disasters happen: oil spills (like the Exxon Valdez Oil Spill in Prince William Sound off the coast
of Alaska and British Petroleum Oil Spill in the Gulf of Mexico), black-outs (like the Northeast or
Italy blackouts of 2003), and even nuclear meltdowns (like the Three Mile Island in Pennsylvania,
Chernobyl in Ukraine, and the Fukushima Daiichi nuclear disaster in Japan). A cyber-attack against
an oil tanker’s navigation systems could cause the next oil spill; a SCADA attack could cause the
next major blackout (this has already happened in Ukraine); and a malicious code against nuclear
centrifuges (like we have seen in the case of Stuxnet) could cause the next nuclear meltdown.

The cyber threats to critical energy infrastructure are growing exponentially and nation
states can no longer defend themselves without the support of strategic alliances in the cyber
domain. In this context, regional collective security alliances, such as the North Atlantic Alliance,
emerge as necessary instruments that complement national efforts in protection of domestic cyber-
physical systems. For example, NATO Cyber Rapid Reaction teams are already placed at the
disposal of NATO member states to assist in protection of domestic critical energy infrastructure,
if the need ever arises.

While this is the case, there are currently no studies addressing the cyber threats to regional
energy systems and the role of collective security alliances in combating them. To address this gap
in literature, this paper looks at the growing energy security role of NATO in the cyber domain to

empirically validate the role of collective security alliances in the security of regional energy
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systems—geo-energy systems—and their prospects. It also proposes an explanatory framework—
that considers the environmental effects of malicious cyber activities—for the role of collective
security alliances in protecting critical cyber-physical energy systems.

The main contributions to literature rest in 1) addressing the cyber threats to critical energy
infrastructure within the context of regional rather than traditional global and national lens; 2)
validating the feasibility of collective security alliances to integrate the protection of national cyber-
physical energy systems into their mandate (the ends); and 3) recognizing the link between cyber

threats and environmental considerations.

Keywords: Cyber Security, Collective Security Alliances, Geo-Energy Systems, North Atlantic
Treaty Organization, Central Europe Pipeline System, Military Mobility.

17

IFTIMIE, 1. (2020). The Securitization of Cyber-Physical Geo-Energy Systems.
Dissertation submitted to the Department of Environmental Sciences and Policy of CEU




CEU eTD Collection

Acknowledgements

As a senior military officer, pursuing my doctoral studies has not been an easy endeavor.
Finding the time for these studies would not have been possible without the support of the fellow
senior officers serving under the past two Commanders of the United States Cyber Command:

United States Navy Admiral Michael S. Rogers and United States Army General Paul Nakasone.

I am most grateful to four professors in the Department of Environmental Sciences and
Policy at the Central European University: 1) my research supervisor, Associate Professor Alexios
Antypas, who recognized from the beginning in the importance of my research for national and
regional energy and environmental security; 2) Associate Professor Michael LaBelle, who
challenged me to further study the links between energy and geography; 3) Professor Aleh Cherp,
who was influential in shaping my understanding of energy security’s current state of art; and 4)
Associate Professor Tamara Steger, for instilling in me a passion for environmental justice. To

Gyorgyi Puruczky, the PhD Program Coordinator: thank you for everything that you do!

The interviews conducted for this study would not have been possible without the support
of many NATO subject matter experts (both military and civilian) during my Eisenhower
Fellowship at the NATO Defense College in Rome, Italy and during my Fellowship at the NATO
Energy Security Centre of Excellence in Vilnius, Lithuania. Special thanks are also extended to the
members of the Energy Security Panel at the NATO Science and Technology Organization in Paris,
France, who found great value in my research and encouraged me to expand on it. Special thanks
to Dr. Dumitru Minzarari of the NATO Defense College for always being there to debate difficult
questions related to military strategy, modern warfare and conflict technologies. Also, to the United
Nations and its International Telecommunications Union for sharing with me the raw data of the

Global Cybersecurity Index in order to validate my findings.

Finally, but not lastly, to my beautiful wife Michele and to my two amazing sons, Cezar and

Viktor, for their unending love and patience.

18

IFTIMIE, 1. (2020). The Securitization of Cyber-Physical Geo-Energy Systems.
Dissertation submitted to the Department of Environmental Sciences and Policy of CEU




CEU eTD Collection

Chapter 1

Introduction

1.1 Statement of the problem

In the year 2000, a cyber-attack against a sewage treatment plant’s supervisory control and
data acquisition (SCADA) system in Maroochy Shire, Australia, caused 800,000 liters of raw sewage
to be spilled into the local rivers and parks (Brown 2011). As a result of this cyber-attack, “marine
life died, the creek water turned black and the stench was unbearable for residents” (Abrams and
Weiss 2008, 8). While malicious cyber-attacks targeting industrial control systems (ICS) — which
monitor and control physical industrial processes IBM 2015, 3; Nazir and Kaleem 2018) — were
isolated incidents in the year 2000, they have grown exponentially, and have become the norm over
the past decade. Of these, between 2012 and 2014, reported cyber-attacks against SCADA alone
have increased by 636 percent (IBM 2015, 5). When critical energy infrastructure fails (due to
technical or human factors), environmental disasters happen: oil spills (like the Exxon Valdez Oil
Spill in Prince William Sound off the coast of Alaska and British Petroleum Oil Spill in the Gulf of
Mexico), black-outs (like the Northeast or Italy blackouts of 2003), and even nuclear meltdowns
(like the Three Mile Island in Pennsylvania, Chernobyl in Ukraine, and the Fukushima Daiichi
nuclear disaster in Japan). A cyber-attack against an oil tanker’s navigation systems (like the ones
that may have already happened against U.S. Navy ships in the Pacific) could cause the next oil
spill; a SCADA attack could cause the next major blackout (this has already happened in Ukraine);
and a malicious code against nuclear centrifuges (like we have seen in the case of Stuxnet) could
cause the next nuclear meltdown. In these contexts (and many others), cyber-attacks against critical
energy infrastructure emerge as a threat to both energy and environmental security; and collective
security alliances (CSAs) such as the North Atlantic Treaty Organization (NATO) are currently

trying to identify their role in addressing this threat during “smart and sustainable” (Elias G.
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Carayannis and Rakhmatullin 2014, 212) “low-carbon energy transitions” (Bridge et al. 2013, 331;
Geels 2014, 30; Goldthau and Sovacool 2012, 232).

In 2017, several U.S. government agencies responded to a cyber-attack against a U.S.
nuclear facility near Burlington, Kansas (Broersma 2017; Riley, Dlouhy, and Gruley 2017). Months
later, the Department of Homeland Security and the Federal Bureau of Investigations issued a joint
technical alert revealing that Russian Government cyber activities were targeting energy, nuclear
and other critical infrastructure sectors (CISA 2018). The report stated that Russian advanced
persistent threat activities were specifically targeting critical energy systems operating in English,
French, German, Italian and Spanish languages—primary languages of the United States and key
European NATO Allies—with the goal of identifying vulnerabilities pertaining to ICS.

The attack against the Burlington nuclear facility highlighted the vulnerabilities to cyber-
attacks of critical energy infrastructure of NATO member states. If a meltdown had happened
because of a critical system failure, it would not have just put a permanent end to Burlington’s
annual Catfish Chasers Tournament. The contamination of the Wolf Creek Generating Station
5,090 acres cooling lake (or Coffey County Lake) would also have meant an environmental disaster
(see figure 1), with both human and marine life at stake. If things had gone wrong during this state-
sponsored offensive cyber-attack, it could also have left local communities and defense facilities in
darkness. The attack showed that smart critical energy infrastructures of NATO member states
have never been more vulnerable to cyber-attacks than they are today (even when these systems
are physically isolated from the Internet). A greater understanding of energy security at the advent
of cyber threats as perceived and managed by CSAs is thus needed to understand the former as a

driver of smart and sustainable low-carbon energy transitions and of the later as an impediment.
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Ecological Disaster

Source: Author’s own representation.
Figure 1: How a cyber-attack could canse a nuclear meltdown and an environmental disaster similar to the

Fukushima Daiichi nuclear disaster.

1.2 The challenge to the traditional energy security environment

This dissertation examines how NATO perceives the growing cyber threats to the critical
energy infrastructures of the Allies and its emerging role as a guarantor of regional energy security
in the cyber domain. It is the culmination of 4 practical years spent defending critical energy
infrastructures from malicious cyber activities at the national level in the United States. This was
followed by an additional 4 theoretical years, studying the cyber threats to vital energy systems at
the regional level within NATO: first, as Visiting Fellow at the NATO Energy Security Centre of
Excellence in Vilnius, Lithuania; second, as Eisenhower Fellow and Visiting Scholar at the NATO
Defense College in Rome, Italy; and third, as cyber-physical infrastructure subject matter expert
during the Systems Analysis and Study 163 (Energy Security) at the NATO Science and Technology
Organization in Paris, France.

Over the past decade, Allies have identified a steep increase in cyber activities targeting the
critical energy infrastructure sector that NATO military operations rely upon. Directly or indirectly,
these malicious cyber activities have the capacity to disrupt the Alliance’s logistics and forward
operations. In response, at the 2016 NATO Summit in Warsaw, cyberspace was recognized as an

operational domain in which NATO military forces must be able to maneuver as effectively as they
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do on land, at sea and in the air. Since then, however, Allies have been at odds on what role NATO
should play in the security of critical energy infrastructures of the Allies. This decision is not taken
lightly by policy makers, because it would fundamentally change the very understanding of NATO’s
mandate of defense and deterrence. To better illustrate this, it ought to be acknowledged that
NATO was founded in response to external state military threats (the Soviet Union) without the
right to intervene in internal security matters, where member states maintained the monopoly over
the use of force. Compared to the air, land and sea domains, however, in the cyber domain, the
distinction between internal and external security threats is harder to ascertain, as cyberspace is not
constrained by national borders (although certain physical aspects of it might be located within
them).

Compared to the geographic domains, in the cyber domain the lack of coordination among
Allies on internal security matters undermines both the unity of the Alliance and its mandate of
defense and deterrence. On the former, the lack of coordination between Allies during unilateral
actions to defend forward critical national infrastructures could lead to friction when resulting
effects also infringe on Allied cyber-physical infrastructures. It could also lead to cyber fratricide,
when failure to properly attribute Allied digital personas occurs during these defend forward
operations in the cyber domain. On the latter, while most Allies are capable of defending their own
critical energy infrastructure in the cyber domain, some remain unable to face the growing number
of cyber threats unilaterally, despite commitments of the 2016 Cyber Defence Pledge and the 2018
Brussels Summit to increase national-level capabilities. As a result, NATO was recognized by both
Allies and the European Union as an important regional stakeholder that can augment the security
of national critical infrastructures in the cyber domain (as seen with the 2016 NATO-EU Technical
Arrangement on Cyber Defense). NATO has also established Cyber Rapid Reaction teams that are
already equipped to conduct defensive cyber operations in support of member states and partner
nations if called upon. Even if political consensus among Allies is missing on the evolving security

role of NATO in the cyber domain, NATO is already positioning itself to adapt its defense and
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deterrence mandate to the new challenges that it poses.

1.3 Aims and objectives

Regional energy/cyber security integration and synchronization strategies are increasingly
becoming a widely discussed topic in regional politics (Evans and Horsthemke 2019; Scholl and
Westphal 4/2017, 6). This regionalization of smart energy-cyber security complexes and the belief
that interdependence is “more intense between the actors inside such complexes than they are
between actors inside the complex and those outside it” (Buzan and Waver 2003, 4) made the
energy-cyber security nexus of high importance for CSAs such as NATO. The overarching research
problem for this dissertation is three-fold: 1) malicious cyber activities against vital energy systems
that CSAs depend on to achieve their operations and missions are increasing; 2) many states
traditionally responsible for protecting these systems in the cyber domain are failing to do so and
are looking at CSAs for technical, educational and operational support; and 3) CSAs are positioned
to complement national critical energy infrastructure protection (CEIP) in the cyber domain, but
this support challenges the traditional role of the CSAs.

This problem presumes a number of research questions:

Research Question 1 (RQ1). What is the CEIP role of CSAs in the cyber domain (i.e.
through their official documents)?

Research Question 2 (RQ2). How can CSAs prioritize support to regional energy systems—
geo-energy systems—and their prospects, considering

1. the general aim of the CSA;

ii. their conventional/mainstream secutity challenges;

iii. the security challenges and general policy contexts of their key member states; and

iv. the configuration of their cyber physical systems (in relation to energy resources,

infrastructures, and geographies)?

Research Question 3 (RQ3). How are the ends (i.e. defense and deterrence mandate) of
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these CSAs likely to change in the future to protect these geo-energy systems from emerging cyber-

physical threats?

The aim of this research is to empirically validate 1) the means and ways of CSAs in
augmenting national CEIP efforts in the cyber domain, and 2) the feasibility of CSAs to integrate
the protection of national cyber-physical energy systems (CPES) into their mandate (the ends). This
aim is broken into five objectives:

1. Objective 1. Synthesize how energy security, cyber security and CSAs are perceived,
defined, and framed in the contemporary security environment;
2. Objective 2. Produce a methodology for prioritizing protection of regional energy
systems—geo-energy systems—and their prospects in the cyber domain;
3. Objective 3. Apply the proposed methodology to a CSA that is already invested in
protecting CPES in the cyber domain;
4. Objective 4. Empirically validate the means and ways of CSAs in augmenting
national CEIP efforts in the cyber domain by
1. identifying patterns or clusters of cyber security issues, policies, and
discourses relevant to CSA defined geo-energy systems; and
.  explaining these patterns or clusters in terms of geo-STEPE (Elias G.
Carayannis 2011) policy contexts: geo-socio-cultural, geo-technological,
geo-economic, geopolitical, and geo-ecological; and
5. Objective 5. Interpret and extrapolate results to validate the feasibility of CSAs to
integrate the protection of national cyber-physical energy systems (CPES) into their

mandate (the ends).

1.4 Approach/methodology

The theoretical framework of this research builds on the primarily realist and liberal
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frameworks used by existing energy and cyber security literature, which focus largely on the state
and systemic (global) levels of analysis (Kenneth Neal Waltz 2001) when studying cyber threats to
critical energy infrastructure. This will be accomplished by looking at background realist and liberal
theories within the context of energy and cyber security assessments, then by introducing the
regional security complex theory (Buzan and Waver 2003, 4), RSCT, and the securitization theory
of energy supply chains. A new explanatory framework is then developed for understanding how
CSAs will reshape geo-energy systems and their prospects at the advent of new technological risks,
such as malicious cyber activities. Interviews with energy and cyber security scholars and
practitioners within their geo-energy systems will then be used as methods to refine this new

framework and achieve the aims and objectives of this research.

1.5 Structure

A Literature Review of existing energy and cyber security assessments and of regional
securitization theories needed to develop a theoretical framework that will answer this study’s
questions follows this introductory chapter. This theoretical framework for conceptualizing the
securitization of cyber-interconnected geo-energy systems during smart and sustainable low-carbon
energy transitions is introduced in the third chapter—the methodology of the thesis, which also
discusses the limitations of the research. Chapter four will contain the results of the study and is
followed by the interpretation and extrapolation of these results in chapter five. Finally, chapter six
will contain a summary of findings, conclusions, and recommendations of the research, as well as

identify areas that need further research.
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Chapter 2

Literature Review

Since the early 20th century, identifying energy security threats and vulnerabilities has slowly
emerged as a key priority on the policy agendas of national governments (Chester 2010/2, 887,
Sovacool et al. 2011, 5852) and international organizations (IOs) (Elam et al. 2003); and more
recently has risen high on the agenda of CSAs (Ciuta 2010, 129; Milksoo 2018; Monaghan 2008;
Overland et al. 2016; Scholl et al. 2016). While the term ‘energy security’ is currently widely used
on the agendas of CSAs, and while there is an extensive body of academic literature that addresses
the securitization of energy supply chains at national and sometime regional levels, there is currently
no consensus on the precise interpretation of energy security by CSAs (Monaghan 2008). With the
rise in malicious cyber activities against cross-border critical energy systems over the past decade,
there is also no consensus on if and/or how CSAs should secure these systems in the cyber domain.

The focus of this chapter is to address the lack of interaction in existing literature between
the scientific analysis of cyber vulnerabilities of geo-energy systems and policy narratives of CSAs
about cyber risks and response capacities. To accomplish this, the literature review is structured
into three parts. The first part focuses on the complexity of energy security assessments both within
the traditional and contemporary body of literature, providing an understanding of generic energy
security analysis theories. The second part introduces the body of literature concerning the digital
transformation for energy transformation theories. Finally, the third part provides a theoretical
background on the specific nature of CSAs, and their growing critical energy infrastructure
protection (CEIP) role, particularly in cyberspace, during smart and sustainable low-carbon energy
transitions. This literature review concludes with a discussion on the challenge of defining and
assessing cyber security of energy systems by CSAs in existing security policy studies and literature.
This achieves Objective 1: synthesize how energy security, cyber security and CSAs are perceived,

defined, and framed in the contemporary security environment.
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2.1 Energy security during smart and sustainable low carbon energy transitions

In a century of rapid urbanization (Shahidehpour, Li, and Ganji 2018), modern life and
human security are dependent on both the “robustness and resilience of energy systems” (Cherp et
al. 2012; Narula 2019). This section discusses the perceptions of energy security threats and
vulnerabilities of vital energy systems in both traditional and contemporary scholarly literature, and
traces the multidimensional and polysemic nature of energy security from national secutity/geo-
STEPE perspective to an existential field in itself. This historical narrative is needed to provide an
understanding of the generic energy security analysis frameworks and the reflexive rationality—
where “the ways by which we try to solve our problems [...] become a theme and a problem in

itself’” (Dunn Cavelty and Mauer 2009, 135)—behind them.

2.1.1 A narrative summary of ‘traditional’ energy security thought

Unrestricted access to energy supplies has been of little importance to national security
strategists of the 19™ century, despite the fact that coal fueled the industrial revolution (Cheema
2011), resulting in record economic growth. In 1912, however, Sir Marcus Samuel—founder of
Royal Dutch Shell—persuaded the British Royal Navy that transitioning from coal to oil-ran
engines would strengthen its maritime power (G. G. Jones 1977). The new diesel-operated British
Royal Navy fleet has proven its superiority during World War I, when it defeated the German High
Seas Fleet (Vego 2008). Soon, all industrialized countries of the early 20™ century replaced their
steam vessels—operated by domestic coal—with navies operated by imported oil that often came
from subservient colonies. The national security of these states became dependent on the
robustness—’the long-term access to”” (Deane et al. 2015)—energy supplies (see figure 2); defining
the traditional energy security threats in scholarly literature until the end of the Cold War (Yergin

2006).
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Figure 2: Technology transformation to energy transformation outlooks.

Unlike coal, access to oil quickly became a vital component of national security (Crane et
al. 2009). Consequently, its proven economic—due to the growth of the affordable automobile
industry—and military—with “the life of the Axis” depending on foreign oil (Jewell 2013)—value
transformed the oil supplies into strategic targets during World War II. In 1941, for example, an oil
embargo against Japan in response to its incursion into China became the first recorded time that
oil was successfully used as an instrument of coercion: the United States Navy restricted 80 percent
of Japan’s oil supply (Anderson 1975). This strategy of denying enemies access to oil supplies also
led to significant loss of lives: in 1943 Operation Tidal Wave—a failed bombing mission of
Romania’s oil fields—resulted in the loss of 53 U.S. aircraft and the death of their 660 crew
members (Donnini 2003).

While most of the body of literature on pre-World War II addresses the vulnerabilities of
oil solely from a state-level of analysis, the post-war body of literature on traditional energy security
threats can be analyzed from both state and systemic-level perspectives (Raven and Verbong 2009).

As supra-national alliances between oil suppliers—Organization of Petroleum Exporting
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Countries, OPEC—and oil consumers—IEA—are created, Jewell notes that during this period
“new concerns do not replace old ones, but rather add to them” (Jewell 2013, 7). Jewell classifies
these threats into two categories: threats that affect the robustness of energy system (a concern
renewed by the peak of the U.S. oil production in the 1970s), and the emergence of threats
(disruptions resulting from attacks or accidents) in the 80s to the resilience of these geo-energy
systems.

Despite these rising concerns about secure access to oil supplies, by the mid-20th century
oil replaced coal as the energy of choice within the industrialized world (Fletcher 1975). The latter’s
dependency on oil increased to such an extent, that by 1967 “disruption of oil supplies from Saudi
Arabia, Iraq, Kuwait, and Libya for 3 months would have cost the United Kingdom /1.2 billion,
almost crippling its economy” (Thorpe 2007, 215). To exacerbate these concerns, the attention of
policymakers in the 1970s also shifted to the scarcity of oil and to the possibility that national oil
reserves might actually run out at one point in the future (Bentley 2002; Hubbert 1956). As the
threats to energy security compounded during the 1970s—threats exacerbated by the Arab oil
embargo (1973-1974) and the replacement of oil and coal in electricity generation with nuclear
power and natural gas (Olah 2005)—this led to a desperate need for systemic (supra-national)
entities that could analyze the robustness of energy systems (Sweeney and Weyant 1979) and
enforce the directives of a free market ideology (Keohane 1978).

Other academic literature divides the intellectual history of the post-world-war traditional
energy security threats into three phases seen from a state-level perspective (M. Jones, Hope, and
Hughes 1990): (1) the ‘Good Old Days' (1965-1976) characterized by the post-World War II
“transition from a single-fuel (coal) to a multi-fuel (coal, oil, nuclear and gas) energy economies”
(M. Jones, Hope, and Hughes 1990, 919), (2) the 'Confusion and Change' (1976-1981) period
brought upon by the global fear that interest alignment of OPEC nations would result in higher oil
prices, and (3) the 'Apparent Consensus' (post 1981) period dominated by the need for energy

diversification, and by increasing coordination among energy importing countries. These
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oversimplified classifications fail to address, however, the systemic level (global or regional)
implications of energy and human security concerns, and do not take into account the multitude of

threats that may affect the resilience of energy systems.

2.1.2 The contemporary thinking on energy security

According to Daniel Yergin—the “father of modern energy security studies” (Jewell 2013,
7)—the intellectual history of global energy security until the end of the Cold War was almost
exclusively dominated by the security of oil supplies (Yergin 1988). Access to energy sources in the
post-Cold-War market economy “depends on a complex system of global markets, vast cross-
border infrastructure networks, a small group of primary energy suppliers, and interdependencies
with financial markets and technology” (Chester 2010/2, 887). With the 1980s bringing into the
limelight threats to the resilience of energy systems—such as terrorist attacks and blackouts—the
contemporary literature on energy security threats witnesses the emergence of three schools of
thought to address short-term transitory disruptions of energy supplies (shocks) and enduring long-
term pressures to energy systems (stresses): sovereignty (Westphalian), robustness, and resilience.

These three energy security perspectives “have their roots in separate academic disciplines:
political science (the sovereignty perspective), natural sciences and engineering (the robustness
petspective), and economics (the resilience perspectives)” (Cherp and Jewell 2011/9, 207). They
also represent top-down points of view from government, university, and industry (GUI) sectors,
which differ in focus and response strategies (Elias G. Carayannis and Rakhmatullin 2014).
Understanding these three perspectives is relevant to recognizing the significance of CSAs to

enhancing national, regional, and global energy security in the 21st century.

The sovereignty school of thought (defense comes first):

As discussed earlier, the sovereignty school of thought is rooted in international security
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and international relations theories, and thus takes a neorealist approach to analyzing the ends,
ways, and means of energy security (O’Sullivan 2013). The sovereignty perspective is concerned
with intentional actions of external stakeholders such as hostile countries (He and Qin 2006, 101),
terrorist organizations (Toft, Duero, and Bieliauskas 2010), or other overly powerful actors with
both capacity and willingness to abuse their position of influence at the detriment of the state
(Cherp and Jewell 2011/9, 206). Nations remain concerned with the capacity of external
stakeholders to generate long term economic stresses—by casting control over geo-energy
systems—or short-term physical shocks—realized through deliberate attacks of critical energy
infrastructure (CEI) to achieve political ends. Within this defense-centric structure, energy security
is “capable of holding multiple dimensions and taking on different specificities depending on the
country (or continent)” (Chester 2010/2, 887).

Risk-minimization strategies presented by the sovereignty literature include “switching to
more trusted suppliers or weakening a single agent’s role through diversification, substituting
imported resoutrces with domestic ones, and casting military, political and/otr economic control
over energy systems" (Cherp and Jewell 2011/9, 206). With the interconnectedness of energy
systems, however, casting control over them beyond national borders is not always possible, making
regional alliances, and particularly CSAs, very relevant to energy security as viewed from the lenses

of the sovereignty perspective.

The robustness school of thought (democracy comes first):

The robustness school of thought focuses on the capacity of energy systems to react to
stresses of geo-energy security systems as well as long-term changes in the economic or geopolitical
environment. The robustness energy strategies—‘that is, strategies that would allow policy makers
to anticipate a shortfall in supply and to apply appropriate energy risk management instruments”
(Van der Linde 2007, 51)—thus accommodate for secular stresses of geo-energy systems. These

include “growth in demand, scarcity of resources, aging of infrastructure, technical failures, or
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extreme natural events” (Cherp and Jewell 2011/9, 207). It also implies that robust nation states
“are allowed to choose from primary energy sources at cost-oriented prices, without being hindered
in their choice by economic or geopolitical constraints on energy resources and infrastructures”
(Gracceva and Zeniewski 2014, 5).

Minimizing the risks of long-term pressures to energy systems—within a robust, democratic
construct—encompasses “upgrading infrastructure, switching to more abundant energy sources,
adopting safer technologies, and managing demand growth” (Cherp and Jewell 2011/9, 207).
Within emerging geo-energy systems, however, switching to more abundant energy sources and
adopting safer technologies is hard to realize without the peaceful cooperation between neighbors
that are part of the same systems. Collective security—through which the bolstering of regional
stability and security is realized—becomes thus a prerequisite to national robustness of energy

systems.

The resilience school of thought (development comes first):

The resilience school of thought stresses on the energy systems’ response capacity to
“sudden and transient shocks, such as the interruption of a major supply source” (Gracceva and
Zeniewski 2014, 5). Resilience energy strategies thus accommodate for transitory shocks such as
“regulatory changes, unforeseeable economic crises (or booms), change of political regimes,
disruptive technologies, and climate fluctuations” (Cherp and Jewell 2011/9). The ability of a geo-
energy system to resist to—or bounce back from—shocks is determined by its structural (both
physical and abstract) characteristics (Gracceva and Zeniewski 2014, 5). Because of this, minimizing
risks of short-term transitory disruptions of energy supplies focuses on development of geo-energy
systems that offer flexibility, adaptability, and diversity; ensuring protection through spreading risks
and preparing for surprises (Cherp and Jewell 2011/9).

Within this tri-dimensional GUI construct, the value of sharing information across borders

is vital to building sovereignty, robustness, and resilience centric energy strategies (see figure 3).
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Locally, nationally, regionally, and globally, these strategies rely on building partnership capacity
and on equipping and training specialists to address energy security shocks and stresses in a
multinational environment. CSAs emerge as vital institutions with the required framework to share
this vital intelligence and with the capabilities necessary to insure protection of vital energy systems.

Sharing of information could thus be added as a critical response mechanism in Cherp & Jewell’s

model.

Emergency stocks
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- Diversity of energy options,

- Resilient design
(decentralized etc.)
- Infrastructure

redundancies

- Competitive energy
markets

Unpredictable Risks
- Regulatory changes
- Technology changes
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Source: Adapted from (Cherp and Jewell 2011/ 9)
Figure 3. Cherp & Jewell’s three perspectives on energy security.
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2.1.3 The emerging climate change risks: framing and conceptualizing energy

security during smart and sustainable low-carbon energy transitions

More recently, the climate change threat has influenced nation states, 10s, and regional
blocs alike to redefine energy security to also incorporate the environmental (clean) perspective
within the definition of energy security. The IEA, for example, added to the energy definition that
it's long term prospects must be in line with “environmental needs” (IEA 2019b). As such, energy
security can no longer be viewed outside of the construct of smart and sustainable low-carbon
energy transitions. In practice, we can also see that regional blocs such as the European Union (EU)
are adopting the IEA definition (see the EU’s Clean Energy for All Europeans initiative). The
regional protection of critical geo-energy systems “on the basis of strategic assessments and
contingency planning” (Encke 2015), as well as the robustness and resilience of energy systems is
now viewed first and foremost from the lenses of global warming mitigation at all levels of analysis.
Given the regional interconnectedness of energy systems, this evolution has the potential to
significantly affect the operations and future of CSAs during smart and sustainable low-carbon
energy transitions. To date, however, no framework was constructed for the assessment of energy
security during smart and sustainable low-carbon energy transitions by CSAs. Furthermore, outside
of the EU, regional energy security has only been considered for arbitrarily defined regions, without
reference to actual energy policies (i.e. in a positivist fashion).

Before any regional framework for energy security during smart and sustainable low-carbon
energy transitions can be built, a generic understanding of existing energy security frameworks is
required. According to Cherp and Jewell, an energy security framework has 5 stages (Cherp and
Jewell 2013, 150):

1) Defining energy security for the purpose of the assessment;
2) Delineating vital energy systems;
3) Identifying susceptibilities of vital energy systems;

4) Selecting and calculating indicators for these vulnerabilities; and
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5) Interpreting the indicators to answer the questions posed by the assessment.

What to protect: delineating vital geo-energy systems

A vital energy system is “a system which is essential for supporting critical societal
functions. Serious disruptions of a vital energy system may lead to social, political or economic
instability and thus is a matter of [energy] security” (Jewell 2013, 64). Examples are “transport fuels,
heat and electricity for residential and commercial sector, energy for industry, and energy export
revenues” (Cherp and Jewell 2011/9, 210). Vital energy systems in present energy scenarios (see
figure 4) are categorized by geographies (in local, national, regions, global markets and flows),
primary fuels (oil, gas, coal, renewables, etc), secondary energy (oil products, liquids, electricity),
and end-use sectors (such as transportation, industrial, and buildings sectors) (Jewell 2013, 65). The
increase in cross-border infrastructure networks and in energy interdependencies within regional
markets caused the emergence of geo-energy spaces where intra-regional energy integration and
unique trade relationships and transportation routes between regional producers and consumers
strongly influence national energy security strategies (Mané-Estrada 2006, 3785). Within future
energy scenarios of these spaces, CSA energy security strategies will also have to incorporate
regional energy models that better explain the links between geo-energy systems. This is particularly

the case for CSAs that own CEI crossing national boundaries.
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Figure 4. What to protect: vital energy systems.

From what threats to geo-energy systems to protect: a search for regional vulnerabilities

There are two fundamental methodological choices identified by academic literature with

regards to vulnerabilities of energy security systems (Cherp and Jewell 2013):

1) specific (physical threats to oil, natural gas, coal, electricity, nuclear power, wind, solar,

hydropower, geothermal and biomass resources that typically fall under the responsibility of nation

states) vs. generic level of analysis (dealing with both physical and economic risks and lack of

resilience of vital energy systems); and

2) perceptions—cultural constructs or “emotional responses that people can have to energy

landscapes” (Bridge et al. 2013)—vs. facts.

Back to the three GUI perspectives (sovereignty, robustness, and resilience)

As identified earlier in this chapter, there are two distinct framings of temporalities: short-
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term "shocks" and long term "stresses" (Stirling 2014). "Shocks" refer to short-term transitory
disruptions of energy supplies in an otherwise stable energy security environment, and "stresses"
refer to enduring long-term pressures to energy systems, reflecting underlying shifts in the
conditions needed for them to operate most efficiently (this may include enduring trends in the
global economy, technological developments, etc.). Identifying the risks and resilience of regional
vital geo-energy systems requires a deeper understanding on what causes these shocks and stresses
at the regional level.

Scholarly literature associates long term regional risks to vital energy systems with long term
potential disruptions of energy supply (or stresses) caused by stakeholders that are part of the region
(such as unreliable energy companies or regional alliances that have the power to enforce political
embargoes), overly powerful stakeholders that have significant regional influence, or other factors
such as “growth in demand, scarcity of resources, aging of infrastructure, technical failures, or
extreme natutal events” (Cherp and Jewell 2011/9, 207).

The literature on the robustness perspective during smart and sustainable low-carbon
energy transitions refers to the ability to respond to enduring long-term pressures to geo-energy
systems (or stresses) such as:

a. political embargoes and the abuse of market power: the ability to assert political, military,
economic, and/or social control over energy systems; diversification; trusted suppliers; ability
to switch from imported energy supplies to domestic supplies;
b. growth in demand: ability to manage demand growth;
c. scarcity of resources: ability to switch to more abundant energy sources;
d. aging infrastructure: ability to upgrade infrastructure;
e. technical failures: adopting safer technologies; and
f. extreme natural events.
Both long-term pressures to energy systems (or stresses) and short and medium term

unexpected disruptions of energy supply (or shocks) are of increasing interest within regional geo-
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energy spaces. However, while most long-term pressures to energy systems listed above have been
typically addressed at national levels, or through economic arrangements, of particular interest to
this research is the regional securitization of short and medium term external risks. While these may
include "regulatory changes, unforeseeable economic crises (or booms), change of political regimes,
disruptive technologies, and climate fluctuations" (Cherp and Jewell 2011/9), at both the national
and regional level they are also associated with unexpected disruptions of energy supply (or shocks)
temporarily caused by external actors or factors. This includes a deliberate physical attack
(explosives, stand-off weapons, and malicious control of equipment) or a cyber-attack against CEI
(power grids, pipelines, pump stations, storage facilities, block valve stations, control centers, etc.)
from either hostile countries or terrorist organizations and affiliates. “The security of energy
infrastructures against deliberate attack has become a growing concern. Therefore, the context
within which energy is supplied and used has evolved well past the paradigm that has led to the
current physical energy infrastructure and associated institutional arrangements” (Farrell, Zerriffi,
and Dowlatabadi 2004, 460). These fears have led to the securitization of energy and the elevation
of CEIP on the geo-STEPE agendas of nation states and regional CSAs.

Regional energy resilience implies thus the ability of the region to respond to unexpected
temporary disruptions of energy supply (or shocks). Traditionally, responding to attacks to CEI
required flexibility, adaptability, and diversity of energy supplies. Today, however, they also require
intelligence sharing (to predict and preempt future attacks), strong boundary protection capabilities
(penetration resistance, allowing capacity of repelling attack to critical infrastructure originating
from outside the defensive perimeter), and agile defense capabilities (resilience of critical
infrastructure information systems, allowing operation of critical infrastructure during an attack
once defensive perimeter has been breached). In a world where defense cuts are the norm, nations
can no longer respond to these threats unilaterally, without cooperation among regional allies
connected to the same networks. Building regional cooperative security partnerships, however,

“involve sharing intelligence, rapid repair capacity, and technical assistance” (Nye 1980, 149).

38

IFTIMIE, 1. (2020). The Securitization of Cyber-Physical Geo-Energy Systems.
Dissertation submitted to the Department of Environmental Sciences and Policy of CEU



CEU eTD Collection

By what means to protect: the securitization of energy supply chains

Whereas in the past powerful nation states have been entrusted with the protection of vital
regional energy systems (see the U.S. Carter doctrine) in the future this task may be carried out also
by regional alliances with the capacity to counterbalance the military and economic power of any
one state threatening to destabilize the region. This places energy security at the regional level within
a collective energy security construct, that is, “within the social-constructivist framework of
securitization. [This construct] necessitates emergency measures through extraordinary means [to
protect from existential] threats socially constructed through a reflexive and contextualized
process” (Fischhendler and Nathan 2014), and that require regional mobilization of resources for
collective action. The spreading of this confrontational view of security has been described in
academic literature as ‘securitization.’

According to Buzan’s securitization theory, "a policy problem becomes a security issue if
an agent manages to cast it as an ‘existential threat’, or a ‘supreme priority’ which requires treatment
and intervention by extraordinary means" (Leung et al. 2014, 2). At the state level, an energy policy
problem is an energy security issue "if it is presented and perceived as affecting the stability (and in
critical situations, the survival) of a nation, the ‘functioning’ and ‘continuity’ of the economy or the

5

realization of ‘major national values and objectives” (Leung et al. 2014, 2), and “requiring
emergency measures and justifying actions outside the normal bounds of political procedure”
(Trombetta 2008, 589). Securitization rhetoric must thus "identify an energy supply chain that can
be portrayed as (a) critically important, (b) highly vulnerable and (c) possible to protect” (Leung et
al. 2014, 2). Within this rhetoric, “the logic of compensation breaks down and is replaced by the
principle of precaution through prevention” (Beck 2006, 334), thus, allowing the state to alter or
silence the existing economic structure within the state and/or its people’s way of life in response

to energy threats perceived as more urgent by the political establishment.

Because securitization results from failure to deal with threats to energy systems “as normal
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politics” (Roe 2012) the securitization process at the regional level must fit within a
regional/collective security construct or a series of regional security agreements with the power to
protect from regional threats that cannot otherwise be addressed by a single nation (such as
mitigating the negative influence of unreliable producers and/or transit regions). Nations are thus
increasingly expecting CSAs to devise strategies that address existentialist energy security threats at
the regional level. Because energy security can no longer be defined outside smart and sustainable
low-carbon energy transitions constructs, this also places the CSAs in the unexplored terrain of

addressing change mitigation.

New Frameworks of Analysis: MOSES and GEA

In recent years new frameworks of analysis were developed to support and complement
national-level studies with country-specific indicators that allow “for international comparison and
interpretation of national energy security challenges” (Jewell 2011, 1). To supplement this effort,
the IEA’s Model of Short-Term Energy Security (MOSES) tool was developed for “drawing
common strategies and responses, as well as for facilitating exchanges of information and policy
[dialogues on common energy security priorities] among countries” (Jewell 2011, 1) using an energy
systems approach (see figure 5). This approach is significant because it clearly differentiates between
the production and consumption of dirty vs clean energy sources; and is in line with the
environmental long term outlooks of the IEA.

Similarly, the International Institute for Applied Systems Analysis’s Global Energy
Assessment (GEA) was developed “to identify, map, and explain the varying conditions of energy
insecurity encountered around the world” (Cherp, Jewell, and Goldthau 2011). Yet, while the
research acknowledges that “energy security issues have a strong regional dimension because
countries located in geographic proximity often experience similar conditions with respect to access
to energy resources and the structure of energy use” (Cherp, Jewell, and Goldthau 2011), the study

does not go beyond a brief description of major energy security concerns by continent (Africa,
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Europe, North America, Asia, Latin America and the Caribbean).

The securitization theory—which was primarily developed for the nation state—continues
to favor the state level of analysis within discourses of the new frameworks. Overall, MOSES
groups together individual IEA countries based on risks and resilience capacities rather than
geographic considerations, while the GEA “uses simplification and aggregation, necessary for
mapping [national energy systems security| concerns, rather than producing a single universal
energy security index” (Cherp, Jewell, and Goldthau 2011). Neither focus on developing energy
security indexes that apply regionally within the context of smart and sustainable low-carbon energy

transitions.

Available from all .
sources Direct carry-over

2 198 345 KTOE 844 489 KTOE

Production
784 957 KTOE

Transformation
1353 856 KTOE

NODE
]

Transformation losses
340 454 KTOE

Source: EUROSTAT.
Figure 5. Examples of Nodes and Flows in Sankey Diagram using the MOSES energy systems approach (Jewell
2011, 1).
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2.2 Digital transformation for energy transformation

In the traditional security environment, critical infrastructures were defined as physical
networks and/or systems whose prolonged distuption or destruction could cause “a debilitating
impact on the defense or economic security” (Moteff, Copeland, and Fischer 2003, 2). CEI thus
referred to the physical vital energy systems whose prolonged disruption or destruction would hurt
national security and economic stability. CEI vulnerabilities were exposed primarily to physical
(localized) threats, where the perpetrator’s physical presence at the place of the attack was a
requirement. Climate change and digital transformation have significantly expanded the designation
of what is critical in the energy field. As seen in the previous section, with the emergence of climate
change threats, the energy security definition expanded to include environmental considerations.
Similatly, CEI now includes #nterdependent physical networks and/or systems whose prolonged
disruption or destruction could cause environmental disasters. With the digital transformation of
the 21st Century, threats to energy systems are also increasingly digital in nature, coming from
remote points of origin (in the cyber domain).

A cyber-attack is defined as “an attack on a computer and network system, consisting of
computer actions (e.g., remote or local connection, computer file access, program execution, etc.)
to compromise the secure operation of the computer and network system” (Chi et al. 2001, 320).
These cyber-attacks do not threaten only information technology (IT) systems (data); but also,
operational technology (OT) physical nodes. Information technology refers to “automated systems
for storing, processing, and distributing information” (van den Hoven et al. 2018). Operational
technology refers to “computer-controlled physical processes such as industrial control systems
(ICS) or other types of control systems” (Bryant 2016, 7). An ICS “is a computer-based system that
monitors and controls physical industrial processes” (IBM 2015, 3). The interconnectedness of the
CEI makes the cyber threats against ICS components particularly dangerous, often, as dangerous
as the threats that are purely physical in nature. Compared to I'T vulnerabilities, attacks against ICS
can cause blackouts (Alderson and Di Pietro 2016, 339), explosions (Huang et al. 2009), oil spills
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(Wittkop 2016), a nuclear meltdown (Buchan 2012), and other environmental disasters that can

even “destroy the marine habitat” (Wadhawan and Neuman 2015).

2.2.1 What to protect? An anatomy of OT vulnerabilities to CEI

OT vulnerabilities are hard to identify. Of those that are identified, not all are shared with
the general public before a patch/fix has already been developed. This makes these vulnerabilities
particularly hard to research and categorize in an academic setting. In 2015, for example,
vulnerabilities were identified in ICS components (including components for supervisory control
and data acquisition, SCADA) of 55 different manufacturers; particularly Siemens and Schneider
Electric (Andreeva et al. 2016, 4). SCADA “is a system operating with coded signals over
communication channels to provide control of remote equipment, typically using one

communication channel per remote station” (IBM 2015, 3).

Disruptions of CEI by cyber vulnerabilities

Cyber vulnerabilities of ICS components are not just theoretical, but have already caused
disruption of CEI in the past:

- InJune of 1982, a state-built Trojan horse “caused a major explosion [with] the power of a
three-kiloton nuclear weapon” during a routine pressure test of the Trans-Siberian gas
pipeline (Byres and Eng 2009, 58). The ICS used “to run the pumps, turbines, and valves
was programmed to go haywire, after a decent interval, to reset pump speeds and valve
settings to produce pressures far beyond those acceptable to pipeline joints and welds”
(Reed 2005).

- In December of 2002, during a general strike, “hackers were able to penetrate the SCADA
system responsible for tanker loading at a marine terminal in eastern Venezuela,

[preventing| tanker loading for eight hours” (Byres and Eng 2009, 58).
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- In January of 2003, the ‘Slammer’ worm disabled a safety monitoring system at the Ohio’s
Davis-Besse nuclear power plant “for nearly five hours” (Poulsen 2003) While the payload
was benign, consequences could have been devastating if intent was to cause a nuclear
meltdown (Moore et al. 2003).

- In August of 2003, an electric power blackout affected 50 million people for up to 4 days
in "most of New York state as well as parts of Pennsylvania, Ohio, Michigan, and Ontatio,
Canada" (Andersson et al. 2005, 1922). Only one month later, in September, 4 million
people lost power in Sweden and Denmark (Andersson et al. 2005, 1922), and another
blackout affected more than 56 million people for up to 48 hours between Italy and parts
of central Europe. The proximate causes of these blackouts were determined to be “a
cascading sequence of events involving line outages, overloading of other lines,
malfunctions of protection systems, power oscillations and voltage problems, and system
separation and collapse” (Yamashita et al. 2008, 857); but the underlying cause was arguably
“an over-reliance on computer-based decision support systems” (C. W. Johnson 2007).

- In March of 2008, the Edwin Irby Hatch Nuclear Power Plant in southeastern United States
was “forced into an emergency shutdown for 48 hours, after a software [designed to
synchronize data on both the business system computer and the control system computer]
was installed on an office computer” (Wong et al. 2010, 18).

- In June of 2010, the ‘Stuxnet’ worm caused the fast-spinning centrifuges of an Iranian
nuclear facility at Natanz (Farwell and Rohozinski 2011, 23) “to tear themselves apart”
(Kushner 2013). While the state-sponsored preventive cyber-attack slowed down progress
of the Iran’s nuclear program, the effects of a nuclear meltdown could have been disastrous
also for the environment.

- In December of 2015, a multi-stage, sophisticated cyber-attack against a power plant
disabled power generators that served over 700,000 people in Ukraine (Alderson and Di

Pietro 2016, 339). Seven 110 kV and twenty-three 35 kV substations “were disconnected
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for three hours [while cyber-attacks against| the distribution grid forced operators to switch
to manual mode” (R. M. Lee, Assante, and Conway 2010).

- In June of 2017, the NotPetya cryptovirus affected the electronic radiation monitoring
systems at the Chernobyl Nuclear Power Plant, “which forced employees to switch to
manual radiation monitoring and control systems to prevent irreversible consequences”
(Tirranen 2018, 549).

- In May of 2017, a cyber-attack on a U.S. nuclear facility near Burlington, Kansas also
occurred; although the nature of the attack is unclear (Broersma 2017; Riley, Dlouhy, and
Gruley 2017).

- In August of 2017, a cyber-attack against a petrochemical plant in Saudi Arabia "was meant

to sabotage the firm’s operations and trigger an explosion" (Petlroth and Krauss 2018).

Cyber vulnerabilities and the interdependency of CEI

During the second industrial revolution, the CEI networks were decentralized, with local
energy suppliers connected directly to consumers through local distributors. Disruptions of energy
suppliers or distributors resulted in local blackouts. During the third industrial revolution, in order
to minimize these local blackouts, CEI networks became interconnected, supporting each other.
As seen with the 2003 blackouts in North America and Europe, today, these interconnections cross
national borders, and local CEI failures could have disastrous regional implications. These
interdependencies made local, national, and regional CEI cyber vulnerabilities of interest not only
to local and national governments, but also to regional economic alliances and CSAs.

As seen from the short list of cyber vulnerabilities to CEI, failure of ICS can happen 1) at
the primary energy source (PES) level (as seen with most recent failures of—or attacks against—
the ICS of nuclear power plants or the 2017 cyber-attack against a petrochemical plant in Saudi
Arabia); 2) during transportation of PES to carriers, or Power Generation Systems (see the 1982

cyber-attack against the Trans-Siberian gas pipeline); 3) at the carriers level (as seen with the 2015
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cyber-attacks against a power plant in Ukraine); or 4) during transportation from carriers to end-
users (as seen with the electric power blackouts of 2003). Given the interconnectedness of CEI
across borders, the prioritization of which ICS components must be protected will differ from
nation to nation and from national to regional levels. Because of this, to date, there is no agreement
as to which CEI should be protected against cyber-attacks and by whom.

There are currently multiple empirical studies available at both national and regional levels
tackling the issue of cyber security for energy infrastructure. There are also a plethora of official
statements that can be identified; most highlighting the need for collective cyber security in the
energy field, particularly in the oil, gas, and electricity sectors, but, with no clear guidance on how
to achieve this. At the national levels, the US National Institute of Standards and Technology
(NIST) is the US guiding framework for the assessment of resilience of critical infrastructure from
cyber threats. The NIST Framework for cyber security is split into 5 functions: identify, protect,
detect, respond, and recover. There are no clear guidelines, however, as to how each function must
be achieved. Similarly, at the regional level, the EU Network and Information Security (NIS)
Directive highlights the importance of “cross-border collaboration between EU countries, e.g. the
operational EU CSIRT network, the strategic NIS cooperation group, etc.” (EU 2016/1148). But,
like the US NIST, the EU NIS does not provide, clear directions to how cyber assessments are to

be conducted, particularly in the energy field.

2.2.2 From what threats to protect?

Cyber threats to CEI can come from sabotage and terrorist attacks or political/ technology
embargoes (the sovereignty perspective), extreme natural events or energy infrastructure failures
(the robustness petspective), and unexpected regulatory/technology changes or natural events (the

resilience perspective).
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The sovereignty perspective

What makes these threats to OT increasingly appealing to perpetrators is 1) the multiple
OT system vulnerabilities that remain unprotected from cyber-attacks (Alderson and Di Pietro
2010); 2) the increased availability of cyber tools capable of leveraging these vulnerabilities (Andress
and Winterfeld 2013); and 3) the decreased level of risk needed to be taken by the perpetrators,
who often remain anonymous in cyberspace after the attack, and never being caught due to lack of
attribution (Geers 2010; Hunker, Hutchinson, and Margulies 2008; Mudrinich 2012). As a result,
cyber-attacks against SCADA alone increased by 636 percent between 2012 and 2014 (IBM 2015,
5), while the number of vulnerabilities continued to grow faster than the ability to discover and
address them. Of 189 ICS vulnerabilities identified in 2015, 49% were critical, and only 85% had
new firmware available. Of the critical infrastructure vulnerabilities, 28% were easy targets for
cyber-attacks, with exploits available on the internet. 14 out of 19 unpatched vulnerabilities were
“of high-level risk” (Andreeva et al. 2016, 4). Today, thousands of cyber-attacks to CEI occur daily,
with most remaining unattributed. British Petroleum alone, for example, has to protect itself against
50 thousand cyber-attacks per day, many of which, are attacks against OT (Seebruck 2015).

Cyber threats against CEI OT “are assessed according to two criteria, namely capability and
intent” (Paradis et al. 2005). Capabilities vary vastly from perpetrator to perpetrator and depend on
whether the cyber-attack is classified as 1) state organized and/or sponsored (through proxies) or
2) a non-state organized and/or sponsored. From a state perspective, ‘cyber-power’ is defined as
“the ability to act and influence through, and by means of, cyberspace” (Czosseck and Ziolkowski
2013, 1). These actors have significant resources and access to restricted ICS know-how that is not
typically available to the public. These are skilled and sophisticated adversaries that can conduct
hybrid cyber-attacks against CEI OT without ever being clearly identified. Non-state actors stem
from terrorism, organised crime, hacktivism, or insider threat. Due to limited resources, these

threats are less complex, but can became a real danger with access to the right exploits against ICS.
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The intent also differs from nation to nation or from state vs non-state actors. The state-
sponsored cyber-attacks against the Trans-siberian gas pipeline in 1982 or against the Natanz
nuclear facility in 2010, were not about industrial espionage; they did not “steal, manipulate, or
erase information” (Langner 2011, 49). Instead, they attacked the OT infrastructure, causing
physical damage with military and economic implications, and potential for an environmental
disaster. Non-state actors have also “demonstrated improved malicious skills [and are] taking
advantage of the growing arsenal of exploitation tools developed specifically for control systems”
(IBM 2015, 10). More recently, a growing nexus between state and non-state cyber actors—where
states are '"outsourcing cyber-attacks to non-attributable third parties, including criminal
organisations" (Farwell and Rohozinski 2011, 23)—has been identified. These relationships in
cyberspace “have one common element, namely the willingness of the non-State actors to support

their State’s goals, be it for monetary or ideological reasons” (Czosseck and Ziolkowski 2013, 25).

The robustness perspective

Digital transformations—in particular, advances in data science, machine learning, and
artificial intelligence—have become tremendous assets in the development of smart grids. The
Internet of Things (IoT) and the Internet of Everything (IoE) have transformed energy planning,
production, transmission, storage, conversion, distribution and consumption processes (Z. Zou,
Zheng, and Sha 2018). They have connected the supply chains directly with the consumer, paving
the way to the 4th industrial revolution (or Industry 4.0). This interconnectedness, however, has
also linked COTS (commercial off-the-shelf), platform-independent ICS components (Ringert,
Rumpe, and Wortmann 2015) to new technology platforms operating platform-specific, Original
Equipment Manufacturer (OEM) digital ICS components. While platform-independent ICS
components can easily coexist with old technologies, on the new platforms, these components can
cause problems with severe repercussions. An example of this is the 2008 shutdown of the Edwin

Irby Hatch Nuclear Power Plant in southeastern United States after a routine software update
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(Wong et al. 2010, 18). Ultimately, while digital transformation has improved operations, the
incompatibilities between new and old technologies has also increased the number of CEI OT
cyber vulnerabilities.

The Hatch Nuclear Power Plant scenario has also illustrated that the connection of stand-
alone OT components to management applications (IT) to improve remote monitoring and
operations, has also created new largely unexplored vulnerabilities. Traditionally, IT and OT
systems served “different goals, different strategies, and different stakeholders” (Garvin and Others
2015). For this reason, these systems are programmed to behave differently in their respective
networks: “IT networks focus primarily on PAIN (Privacy/Confidentality, Authentication,
Integrity and Non-repudiation) OT networks focus primarily on AIC (Availability, Integrity and
Confidentiality)” (Gatimella 2018). Converging IT/OT networks, and the “conflicting
requirements of availability and confidentiality” (Garimella 2018) is a challenge that needs to be
addressed before “accelerating the convergence of I'T and OT to deliver increased safety, efficiency

and productivity” (Kamal et al. 2016).

The resilience perspective

Energy infrastructure failures do not occur only due to digitalization of OEM ICS
components. They are also caused by unexpected natural events or technological advances and
exploits causing OT systems to fail. Natural events do not have to be electromagnetic pulses (EMP)
caused by solar flares, known as coronal mass ejection, CME (M. B. Hughes 2017). For example,
the chain reaction that led to the Northeast U.S. Blackout of 2003 was initiated by an overgrown
tree in Ohio that ended up costing the United States up to $10 billion USD (Andersson et al. 2005,
1922). The hypothetical North American Blackout of 2038 that "left upwards of 300 million people
without power, ravaged the world economy, and devastated the global internet" was caused by a
cyber adversary with unexpected “technical sophistication”, that used OT exploits to take both the

primary and fallback systems offline (Anantharaman et al. 2018). Advances by artificial intelligence,
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for example do not only help in protection of CEI but also provide new tools for cyber perpetrators

to identify and exploit new OT ICS component vulnerabilities.

2.2.3 By what means to protect CEI?

The I'T/OT digitization and rapid convergence led to the increase in number of “remote
centralized network control centers” (Donde and Tournier 2016) outside national boundaries;
placing I'T/OT vulnerability assessments and protection against cyber threats outside the control
of one country alone. Because of this, without significant assistance from outside regional structures
and alliances, nations can no longer respond to cyber threats against CEI independently.
Understanding how threat actors exploit ICS components is knowledge that requires collaboration
across borders and intelligence sharing. The CSA is slowly emerging as the ideal mechanism to
tackle cyber vulnerabilities of CEI with regional implications during the transition from digital
transformation to energy transformation. The recent developments in digital transformation for
energy transformation (Serrano-Calle and Delarue 2018), particularly, advancements in the fields of
data science and artificial intelligence, also “hold tremendous potential” (Kratsios 2018) for CSAs
to better protect CEI in cyberspace. While the interconnectedness of technology creates new
IT/OT cyber vulnerabilities, CSAs come with the promise of cross-border intelligence sharing (see

figure 6) on cyber security, which is needed for surviving the Industry 4.0 digital threats.
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Figure 6. Intelligence sharing added to Cherp’s three perspectives on energy security.

2.3 Collective security alliances

From the beginning of warfare—and documented as early as the Battle of the Ten Kings

between 4500 and 3500 BC—ancient rulers, often advised by scholars of political affairs, war, and

economics, paid particular attention to the study of regional alliances. In the 4th century BCE
Chanakya (Kautilya)—one of the earliest pioneers of realism—wrote in his ancient Indian political

treatise Arthasastra that the planning of alliances is one of the six forms of state-policy that define

the study of foreign policy. Chanakya defined alliances (samsraya) as “seeking the protection of

another [king who is stronger than one's neighboring enemy or entering] in agreement with any

two (friendly) kings, [for the purpose of augmenting one’s] resources” (Shamasastry 1915, 374).
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Two millennia later, the basic principles of international relations and the fundamental basis
of alliances were transformed following the 1648 Peace of Westphalia that ended the Thirty Years'
War (1618—1648). The traditional understanding of alliances was best explained by George Liska’s
theory of alliance formation, where Liska defined alliances as “merely formalized alignments based
on interests or coercion” (Liska 1962, 3) and whose purpose—as described by George Modelski’s
study of alliances—is the “common defense [through]| the use of military power” (Modelski 1963,
771). But alliances could not violate the guarantees to the nation-state of the Westphalian system,
best explained by Hugo Grotius (1583—-1645): “(1) the sovereignty of the state; (2) the sovereign
equality of states; (3) the right of non-interference in domestic affairs of the sovereign state; (4) the
territorial integrity of the state; (5) the obligation to abide by international agreements; (6) the
principle of the peaceful settlement of disputes; and (7) the obligation to engage in international
cooperation consistent with national interests” (Gleason and Shaihutdinov 2005, 275). Within this
framework, Singer and Small argued that (1) internal threats to a member state’s national security
do not fall within the jurisdiction of the alliance; (2) the sovereignty of the member state is further
guaranteed by non-intervention agreements among member states; (3) hostilities among member
states are subject to review by an entente within the alliance; and (4) collective defense agreements
obligate member states to assist militarily only if a member is attacked by other non-member states
(Singer and Small 1960).

A more contemporary understanding of alliances evolved during the Cold War from a need
to better explain the formation of "bilateral or multilateral agreements” of the time (Weitsman 2004,
27). The diminishing of resources brought upon by the East vs. West (Warsaw Pact vs. NATO)
security dilemmas forced states to redefine the value of cooperation within an alliance, and the term
alliance became more commonly understood as “a formal agreement between two or more nations
to collaborate on national security issues” (Holsti, Hopmann, and Sullivan 1973, 4), or “a formal or
informal relationship of security cooperation between two or more sovereign states” (Walt 1987,

1). Here, Michael Ward argued that Singer and Small’s four characteristics of alliances no longer
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make sense within the new post-Westphalian framework, because contemporary alliances rely on
(1) a collaborative relationship to combat threats to one’s national security; (2) the potential for
aggregation of military forces despite the sovereignty principle; (3) the belief that common interests
and threats outweigh the desire for conflict among member states; and (4) the primacy of collective
action over unilateral responses (Ward 1982, 19:5).

Ward’s arguments were renewed in recent years as the focus of international security studies
shifted from state to non-state threats. In his writings Glenn Snyder concluded that the study of
alliances could no longer be divorced from that of collective alignments. Snyder described alliances
through neorealist lenses—focusing primarily on interactions between states—and explained that
before entering formal alliances states build first informal alignments dependent on “whether they
will be supported or opposed by other states in future interactions” (Snyder 2007, 6). Formal
treaties are then agreed upon to strengthen these alignhments by adding “elements of specificity,
legal and moral obligation, and reciprocity that are usually lacking in informal alignments" (Snyder
2007, 8). The study of how and for what purpose collective security alliances form thus deserves
further consideration in order to better understand the evolution of alliances in the 21* century and
their role in addressing energy and cyber security threats that impact smart and sustainable low-

carbon energy transitions.

2.3.1 Empirical studies on CSAs under the Westphalian system

The earliest theoretical model of collective security is attributed to Cardinal Richelieu,
whose genius led to the Peace of Westphalia (1648)—albeit six years after his death. It thereafter
took nearly two centuries for Richelieu’s geopolitical model—which relied on enforcing the balance
of power as “a procedural norm for collective wellbeing [and] through multilateral forums”
(Joensson 2010, 15)—to fully materialize in the Concert of Europe (1815-1848). Ultimately, the
balance of power model—which stood at the base of the status quo among the Great Powers after

Napoleon’s defeat—failed to contain the territorial ambitions that led to the start of World War I.
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After the Treaty of Versailles (1920), ending World War I, the League of Nations was also “rather
ineffective in stopping German and Italian dictators’ aggressions in the 1930s” (Yilmaz 2009, 34),
serving only to alienate Russia, a major regional power at that time:

“Between the two world wars, collective security in Enrope was anchored in the Paris
Treaties and in the League of Nations. Until her entry into the League in September
1934, Soviet Russia stood apart from this system, becanse she had concluded her own
peace treaties with Germany and Austria-Hungary in March 1918, did not take part
in the Paris Conference, and was not invited to membership in the Leagne of Nations.
The Soviets viewed the whole Paris settlement as an imperialist enterprise; they especially
resented the fact that the Conference confirmed the detachment from Russia of certain
territories which had been conquered and annexed by the Tsars during previous two
centuries, namely Poland and the Baltic states” (Hochman 1982, 14).

With the failure of the League of Nations to prevent World War II, the concept of collective
security lost its credibility, being replaced by that of collective defense—which aimed at “deterring
or defeating aggressors external to the grouping and specified prior to aggression” (Salem 2006, 506)
and was a better fit for explaining the Cold War dichotomies. The traditional views of collective
security emerged in an effort to understand the failures of the Concert of Europe and the League
of Nations, when international relations scholars began reexamining the principles that lie behind
the formation of CSAs. In his studies, Inis Claude explained that CSAs form as “a functional
response to the complexities of the modern state system, an organic development rooted in the
realities of the system rather than an optional experiment fastened upon it” (Claude 1971, 6). This
renewal of interest gave rise to competing views on collective security “rooted in the international
relations schools of realism, liberalism, institutionalism” (Bennett and Lepgold 1993).
Understanding how these schools of thought perceive collective security is necessary to explain
why and how sovereign states join or leave CSAs and how these alliances are governed and evolve

over time.

Collective security within the realist school of international relations theory

The traditional realism of Machiavelli, Hobbes, and Richelieu perceives the international
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system as an anarchic order where the behavior of states is governed by competition for the pursuit
of power among nation-states. Within this system, realists like Hans Morgenthau and George Liska
perceive alliances as unnatural—by virtue of the nation state’s absolute sovereignty. The realist
concept of alliance is merely reduced to a temporary means of diminishing “the impact of
antagonistic power, perceived as pressure, which threatens one's independence” (Liska 1962, 20).
Because alliances have been perceived as both as a threat to and protector of the sovereignty of
nation states, the study of how they are formed and governed is also of great interest to the realist
school of thought: “the historically most important manifestation of the balance of power [...] is
to be found not in the equilibrium of two isolated nations but in the relations between one nation
or alliance of nations and another alliance” (Morgenthau 1978, 175). In studying these relationships,
however, realists focus less on common security interests and threats of potential member-states,
and more on the dichotomy between weak and strong states, and their military power (Good 1962,
8-9).

As Arthasastra treatise identified over 2,300 years ago, states enter alliances for their own
national interests “when the balance of power is threatened" (Organski 1958, 277), or in order to
equalize imbalances that they wouldn't be able to affect in their favor otherwise. This logic implies
that member states enter alliances with one another “in order to supplement each othet's capability”
(Liska 1962, 26) when under threat of diminishing military power. Here proponents of the realist
school of thought distinguish clearly between collective security and collective defense
agreements—unlike authors like Slater (Slater 1965, 1:47) and Farer (Farer 1993, 178) who fail to
make this distinction.

Collective defense agreements differ from collective security ones in both focus and scope.
Collective defense “is based on an identified common threat” (Salem 2006, 66), so by deduction, a
collective defense alliance “is a collective of states that expresses the will to either deter or respond
to a common threat” (Gleason and Shaihutdinov 2005, 277). These types of alliances are the

traditional military alliances that existed since the beginning of warfare among competing states
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bound together by vulnerabilities to an existing common threat from another state or another
collective of states “widely perceived as threatening to actual or prospective alliance members”
(Hook and Robyn 1999, 84). According to the realist school of thought,

"'nations enter into collective defense arrangements to ward off threats to their national
security interests, as traditionally conceived, emanating from some specific country or group
of countries regarded as the chief national enemy, actual or potential [...] the motive
bebind such arrangements is the conviction that the creation of military strength sufficient
to ward off the specific threat wonld be beyond their national capacity or would prove

exccessively and unnecessarily costly in view of the opportunities for mutual support and
common defense” (Wolfers 1965, 183).

While states enter collective defense alliances in order to reduce “threats that originate
outside the membership” (G. W. Downs 1994, 2), the focus of collective security is not limited to
non-member states as the only potential aggressors (Alagappa 1998, 10; Gordenker and Weiss 1993,
0), but concerns itself with both state and non-state threats from both outside the alliance and from
among its member states. In this respect, “the scope of collective-security arrangements is
inherently broader and more ambitious” (Hook and Robyn 1999, 84), where member states of the
CSA could equally become “potential aggressors, victims of aggression, or coalition partners”
(Diehl and Lepgold 2003, 43). In other words, within the collective security systems any aggression
against one member state is an aggression against all members of the coalition: “collective security
is directed against any and every country anywhere that commits an act of aggression, allies and
friends included” (Wolfers 1965, 183). Within this framework, “collective security requires that
countries combine their military forces in a coalition aimed at punishing acts of armed aggression”
(Yilmaz 2009, 34).

According to most scholars of the realist school of thought, the collective security concept
is perceived as ‘deceptive’ (Farer 1993, 155) and ‘incompatible’ with realism because in order for
collective security to work states must trust each other and place the interests of the collective
above their own sovereign interests, which realists argue is “virtually impossible” (Mearsheimer

1994, 28-35).
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Collective security under the liberalism school of thought

The theories on collective security find most support within the liberal school of thought,
which view collective security as a substitute to the traditional Westphalian system (Salem 20006,
60)—where alliances are formed to maintain or disrupt the balance of power (Claude 1971, 247)—
and as a conduit towards the “peaceful change of the status quo” (Hogan 2015, 182). Compared to
traditional realism, where “states that are heavily influenced by balance-of-power considerations
are, by definition, going to be mainly concerned about the balance of power, not about maintaining
peace” (Mearsheimer 1995, 88), Adam Smith's liberalism professes that “the interdependence of
nations and the reciprocal nature of their needs ensured that peace was in the interest of all states
and that only a misperception could lead to” military conflict (HLR 1989, 640). Liberal thinkers
view military force as an endemic, irrational force, calling for collective alliances in which “national
interests would be subordinated to the interests of the community” (HLR 1989, 641). Sovereignty
is regarded here as a privilege rather than a right of the state: “in order to be legitimate, sovereignty
must demonstrate responsibility. At the very least that means providing for the basic needs of its
people" (Deng et al. 2010, xvii). Because of these key characteristics, theorists of both realism and
liberalism schools of thought agree that “the promise of collective security stems from a theoretical
perspective that is incompatible with realism” (C. A. Kupchan and Kupchan 1995, 59).

Having its origins in Immanuel Kant's 1795 Perpetual Peace, the traditional liberal view of
collective security “has been formed by the growth of practical morality” (Thompson 1953, 754),
and by a pressing reality “that has tied all the peoples of the earth together in an unprecedented
intimacy of contact, interdependence of welfare, and mutuality of vulnerability” (Claude 1971, 3).
Within this liberal framework, the concept of national security is subordinated to that of basic
human security, and the primary aim of CSAs became to preserve “the conditions under which
most people, most of the time, are able to go about their lives, venture onto the street, work, study,
and participate in public life (politics included), without acute fear of being killed or injured—

without being terrorized” (Etzioni 2008, 2).
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It can be concluded that the liberal focus and scope of CSAs is significantly different from
that of the realism school of thought. The primary focus of the CSA under this framework is to act
as “a self-stabilizing agreement among members who agree to subordinate the pursuit of their
narrow self-interest to the broader goal of system stability” (Gleason and Shaihutdinov 2005, 277)
rather than joining forces to protect against national security threats (Thakur 2016). Under this
school of thought, member states are bound to collective threat of economic sanctions and/or
diminishing economic prospects and the need to share in the cost of defense with the ultimate aim
to outlaw war (Joensson 2010, 15) and abolish “all ills and diseases disturbing the body social”

(Thompson 1953, 754).

Collective security and new institutionalism

The study of the institutionalization that organizational bureaucracies create within society
gave rise to a new theory of constructivist institutionalism, which adopts elements from both
Machiavellian realism and Kantian liberalism. According to constructivist institutionalism school
of thought, collective security arrangements cannot be understood outside of the rule-oriented
bureaucracies they create: “in collective security arrangements, agents identify each other as citizens
(rule 1) who are obliged to uphold agreed-upon rules of behavior (rule 2) and act collectively to
punish those who do not uphold those rules” (Frederking 2003, 367—369). Within this framework,
members enjoy the mutual security benefits of the community only as long as they obey the rules
of the community (Salem 2006, 60), and only as long as agents place the institutional bureaucracy
agreed upon above or at least on equal footing with the principle of sovereignty. By assenting to a
code of behavior in the form of alliances, nation states organize themselves into supra-national
security bodies committed to the defense of any member state against any aggression, irrespective
of its friendly or hostile origin. Ultimately, nation states surrender the monopoly of the legitimate
use of military force in favor of multilateral security obligations towards the collective (Bull 2012;

Wolfers 1965).
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Theorists of this school of thought argue that because institutionalization “provides more
stability than unregulated, self-help balancing predicated on the notion of each for [its] own,” (C.
A. Kupchan and Kupchan 1995, 52) regional or global peace can only be achieved within formal
collective security alliances, where member states are bound together by moral, economic, and
military pressures (Salem 2006, 57). But realists argue that collective security alliances still have to
pass the critical test where sovereign nations will place the interest of the community before their
own, pointing out that “the empirical evidence showing that institutions changed patterns of state
behavior was weak, especially in the area of security affairs” (Martin and Simmons 1998, 738). More
precisely, the argument is made that the nation-state monopoly over the use of brute force cannot
be effectively challenged by multinational organizations because national security is “immune from
institutional effects” (Lake 2001, 158), and because the “all-against-one” (C. Kupchan 1994, 43)
principle cannot be institutionalized among rational states (Donnelly 2000, 136). In return, non-
state-centric constructivists contend that the clash with realists lays mainly in the primacy of
sovereignty argument of the international system (Finnemore and Sikkink 1998, 31-33), and claim
that the constructivist institutionalism theory already passed this critical test in the governance of
peacekeeping operations by CSAs (Barnett and Finnemore 2004).

While “cooperation in security relations has historically been much less visible than that in
economic relations” (Gallarotti 1991), in practice they existed since the beginning of warfare. The
main challenge CSAs face is thus “to move beyond the self-help world of realism where states fear
each other and are motivated by balance-of-power considerations” (Mearsheimer 1994, 28). To
overcome this challenge, constructivist institutionalism theorists argue that once a collective
security agreement is reached, the resulting bureaucracy is then “institutionalized in organizational
structures and procedures, to preserve the common discourse and unite the members in action”
(Joensson 2010, 15). These structures and procedures also give the new CSA the legality and

legitimacy that states alone may lack in the international system (Tharoor 2003).
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Jerome Slater listed two requirements of collective security to insure that theory is
applicable in practice: “(1) in cases of violent interstate conflict, collective action must be taken or
authorized by the organization to aid the victims of aggression and to restore the peace, and (2)
such action must be impartial, ignoring the internal political structures or ideologies of the states
involved” (Slater 1965, 1:52). In constructivist institutionalism, the focus of the collective security
is thus on “continuously reaffirming states of their mutual commitment” (Joensson 2010, 15) for
the purpose of maintaining peace and insuring individual prosperity within the geographical
boundaries of the alliance. Whatever their interest in the security threat faced by the community,
“the states commit to making available the necessary resources for translating the discourse into
practice” (Joensson 2010, 15) rather than limit themselves only to making “educated expectations”

that too often lead to inaction (Claude 1971).

2.3.2 Post-Westphalian perspectives on collective security

The emergence of non-state threats of the 21st century challenged the positivist theories
on collective security dominant during the traditional security environment, and the scholarship in
the field evolved “in the direction of post-positivist theories, namely culturalism, constructivism
and normative theories” (Rulska 2010, 24). These new schools of thought marry security and
community (Adler, Barnett, and Smith 1998, 5) to construct “mutual aid” societies governed by a
system that “lies somewhere between a sovereign state and a regional, centralized, government; that
is, it is something of a post-sovereign system, endowed with common supranational, transnational,
and national institutions and some form of a collective security system” (Ruggie 1996, 81-82).

The inability of sovereign states to face the new threats unilaterally forced policy makers to
revise the conventional, largely realist meaning of security and encouraged academics to incorporate
“elements of comparative theories such as theories of regionalism and integration to effectively
explain the creation of security organizations and communities” (Rulska 2010, 24). Whereas
traditionally security was understood as military security, “now states are identifying 'new' security
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issues that revolve around economic, environmental, and social welfare concerns and have ceased
to concern themselves with military threats from others within the community" (Adler, Barnett, and
Smith 1998, 5).

With the meaning of security changing, so did the theoretical approaches addressing the
field of collective security. While during the Cold War positivist theories dominated approach to
studying collective security and alliances—with liberalism and constructivist-institutionalism
shaping the views on collective security, and realism dominating the debate on alliances—the new
security order is largely reliant on the theoretical perspectives of neorealism, globalism, and

regionalism (Buzan and Waver 2003, 6).

Neorealism and the skepticism surrounding the prospects of CSAs

While the field of study on alliances in the bipolar environment of the latter half of the
twentieth century has been dominated largely by classical realism, which stressed that states enter
alliances in the pursuit of power, the new systemic approach to alliances relies on the school of
Waltzian neorealism, which emphasizes that alliances are formed in the pursuit of security (Rulska
2010, 40). In neorealist terms, security means national security and neorealists claim that supra-
national cooperation among competing actors is particularly problematic, “especially in areas
affecting national security” (Donnelly 2000, 136). Because of the anarchic and competitive nature
of the international system, “no state can ever be completely certain about another state's intentions
[and] have little choice but to fear each other” (Mearsheimer 1994, 28-31). This implies that inviting
outside actors to collaborate on addressing intangible, transnational threats to national security is a
matter of last resort (Rulska 2010, 23), and scholars of CSAs largely contend that until recently,
“throughout the world, the major inter-state security organizations continue to be essentially
Westphalian in nature. They assume the primacy of state actors. While collective security

organizations have re-focused their objectives to confront challenges emanating from below the
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level of the nation-state, they have not yet reorganized their operational programs to achieve these
goals” (Gleason and Shaihutdinov 2005, 275).

Contrary to the traditional security environment, where "politically and economically stable
nations [were| more likely to join alliances than are unstable ones" (Teune and Synnestvedt 1965,
189), the complexities of the contemporary security environment made all states dependent on
supra-national communities to defend their values and to “convey a sense of national security and
material progress” to their citizens (Adler, Barnett, and Smith 1998, 5). Despite this, on the topic
of collective security the scholars of neorealism adopted the belief of the realism school that it is
typically "the confluence of the objectives of all possible major rivals (who would be adversaries in
several other types of system) that makes—and, historically, has made—collective security possible.
Thus, such a concert is both the limiting case and the minimum condition of a collective security
system” (Ravenal 1975, 704). From a neorealist perspective, CSAs thus continue to be understood
as short-lived alliances among threatened states, with multiple aspirations and with the occasional
free riders, where more often than not balances fail to form against aggressors, undermining

deterrence and leading to an unfair distribution of costs and benefits among member states.

Globalism and the utopian pursuit of international peace and security

With the Cold War precepts of international security collapsing, the United Nations (UN)
Secretary-General’s 1991 address to the General Assembly positioned the concept of collective
security at “a unique juxtaposition of promise and peril,” (Bennett and Lepgold 1993, 213). Almost
reminiscent of the failures that plagued the existence of the League of Nations between the two
world wars, the utopian idea of building a global CSA with the capacity to insure the collective
welfare and human security of all people reemerged (Annan 1999; Barnett and Finnemore 2004;
Kratochwil and Mansfield 1994; Newman, Thakur, and Tirman 2006; Thakur et al. 2005). This is,
however, not a new argument in the study of international relations. If there is one point that

classical realists (Claude 1971), and liberal theorists (Haas 1968) agree on with regards to collective
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security, it is definitely the argument that CSAs can only function as an international organization
with universal membership (like the UN). Within this global community “any illegal threat or use
of force by any sovereign member of the international community against any other... should trigger
the combined force of all the rest” (Hogan 2015, 179; Miller 1999, 303). Global collective security
thus involves “the legal establishment of the prohibition of aggression, the commitment of states
to collaborate in the suppression of aggression, and the endowment of an international organization
with authority to determine when and against what state sanctions are to be initiated, to decide
upon the nature of the inhibitory measures, to evoke the performance of duties to which states
have committed themselves, and to plan and direct the joint action which it deems necessary for
the implementation of collective security” (Claude 1971, 260).

This thesis agrees with Keohane and Nye argument that “only rarely universal international
organizations are likely to provide the world with instruments for collective actions” (Rochester
1995, 202). By limiting the discourse on collective security only within the framework of a global
political system, however, policymakers, scholars, and other promoters of global (rather than
collective) security “established a set of requirements or definitions so unrealistic that, if met, they
would be superfluous (the utopia of benign world government presiding over uniformly co-
operative human beings having been attained) while, because they are obviously unmet, they serve
to obscure significant organizational behavior containing at least elemental ingredients of practical
collective security” (Slater 1965, 1:5).

In order to understand why Wilsonian-style global security alliances fail, it is important to
understand the failed assumptions that led to the rise and fall of the League of Nations. First,
collective security requires a community of shared values and interests that globally is nearly
impossible to achieve. With this in mind, conferring the Soviet Union membership into the League
of Nations “was obviously a fallacy in the first place” (Hochman 1982, 397). Second, while states
may have “clear interests in protecting an international order that they see as beneficial to their

individual security” (C. Kupchan 1994, 45), membership into this global collective security is almost
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never a guarantee of deterrence because global peace requires the reinvention of “the system of
collective security for the global world” (Joensson 2010, 250). With regards to the League of
Nations, Pierre Cot’s argument that the integration of France within the League of Nations would
guarantee its security “failed to save France” in 1940 (Skidmore 1981, 239). France’s belief that
other powerful states within the League of Nations “will choose to expend financial resources and
put their troops at risk to deter or suppress conflicts that have little or no relevance to their national

security interests” (Carpenter 1997, 18) proved to be wrong.

The advent of regional CSAs

The failure of the League of Nations to pass the practicality test in the early twentieth
century encouraged collective security theorists like Niou and Ordeshook to search for a more
concrete system for maintaining regional—rather than global—peace (G. W. Downs 1994, 8).
According to Slater (Slater 1965, 1:5), regional collective security emerged as the “only” system
capable of maintaining peace in an area that expands beyond national reach as long as all members
are “equally committed” (Miller 1999, 304) to the cause. The existential threat of climate change
and the cyber threats to interconnected CEI that cross national borders fits within this category.

The ideal of regionally-based collective security found more support than other global
structures in the neorealist and constructivist schools of thought because “such groupings have a
greater understanding of the causes and nature of security problems affecting the region; because
the incentives for managing conflict are likely to be higher; and because there will be a greater
degree of consensus over basic values” (Hurrell 1992, 40). They were found more practical because
(1) members were “likelier to act for the group’s interest, as they define it” (Kenneth N. Waltz
1979, 198) and (2) “free-riding is more transparent at the regional level” (Diehl and Lepgold 2003,

45), and thus easier to avoid.
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The ideal of regional security thrived to an unprecedented level and theorists like Kupchan
and Kupchan expressed “a degree of optimism about collective security but only in a regional
context,” giving birth to the regional security complex theory which states that

"most threats travel more easily over short distances than over long ones, security
interdependence is normally patterned into regionally based clusters: security complexes.
[-..] Processes of securitization and thus the degree of security interdependence are more
intense between the actors inside such complexes than they are between actors inside the
complexc and those ontside it. Security complexces may well be extensively penetrated by
the global powers, but their regional dynamics nonetheless have a substantial degree of
antonomy from the patterns set by the global powers. To paint a proper portrait of global
security, one needs to understand both of these levels independently, as well as the
interaction between them' (Buzan and Weaver 2003, 4).

The growing support for the regional security complex theory has forced the UN to
abandon its aggressive pursuit of collective security at the global level and seek more regional means
to foster international peace (Diehl and Lepgold 2003, 159). Because of this, Chapter VIII of the
UN Charter now allows the Security council to “use regional arrangements of one sort or another
to facilitate the peaceful settlement of disputes or to carry out enforcement measures,” and allows
“regional organizations acting independently [to] deal with such matters relating to the maintenance
of international peace and security as are appropriate for regional actions” (Farer 1993, 161). Since
then, the UN often outsourced election observation to the Organization for Security and Co-
operation in Europe (OSCE) and military enforcement to the North Atlantic Treaty Organization

(NATO) (Joensson 2010, 12).

2.4 Securitization of geo-energy systems: energy security and the challenge of cyber

diplomacy within collective security alliances

An ‘emerging challenge’ for CSAs, energy security at the regional level further exacerbated
the energy security policy predicaments encountered at national levels. At both national and
regional levels—both within government policies and edicts of CSAs—energy security remains a

fluid concept whose definition “has been totally eclipsed by an almost overwhelming focus on

65
IFTIMIE, 1. (2020). The Securitization of Cyber-Physical Geo-Energy Systems.
Dissertation submitted to the Department of Environmental Sciences and Policy of CEU




CEU eTD Collection

securing supplies of primaty energy soutces and geopolitics” (Chester 2010/2). But whereas the
sovereignty of the state and/or polity over energy threats is rarely challenged, the concept of
collective security finds “as many as 12 different definitions” (Buzan 1983), which can vary from
one security alliance to another, or even from one state to another within the same security alliance.
Because of the polysemic nature of both energy and collective security, while much was written on
the security of energy supply chains within independent CSAs (i.e. NATO and the Shanghai
Cooperation Organization, SCO), very little was written on the securitization of geo-energy systems
of CSAs.

When studying CSAs, most scholars—Iike Olson and Zeckhauser (Olson and Zeckhauser
1966)—chose to focus on just one important alliance (most commonly NATO) to prove or
disprove their theories on collective action and collective security (Oneal 1990, 427). Before making
any generalizations on energy security for CSAs, however, one must look at CSAs from distinct
regions and ask: “who is threatened, who is threatening, what is the threat, and what can stop that
threat” (Rulska 2010, 41)? These questions are also the basis for Cherp and Jewell’s three questions
that must be answered before building any energy security frameworks—what energy security

systems to protect, from what energy security threats to protect, and by what means to protect.

Who is threatened: what energy security systems to protect in cyberspace?

According to Stephen Krasner—Graham H. Stuart Professor of Political Science at
Stanford University and former U.S. State Department Director of Policy Planning—collective
security arrangements are governed by "rules and norms around which actors' expectations
converge" (Krasner 1983, 3). This implies that the process used to determine which energy security
system to protect in cyberspace will differ not just from country to country, but also from one CSA
to another. NATO, for example, is using the CARVER methodology—based on Criticality,
Accessibility, Recuperability, Vulnerability, Effect, and Recognizability factors—to assess and

prioritize cyber security risks to CEI. While this methodology plays a major part in understanding
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how NATO states select which energy security system to protect in cyberspace, it is not an indicator

on how other CSAs will make their determination.

Who is threatening and what is the threat: from what risks to energy security to protect?

CSAs are set up to defend its member states from both state and non-state threats—or
“potentially very harmful conditions created deliberately by human beings” (Keohane 2006, 220)—
agreed upon “by regulating, facilitating, maintaining and even enforcing a common discourse on
what constitutes threats and ‘the security from what* question” (Joensson 2010, 18). State-related
threats may include—but ate not limited to—the power and/or willingness of a state to impose
regional energy embargoes, and could “be either a liability or an asset, depending on where it is
located, what it can do, and how it is used” (Walt 1987, vi—viii). In this paper, non-state energy
security threats in cyberspace constitute all other actors and/or factors that cause adverse changes
to vital energy supply chains of any member state of a CSA. The securitization of geo-energy
systems in cyberspace by CSAs is thus a product of member states elevating the “balance of threat
theory” over the more traditional “balance of power theory” (Walt 1987, vi—viii).

Contrary to popular belief, the incorporation of non-state threats—to include stresses to
energy systems—into policies of CSAs did not originate with NATO, but with the Collective
Security Treaty Organization (CSTO). Furthermore, the 1992 CSTO creation “provided that
aggression or threat of aggression against one country would be regarded as aggression against all
participants in the treaty” (Gleason and Shaihutdinov 2005, 277). Determining who is threatening
and what is the threat is thus dependent on the individual built-in bureaucratic mechanisms of CSAs
that serve to prevent and discourage both potential aggressors and “potential defectors from
violating the rules” (Rulska 2010, 3). Because of this, NATO’s Critical Thinking Intelligence
Analysis Process (CTIAP) would be insufficient to gain a holistic understanding of threats to energy
systems interactions within all geo-energy spaces. Not only because this process is not used by other

CSAs, but by linking the physical environment (ASCOPE: Area, Structures, Capabilities,
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Organizations, People, and Events) to the geopolitical environment (PMESII: Political, Military,
Economic, Social, Infrastructure, Information), the ASCOPE/PMESII Matrix gives a subjective
idea of the threat from the researcher’s perspective, mirror imaging from the eyes of an outsider,
without taking in consideration the governance systems (more exactly the perceptions of the
insiders), within which the geo-energy system exists. This picture gets further complicated in

cyberspace, where CSAs must also address the problem of attribution of cyber attacks against CEI.

What can stop that threat: by what means to protect geo-energy systems?

Collective security requires “shared willingness to act effectively to enforce the law”
(Hurrell 1992, 41), which is pricy in terms of political, military, economic, and social resources and
disproportionate in defense expenditures from nation to nation (Olson and Zeckhauser 1966). But
the expenditure of these resources is necessary to insure that the system is “flexible enough to
adjust to the specific conflict, wide and deep enough to simultaneously grasp processes between,
within, and across states, and powerful enough to make the distinction between legitimate and
illegitimate claims for self-determination and state sovereignty” (Joensson 2010, 251). Larger states
know “that their defense expenditures would significantly affect the outcome of the allied effort.
Smaller states, on the other hand, could enjoy the security provided by the ability of their larger
partners to deter war without paying a share of the costs proportional to the benefits received”
(Oneal 1990, 427).

Collective security relies thus “upon the expectation that, in any given situation, most
states—enough to constitute a preponderant force—will remain loyal to the system and will act
upon the belief that their interests require them to join in suppressing a challenge to the order of
the system” (Claude 1975, 716-717). Because "collective security rests on the notion of all against
one" (C. A. Kupchan and Kupchan 1995, 118) despite disproportionality and resources limitations,
the means to protect against national and regional threats differs significantly from region to region,

sometime rendering collective security actions ineffective (Diehl and Lepgold 2003, 47).
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One of the biggest challenges to protecting the regional energy security systems in
cyberspace is thus the unwillingness to share in the costs of "collective commitment of a group to
hold members accountable for the maintenance of an internal security norm" (G. W. Downs 1994,
2). Theoretically, once an aggressive intent has been identified, a response must be triggered (C.
Kupchan 1994, 45). Practically, however, these responses often take a long time to negotiate and

are dependent on the resources available, which differ geographically.

2.5 Summary of Literature Review

This literature review identified the lack of interaction in existing literature between the
scientific analysis of vulnerabilities of energy systems in cyberspace and policy narratives of CSAs
about risks and response capacities. There is almost no scholarly literature to date addressing how
each region will ensure the protection of geo-energy systems from cyber vulnerabilities. While this
has not been an issue in the traditional Westphalian system, the recent rise in discourses promoting
energy integration, the I'T/OT agglutination in cyberspace, and intra-regional cooperation with
regards to smart and sustainable low-carbon energy transitions without addressing the growing
need for security frameworks to protect these geo-energy systems in cyberspace is disconcerting.

The theoretical background on the specific nature of CSAs already identified them as a
viable protector of critical and vulnerable regional geo-energy systems in cyberspace. Energy
security in cyberspace is contextual in nature not only vis-a-vis a country’s energy or cyber policies,
resources, infrastructures and geographies, but also vis-a-vis a country’s regional security alliances.
Because of this, regional CSAs such as NATO, the Common Security and Defense Policy (CSDP),
SCO, CSTO, the Peace and Security Council (PSC), the Association of Southeast Asian Nations
(ASEAN), or the Union of South American Nations (UNASUR) emerged as possible supra-
national bodies with the local trust and legitimacy to build energy and cyber security capabilities
regionally within smart and sustainable low-carbon energy transitions (see figure 7).
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Cyber Threat CSA/CS2A S2LCET

Source: Author’s representation.
Figure 7. The collective security (cyber) alliance (CS2A) as a legitimate defender of CEI from cyber threats and as
an enabler of smart and sustainable low-carbon energy transitions (S2LCET).

Over the past decade, CSAs such as NATO (through its multiple documents), SCO, CSDP,
and ASEAN have made it a top priority to ensure the security (to include against cyber attacks) of
energy supplies needed to meet operational requirements during smart and sustainable low-carbon
energy transitions. To date, however, the complexity of energy security assessments (particularly in
cyberspace)—both within the traditional and contemporary body of literature and the generic
energy security analysis theories (the most important ones being presented in this chapter)—
significantly complicated the study of energy and cyber security outside of national boundaries. The
securitization of CSAs’ geo-energy systems in cyberspace—within the context of smart and
sustainable low-carbon energy transitions—requires an analytical framework that is currently not
scientifically developed. Further research is thus needed to address the challenge of defining and
assessing cyber vulnerabilities of CEI for CSAs in the context of smart and sustainable low-carbon

energy transitions.
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Chapter 3

Methodology

This chapter will advance the scientific understanding of ‘cyber securitization” (Hansen and
Nissenbaum 2009, 1152) for regional energy systems during smart and sustainable low-carbon
energy transitions by (1) reframing the existing theories of cyber security in the context of regional
CEI securitization; (2) developing an array of reliable methods by CSAs for analyzing cyber threats,
vulnerabilities, policies and perceptions impacting energy security; and (3) establishing a theoretical

framework for cyber security of CEI within a regional CSA.

3.1 Nested cyber security assessments of geo-energy systems

The literature review identified the traditional reliance of energy and cyber security studies
on methods rooted in scientific positivism, limiting energy systems interactions and their cyber
security threats only to what we can observe and measure. These methods are however
incompatible with the polysemic conceptions of energy security within a geographical region during
smart and sustainable low-carbon energy transitions because they focus on only one level of analysis
(the state), and often discount the importance of key stakeholders in identifying energy security
threats and planning or implementing responses during smart and sustainable low-carbon energy
transitions. A post-positivist, multitier approach—to better understand what cyber threats can
disrupt the interactions between the vital energy systems and the resulting outcomes from the
perspective of key national and regional stakeholders—is thus needed to better understand regional
energy security complexes and how CSAs can affect the respective cyber security policies during

smart and sustainable low-carbon energy transitions.
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3.1.1 Cyber security in specific geo-energy contexts

Both national institutions and supra-national organizations promote intra-regional energy
security cooperation because “countries located in geographic proximity often experience similar
conditions with respect to access to energy resources and the structure of energy use, and may be
engaged in more intensive mutual trade and transit of energy carriers” (Cherp et al. 2012). Regional
energy networks “have grown to a scale and complexity, and have reached a degree of
interconnectedness, that their protection can often only be guaranteed and financed as shared
efforts. [This means that] information sharing is a crucial step to acquiring a thorough
understanding of large-scale cyber-attack situations, and is therefore seen as one of the key concepts
to protect future networks” (Skopik, Settanni, and Fiedler 2016). The protection of geo-energy
systems from cyber attacks is thus less dependent on the plate-tectonics theory and more dependent
on the securitization of energy access—of key energy supply chains—and interface with intra-
regional non-energy arenas—such as intra-regional trade and collective security commitments
(especially in the cyber security arena). Understanding the perspectives on energy security across
continents—in Europe, Asia, Africa, North America, and Latin America—is however important
to understanding and identifying regional cyber-energy security complexes and their impacts across

different clusters of states within each continent.

Europe

The future of cyber security of energy systems within Europe lies in the balance between
distinct geographical and politico-economic factors that “would be able to promote the common
good of all three elements of the energy chain: supplier countries, transit countries and consumer
countries” (Roberts 2006, 207). The main CSAs in Europe working towards achieving these
objectives are NATO, EU, V4, Baltic Assembly, Northern Council, Nordic Baltic (NB8), EU Med
Group, Central Europe Defence Cooperation (CEDC), South-East European Cooperation Process
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(SEECP), and the Craiova Group. The securitization of energy supplies within the European
continent is the direct result of “the growing importance of gas, the birth of the Euro, the fact of
Russia being a ‘non- aligned’ energy agent and, lastly, the expected scarcity and the greater interest
in securing the energy supply” (Mané-Estrada 2006, 3785). On the latter, according to European
Commission energy outlooks, “about 70% of European energy needs in 2030 will be met by
primary (and non-renewable) sources originating from foreign areas, some of which are very remote
and geopolitically unstable” (Biberacher et al. 2011). With the critical infrastructure of these geo-
energy chains being vulnerable to cyber attacks, within the EU, the Network and Information
Security (NIS) Directive highlights the importance of “cross-border collaboration between EU
countries, e.g. the operational EU CSIRT network, the strategic NIS cooperation group, etc.” (EU
2016/1148). The EU has also been tackling the issue of cyber security for energy infrastructure in
official statements, highlighting the need for collective cyber security in the energy field, particularly

in the oil, gas, and electricity sectors.

Asia

The national energy security standings throughout Asia vary “depending on the country’s
environment, including resource endowment, and the extent of energy demand increases,” and
“few countries performed well compared to the OECD average” with respect to the supply and
diversity of energy sources or energy utilization efficiency (Koyama, Kutani, and Others 2012)
during the current smart and sustainable low-carbon energy transitions. The constant increase in
energy imports by consumer countries such as Japan—which “will aim to reduce the dependence
on nuclear power” (Suzuki 2014, 76)—China, India, and South Korea, and the dramatic rise of
regional competition for these resources force industrialized nations (particularly in South-East
Asia) to increase cooperation in ensuring long-term guaranteed access to energy supplies. In pursuit
of national energy security—and in an effort to solve South China Sea territorial disputes over the
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Spratly Islands between several ASEAN member states, China, and Taiwan—many national
governments in South-East Asia will bypass “international energy markets to instead seek longer-

term supplies within their immediate regions” instead (Cheng et al. 2013).

To this end, the Economic Research Institute for ASEAN and East Asia (ERIA) recently
highlighted the role of “regional energy cooperation in enhancing energy security [and| emphasizing
how regional cooperation compliments each country’s efforts and best addresses energy security”
(Koyama, Kutani, and Others 2012, 5). This message was reinforced by the Asian Development
Bank’s Asian Development Outlook for 2013, which stressed Asia's need to “progressively
integrate regional energy markets and infrastructure [and achieve| the degree of regional
cooperation and integration in energy by 2030 that currently prevails in Europe” (Rhee 2013).
Despite the fact that ASEAN “envisions the creation of a global ICT hub” (Heinl 2013) that would
significantly contribute to regional energy security, however, the competition for energy resources
between member states has hindered cooperation in the cyber domain toward the protection of
energy infrastructure during smart and sustainable low-carbon energy transitions. Common
concerns about access to energy supplies and to technologies that protect CEI is slowly forcing the

region to adopt a co-opetition approach.

India and China, “each depend for more than 60 percent of energy consumption on
domestic coal” (Manning 2000) on one hand, and potential competitors over energy resources on
the other, continue to ramp up investments in energy assets outside their borders (focusing on Sub-
Saharan Africa) in an effort to avoid or minimize regional confrontations. Throughout Asia, in fact,
“bloated state-owned monopolies” (Manning 2000) share a common concern in securing energy
supply chains and price stability, and thus “have every reason to be headed towards greater
pragmatic cooperation” (Fengying & Jiejun, 2008) rather than competition. This cooperation is best
exemplified through regional efforts like the Asian Energy Security (AES) project, which includes
scholars from China, the Republic of Korea (ROK) and the Democratic People’s Republic of Korea

(DPRK), Japan, Mongolia, and the Russian Federation working together to find “better ways to
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summarize and visualize multiple energy security dimensions and attributes [...] from different
points of view (for example, cultural impacts on different segments of society)" in order to enhance
regional energy (and cyber) security cooperation during smart and sustainable low-carbon energy

transitions (Von Hippel, Savage, and Hayes 2011).

Africa

The International Institute for Applied Systems Analysis’s Global Energy Assessment
recognized the need to “address the huge energy gap in the region [through] an enhanced level of
intra-regional energy cooperation [because] many African countries are very small and may not be
able to finance the huge investment costs needed to develop alternative energy sources” (Cherp et
al. 2012); negatively affecting the cyber security of CEI during smart and sustainable low-carbon
energy transitions outside of big urban areas. To address this challenge, several regional economic
and security alliances emerged throughout Africa over the past two decades: African Union (AU),
Common Market for Eastern and Southern Africa (COMESA), East African Community (EAC),
Central African Economic and Monetary Community (CEMAC), Community of Sahel-Saharan
States (CENSAD), Economic Community of Central African States (ECCAS), Economic
Community of Great Lakes countries (CEPGL), Economic Community of West African States
(ECOWAS), Indian Ocean Commission (I0C), Inter-Governmental Authority on Development
(IGAD), Mano River Union (MRU), Peace and Security Council (PSC), Southern African Customs
Union (SACU), Southern Africa Development Community (SADC), Arab Maghreb Union (UMA),

West African Economic and Monetary Union (UEMOA), etc.

North America, Latin America and the Caribbean

Apart from NATO in North America, several CSAs emerged to represent the interests of

South America, Central America, and the Caribbean: the Regional Security System (RSS), the South
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American Defense Council (SADC), and the Central American Integration System (SICA). Several

other trade organizations that focus solely on trade have been ignored in this paper.

3.2 The proposed CSA cyber security framework during smart and sustainable low-

carbon energy transitions

The proposed cyber framework uses “a combination of organizational as well as
technological and cultural competences, which rely upon a multifaceted, multimodal, multinodal,
and multilevel set of skills and capabilities” (E. G. Carayannis et al. 2019). In the process of
analyzing cyber security strategies of CSAs during smart and sustainable low-carbon energy
transitions, the proposed multitier framework also considers the existence of national and regional
stakeholders—with their respective levels of influence and positive or hostile interests (MacArthur
1997)—in order to “understand behavior, intentions, interrelations, agendas, interests, and the
influence or resources [these relevant actors| have brought—or could bring—to bear on decision-
making processes” (Brugha and Varvasovszky 2000). It also relies on the premise that the energy
and cyber security strategies of CSAs depend (hypothetically) on a mixture of national cyber/energy
security perspectives (sovereignty, robustness, and resilience of national cyber awareness and
national energy supply chains) and on the structure (bureaucracy) of the alliance—influenced itself
not just by a diversity of national interests, but also by unique regional situations and actors such
as regional security interests and energy cartels whose influence extends in that specific space. The
former explains how individual nation states agree on a joint understanding of cyber security during
the smart and sustainable low-carbon energy transitions within the structure of the CSA—while
triggering national cyber security responses—and the latter effect collective responses that
substantiate how member states collectively agree on (1) which national and regional vital energy
systems, primary energy sources, and interactions to protect during smart and sustainable low-
carbon energy transitions, (2) from what national and regional cyber security risks to protect, and

(3) the national and regional means used to protect from these cyber threats—triggering collective
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responses (see figure 8). This achieves objective 2: produce a methodology for prioritizing
protection of regional energy systems—geo-energy systems—and their prospects in the cyber

domain.
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Figure 8. National and collective (regional) perspectives of cyber and energy security complexes during smart and

sustainable low-carbon energy transitions.

3.2.1 Framing: the national positions on cyber security during smart and sustainable

low-carbon energy transitions

By observing how individual nation states (governance system at the first level of analysis)
define energy security (and cyber security of CEI) in their official documents, we can identify and

prioritize (1) the vital energy systems, primary energy sources, and their interactions (Security for
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which values?), (2) the cyber threats to these systems, sources, and interactions during smart and
sustainable low-carbon energy transitions (From what cyber threats?), (3) the state and non-state
actors threatening these systems (Security for whom?), (4) the means available to protect from these
cyber threats (By what means?), (5) the cost of protecting the vital energy systems from cyber threats
during smart and sustainable low-carbon energy transitions (How much security and at what cost?),
and (0) the timeline to protect these systems by (In what time period?) (Baldwin 1997, 13).

A multitier cyber security framework in the energy field must first begin by determining
how attributes of (1) a CPES (particularly, communication networks and associated cyber
components of oil and gas, utility, and new/renewable energy companies), (2) the resoutce units
generated by that system (e.g., oil, gas, electricity, wind, solar, nuclear, etc.), (3) the end users of that
system (e.g., transportation, industry, residential and commercial sectors, and exports), and (4) the
government system (e.g., national government) “jointly affect and are indirectly affected by
interactions and resulting outcomes achieved at a particular time and place” (Ostrom 2007,

15182)—figure 9.
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Figure 9. A multitier framework for analyzing energy security at the state level.
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3.2.2 Reframing: the regional positions on cyber security during smart and sustainable

low-carbon energy transitions

The regional energy and cyber security interests are thus linked to both the collective
position of states and the position of all other regional actors that can affect smart and sustainable
low-carbon energy transitions. It is therefore important to understand how the priorities of cyber
and energy security differ from one nation to another within a region (concrete), and the influence
of these states to enforce their vision within a CSA when compared to all other states. Each state’s
priority represents a position that the member state wants to impose on the larger collective
position. Reframing these positions will help prioritize these—often-conflicting—positions among

states, influencing both regional responses and outcomes (figure 10).
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Figure 10. The proposed munltitier cyber framework for assessment of regional cyber-physical energy systems (CPES)
within the purview of collective security alliances.

Within each specific geo-energy system of various CSAs, we first must compare and
contrast the national perceptions on (1) vital energy systems, primary energy sources, and their
interactions (what to protect?), (2) cyber threats to these national systems, sources, and interactions
(from what risks to protect?), and (3) the means available to protect from these cyber threats. Then,

cyber security threat clusters (classified by shocks and stresses) within national data sets must be
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identified and classified regionally, together with the perceived national (and technological)
constraints of addressing cyber threats to the energy systems. One such dataset is the International
Telecommunication Union (ITU) Global Cybersecurity Index (GCI), which focuses on five pillars
of cyber resiliency: legal, technical, organizational, capacity building, and cooperation. The emerging
regional clusters will form cyber-energy security islands—as opposed to sticking to Mackinder’s
‘World-Island’—that united will have a stronger voice in the strategy making of collective security
alliances. To test this hypothesis, their official views must be compared to the official documents
of collective security alliances to assess their level of influence within the alliance with respect to

cyber security of CEI policies.

The CSA ends (policies) and ways (strategies and processes) for cyber security of CEI will
be prioritized by synthesizing the positions of states, and considering their influence and
motivations—together with those of supra-national organizations such as the IEA, EU, and
OPEC—at the regional level. Here, one of the most ignored—and yet most important—
communication channel is the cooperation between intelligence structures (Figersten 2015), on
which Collective Cybersecurity Structures rely on.

Edward Schaumberg Quade—RAND researcher credited for developing the systems
analysis problem-solving methodology in public policy—argued that “no public policy question can
be answered by analysis alone, divorced from political considerations” (Quade 1972, viii). Because
of this the overarching research problem is framed to address cyber security strategies for
protection of CEI rather than just national and regional policies. Strategies are more inclusive, and
consider more than just the legislative branches. Therefore, within the framework above, national
outcomes refer to national strategies (which are inclusive of existing policies), while regional
outcomes to regional strategies. Additionally, within the proposed multitier cyber framework there
are multiple regional levels of analysis, and within each regional level, multiple national levels (the

strategies individual member states of each CSA).
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3.3 The proposed framework approach

This proposed framework looks at Baldwin’s definition of security as “low probability of
damage to acquired values” (Baldwin 1997) and uses Baldwin’s three questions—security for
whom, for which values, and from what threats>—to refine the statement of problem. In other
words, it addresses these questions using a Cherp and Jewell approach, refining them to 1) what
critical systems to protect, 2) from which risks, and 3) by which means? (Cherp and Jewell 2014).
In the context of cyber threats to critical energy infrastructure, the first question—what critical
systems to protect’—will address critical energy systems within the context of energy security and
environmental security. The second question—from which risks?—will address the cyber threats
to these systems. Finally, the third question—by which means?—will address the means that CSAs

have at their disposal to tackle these cyber threats to critical energy systems.

3.3.1 What to protect: critical energy systems in the context of energy security and

environmental security

Policy documents of both nation-states and international organizations (I0) agree with the
International Energy Agency (IEA) that reliable, stable, and uninterrupted supply of energy sources
at an affordable price—energy security—is a requirement for peace (Gnansounou 2008, 3742;
Haghighi 2008, 466; Pamir 2007, 262; S. Peters 2004, 190; Stefanova 20006, 91; Verrastro and
Ladislaw 2007, 101; Von Hippel, Savage, and Hayes 2011, 6712; Yi-chong 2006, 265) and economic
growth (Intharak 2007, 6; Atsumi 2007, 28; Balitskiy, Bilan, and Strielkowski 2014, 123; Bambawale
and Sovacool 2011/5, 1949; Climent and Pardo 2007/1, 522; Murad et al. 2019, 22). At the national
level, these correlations transformed energy security into "a question of national strategy" (Yergin
20006, 69). In the words of Barack Obama, the 44TH President of the United States during an
address given at the White House on January 26, 2009, “no single issue is as fundamental to [a

nation’s] future as energy” (Raphael and Stokes 2014, 184). Energy security became a key driver of
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economic and foreign policies (McCain 2007, 32), and thus an important factor to consider in
“smart and sustainable” (Elias G. Carayannis and Rakhmatullin 2014, 212) “low-carbon energy

transitions” (Bridge et al. 2013, 331; Geels 2014, 30; Goldthau and Sovacool 2012, 232).

3.3.2 From which risks to protect: cyber threats to critical energy systems

Global economic growth is threatened by a nexus of geo-STEPE risks (Elias G. Carayannis
2011): geo-socio-cultural (water crises and spread of infectious diseases), geo-technological (cyber
attacks and critical information infrastructure breakdown), geo-economic (fiscal crises), geopolitical
(interstate conflicts and terrorist attacks), and geo-ecological (climate change, extreme weather,
natural disasters) threats (World Economic Forum 2019, 4). This dissertation addresses the “rapidly
evolving energy systems as cyber-based physical systems” (Ilic et al. 2010, 825) within the energy
and environment context (smart and sustainable low-carbon energy transitions). Cyber-physical
systems (CPS) are defined as the integration of “computation and physical processes, [where]
embedded computers and networks monitor and control the physical processes, usually with
feedback loops where physical processes affect computations and vice versa” (E. A. Lee 2008). As
early as 2007, Project AURORA, an Idaho National Laboratory (INL) staged cyberattack against
cyber-physical energy systems, “demonstrated how a cyberattack could be used to destroy power
generation equipment” (Congressional Research Service 2018, 17). Examples of advanced
persistent threats (APTs) that could be used against critical energy systems include variations of
Stuxnet, Duqu, or Black Energy. For example, Disakil, an upgraded version of Black energy, “is
being linked to the Ukrainian power outages in December, 2015 (Leszczyna 2018, 70). These types
of cyber threats to critical energy systems are very little understood, particularly within the context

of smart and sustainable low-carbon energy transitions.
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3.3.3 By which means to protect—the means that Collective Security Alliances have

at their disposal to increase the resilience of critical energy systems to cyber threats

In the traditional security environment (prior to the emergence of new environmental and
technological risks), the security studies field considered energy security at either the level of nation-
states or at the global level. Within the nation-state context, the study of energy security explores
how energy needs shape the strategies of sovereign states and it looks at the energy policies of
producer and consumer states as the main drivers behind structural shifts in the global energy
supply chains (Bush 2002, 19; E. S. Downs 2004, 21; Kuzemko 2011; Loéschel, Moslener, and
Ribbelke 2010, 1665). This nexus between energy economics and security at the nation-state
level—see the case of China (Chang and Koh 2012, 14; Qinhua 2007, 2)—is considered within a
national-level political structure where the “anarchic structures” (Kenneth N. Waltz 1979, 198) of
global and regional governance systems are subordinate to the supremacy of state security. The
methodology used by the IEA in developing its Model of Short-term Energy Security—MOSES
(Jewell 2011, 6)—for example, compared the risks and resilience of energy systems within IEA
member states without much regard to specific regional contexts. At the global level, in the
contemporary security environment (with the emergence of new environmental and technological
risks) there are both analyses of energy security governance arenas (Cherp, Jewell, and Goldthau
2011, 75; Goldthau and Witte 2010)—where energy security focus on most common threats
“affecting significant parts of the world’s population” (Cherp et al. 2012, 334)—and of proposals
for improved global energy regimes—*a variety of different strands of diplomatic, economic and
technological activity stitched together as a single (albeit loose) regime” to manage smart and
sustainable low-carbon energy transitions (Victor, Joy, and Victor 20006, 42); also argued by (Victor
and Yueh 2010; Jewell, Cherp, and Riahi 2014).

While much has been written lately on the impact of economic, environmental, geopolitical,
and societal risks to smart and sustainable low-carbon energy transitions at national and global

levels (Elias G. Carayannis, Barth, and Campbell 2012; Chuang et al. 2019; Frondel et al. 2010; L.
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Hughes 2009; Wang et al. 2018), very few studies address the risks of technology—in particular the
threat of cyber-attacks—to smart and sustainable low-carbon energy transitions at the regional
levels. The link between cyber attacks and environmental security is also little understood at the
regional levels. This is despite the fact that the World Economic Forum Global Risks Report has
designated climate change and cyber-attacks the two highest impact and highest likelihood global
threats for 2019 (World Economic Forum 2019, 5). This dissertation argues that a cyber attack on
new energy technologies could have major negative implications for smart and sustainable low-
carbon energy transitions at national levels. Nevertheless, in recent years, more academic
scholarship—particularly peer-reviewed articles published in Energy Policy (Chen, Kim, and Y amaguchi
2014, Jewell, Cherp, and Riahi 2014; Umbach 2010)—began exploring energy security (traditionally of
high importance for the nation states) within the context of renewables and smart and sustainable
low-carbon energy transitions (traditionally of high importance for the global energy regimes).
These studies analyze smart and sustainable low-carbon energy transitions at the global level and
energy security at both the global and the regional level—dealing primarily with artificially
constructed regions that sometime make little economic and geographic sense (King and Gulledge
2013, 39). With very few exceptions—one being the EU (Gracceva and Zeniewski 2014), where
regional integration ‘“accounts for the functional replacement of sovereignty through [supra-
national] institutions” (Stefanova 20006, 91)—these regions do not have clear regional energy
security agendas or policies. As a result, the literature addressing energy security in the context of
renewables and smart and sustainable low-carbon energy transitions policies only examines energy
security as an objective concept limited to the coordinated response of importing countries to
unreliable suppliers, to the interest alignment of the OPEC member states, and to the emergence
of “various specialized agreements that manage the externalities of producing, transporting and
using energy” (Victor, Joy, and Victor 2006, 39). While political, economic, ecological, and socio-
cultural risks to smart and sustainable low-carbon energy transitions are addressed in these studies,

technological risks are almost entirely ignored.
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With the evolution of collective economic alliances of the 21st Century challenging the
centrality of states in the anarchical nature of the international system, the former are emerging as
polycentric governance systems “with various parts fostering complementary approaches necessary
for addressing the highly interlinked energy challenges,” (Cherp, Jewell, and Goldthau 2011, 75)
and for managing a more complex energy landscape at the advent of technology risks (Herd and
Kriendler 2013). Within these economic spaces, national energy security becomes more dependent
“on how countries manage their relations with one another, whether bilaterally or within
multilateral frameworks” (Yergin 2000, 82) than on domestic energy policy decisions. Since most
cyber/technological threats, like energy threats, “travel more easily over short distances than over
long ones,” (Buzan and Waxver 2003, 4) one can observe the emergence of geo-energy spaces
“where a precise set of energy relationships take place, among different agents—producer states,
enterprises and consumer governments—who are active within it,” (Mafié-Estrada 2006, 3785) and
where a nexus of regional (rather than global) energy and cyber security strategies act as a more
efficient driver of smart and sustainable low-carbon energy transitions. Currently, there is almost
no research on the securitization—that is, “a gradual process wherein political choices are made to
frame certain issues in particular ways” (K. Peters 2018, S196)—of the new energy sources supply
chains (production, transportation, and distribution) at the regional level as a result of growing
technological risks. Furthermore, there is virtually no academic study drawing a parallel between
current regional energy securitization efforts and the shift from vertical (state-level) toward
horizontal (systemic-level) authority cyber defense structures within these geo-energy spaces.

Collective security alliances (CSA) are becoming increasingly important in shaping the
protection policies of regional and global energy systems in the wake of growing technological risks.
The uninterrupted supply of vital energy services globally is increasingly dependent on an intricate
system of regional energy market interdependencies and “vast cross-border infrastructure
networks” (Chester 2010/2, 887) that are vulnerable to cyber attacks (Lacher and Kumetat 2011,

4473; Onyeji, Bazilian, and Bronk 2014; Pearson 2011, 5211; Rinaldi 2004, 2). While global energy
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security complexes are extensively penetrated by both powerful states and international
organizations (or global regimes)—as was discussed in the previous chapter (this dissertation’s
literature review)—*“their regional dynamics nonetheless have a substantial degree of autonomy
from the patterns set by the global powers" (Buzan and Waver 2003, 4). CEIP (Luiijf et al. 2009),
for example, no longer falls under the sole responsibility of states, but also under the responsibility
of CSAs that these states belong to (Colesniuc 2013, 125; Pescaroli and Alexander 2016; Pursiainen
2009). Thus, the national definition of energy security needs not only to be expanded “to cope with
the challenges of a globalized world,” (Yergin 2006, 78) but also to cope with the technological
challenges of a regionalized one, where the notion of national energy independence is replaced with
that of regional energy sustainability (Herndndez et al. 2004/2, 385), resilience (Etker, Stangl, and
Stoeglehner 2017), affordability (Walker et al. 2015), social (equity and health) (Vera and Langlois

2007, 878), and cyber security (Gheorghe and Muresan 2011; Nepal and Jamasb 2013, 9).

3.4 Case study selection

While looking at multiple geo-energy spaces (and their respective CSAs) to implement the
proposed framework of analysis during smart and sustainable low-carbon energy transitions, this
study will focus on NATO, which owns several pipeline systems. The criteria used to select NATO
for the purpose of this assessment was limited to the actual ownership of cyber-physical energy
systems, the size in terms of membership within the Euro-Atlantic region, as well as maturity and
stability of the organization, access to information (available data), and transparency of cyber-
physical geo-energy systems and policies of the CSA. NATO also recognizes environmental
considerations in its planning and operations. This answers Objective 3: apply the proposed
methodology to a CSA that is already invested in protecting CPES in the cyber domain. This also
helps answer Research Question 1 (RQ1): What is the CEIP role of CSAs in the cyber domain (i.e.
through their official documents)?

This assessment will focus on the cluster of 5 NATO countries—Belgium, France,
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Germany, Luxemburg and the Netherlands—that are part of the Central Europe Pipeline System,
or CEPS, which is the largest the NATO petroleum pipeline system in Europe, and is used to
deliver fuel to both military and non-military clients. The criteria used to select the cluster of states
was limited to the sharing of responsibilities for the security of a NATO CPES, concurrent
membership within NATO and the EU, as well as membership in other major sub-regional political
and economic alliances. All five CEPS ‘host nations’ belong to the two biggest CSAs within the
Euro-Atlantic region: 1) NATO; and 2) the EU within the framework of the CSDP. Within the
E.U. framework, each country also has environmental obligations. Furthermore, each host nation
belongs to at least one more sub-regional european politico-economic alliance, such as the G6 (EU)

after BREXIT, Eu Med and Benelux (table 1).

Sub-Regional Alliances Nation-States EU EURO Shengen NATO
Belgium 1958 1999 1995 1949

BENELUX Nethrelands 1958 1999 1995 1949

Luxembourg 1958 1999 1995 1949

| EUMed France 1958 1999 1995 1949

S6EL] sSas BRENT Germany 1958 1999 1995 1955

Source: Author’s own representation.
Table 1: List of major political, economic, and collective security alliances that CEPS' host nations belong to.

3.5 Applying Baldwin’s questions at the national level

Analysis of national-level documents and interviews have been conducted to answer
Baldwin’s three questions at the national level. In the absence of publicly available data on cyber
threats to CEPS at national levels, 30 subject matter experts (both military and civilian mid-level
engineers and security professionals) from the five host nations were interviewed. These interviews
included six Belgian and six Luxembourg government cyber security subject matter experts with
specific knowledge of the Belgian Pipeline Organisation management and operations; three
government and three private French cyber security subject matter experts with specific knowledge
of TREPIL management and operations; six German government and private industry cyber
security subject matter experts with specific knowledge of FBG management and operations; and

six government cyber security subject matter experts with specific knowledge of the Netherlands
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Defence Pipeline Organisation management and operations. These interviews were conducted

during a Fellowship with the NATO Energy Security Centre of Excellence in Vilnius, Lithuania.

The 30 interviews were open ended and were to quantify data for a CARVER Analysis
matrix (answering “what to protect” question), an adversary prioritization matrix based on
capability and intent (answering “from what threats to protect” question), and to validate GCI data
(answering “by what means to protect” question). This data is needed to answer Research Question
2 (RQ2): how can NATO as a CSA prioritize support to CEPS as a regional energy system—geo-
energy system—and its prospects, considering 1) the general aim of NATO CEPS Programme; 2)
its conventional/mainstream security challenges in the cyber domain; 3) the security challenges and
general policy contexts of the CEPS hosts; and 4) the configuration of their cyber physical systems
(in relation to energy resources, infrastructures, and geographies)? The experts interviewed had
specific knowledge of the CEPS vulnerabilities and careful consideration was given to ensure that

no classified information is being disclosed.

3.5.1 What to protect

This methodology will use the CARVER weighting scheme—discussed in the literature
review and based on Criticality, Accessibility, Recuperability, Vulnerability, Effect, and
Recognizability factors—to assess and prioritize cyber security risks to CEL This methodology was
selected because it is used by both NATO (Kulawiak et al. 2009) and the EU (Marvin et al. 2009)
to “obtain the rankings of the alternatives” (Greaver et al. 2018) in prioritizing what systems to
protect first from adversary attacks. It is important to note that “as an asset-level tool, CARVER
does not account for the interconnected nature of an infrastructure or how that interconnectedness
can lead to cascade failures” (Lewis et al. 2012). Responders were asked to list their alternatives (to
identify critical systems) and rate them on a 1 to 5 scale according to the 6 criteria:

Criticality. Criticality is defined as “the potential for, and exposure to, supply disruption”
(Roelich et al. 2014). The scale is separated as such:

- 5: Loss would cripple infrastructure
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- 4: Loss would affect infrastructure performance considerably
- 3: Loss would reduce infrastructure performance
- 2: Loss may reduce infrastructure performance
- 1: Loss will not affect infrastructure performance
Accessibility. Accessibility is defined as “the level of efforts made [by adversaries to
achieve]| interruptions of service” (Ben Khelil, Othmani, and Bouslama 2015). 'The scale is

separated as such:

5: Easily accessible. Very low security

- 4: Easily accessible. Low security

- 3: Accessible

- 2: Difficult to gain access

- 1: Very difficult to gain access

Recuperability. Recuperability is defined as “the ability to recover” (Taormina 2015) from

adversaty attacks and/or system failure. The scale is separated as such:

- 5: Extremely difficult to replace. Long down time (>1 month)

4: Difficult to replace. Long down time (<1 month)

- 3: Can be replaced in relatively short time (<2 weeks)

- 2: Easily replaced in a short time (<1 week)

- 1: Easily replaced in a short time (hours or days)

Vulnerability. Vulnerability is defined as the risk of the system to adversary means and

expertise. The scale is separated as such:

- 5: Adversary has means and expertise to attack

- 4: Adversary probably has the means and expertise to attack

- 3: Adversary may have the means and expertise to attack

- 2: Adversary will probably have no impact

- 1: Adversary does not have much capability to attack
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Effect. Effect is defined as “the degree of damage (or loss)” (Karnik, Schenkova, and
Schenk 1984) to one or more of the 5 helices: government, business, academia, civilians, and the

environment (E. G. Carayannis et al. 2018). The scale is separated as such:

5: Would have devastating negative effects on government, business, academia,
civilians AND/OR environment
- 4 Would have significant negative effects on government, business, academia,
civilians AND/OR environment
- 3: Would have negative effects on government, business, academia, civilians
AND/OR environment
- 2: May have negative effects on government, business, academia, civilians
AND/OR environment
- 1: Will not have negative effects on government, business, academia, civilians
AND/OR environment
Recognizability. Recognizability is defined as “the ability of a system to be recognized”
(Yassierli, Vinsensius, and Mohamed 2019) for the purpose of targeting by potential adversaries.
The scale is separated as such:
- 5: Easily recognized by all with no confusion
- 4: Easily recognized by most with no confusion
- 3: Recognized with some training
- 2: Hard to recognize. Confusion probable

- 1: Extremely difficult to recognize without extensive orientation
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Table 2: CARV'ER weighing scheme of system protection.

Source: Scale adjusted from (Pobl et al. 2013).
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The Criticality, Accessibility, Recuperability, Vulnerability, Effect, and Recognizability
factors were weighed equally (as it is performed by NATO) and alternative systems to be protected
were prioritized based on the sum of these factors from highest to lowest. For the purpose of
protecting the responders from revealing any information that may have been deemed as classified,
alternatives of vulnerable systems were then split into two categories: 1) OT (ICS, SCADA, pumps,
etc.), and 2) IT (intellectual property, information security, etc.). The values reflect the highest

valued alternative in the OT category and the highest valued alternative in the IT category.

3.5.2 From what threats to protect?

Respondents were asked to identify the main threats to the OT most vulnerable system.
For the purpose of this assessment, adversary threats were classified into 1) Terrorism; 2)
Nation states; 3) Corporate espionage; and 4) Criminals. The US National Institute of Standards
and Technology (NIST) scale was then used to prioritize adversarial threats. Responders were asked
to prioritize these threats based on capabilities and intent (on a scale from 1 to 5).

Capability. Capability is defined as “the capacity and ability” (Daniel, Lauby, and Maillant
1989) of an adversary to attack a system. The scale is separated as such (Bodeau, Fabius-Greene,
and Graubart 2010):

- 5 (Advanced): The adversary is very sophisticated and well resourced and can
generate its own opportunities to support multiple successful, continuous, and
coordinated attacks

- 4 (Significant): The adversary has a sophisticated level of expertise, with significant
resources and opportunities to support multiple successful coordinated attacks

- 3 (Moderate): The adversary has moderate resources, expertise, and opportunities

to support multiple successful attacks
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- 2 (Limited): The adversary has limited resources, expertise, and opportunities to
support a successful attack

- 1 (Unsophisticated): The adversary has very limited resources, expertise, and
opportunities to support a successful attack

Intent. Intent is defined as “the expected behaviour” (Sim and Duffy 1994) of the adversary
to target a system. The scale is separated as such (Bodeau, Fabius-Greene, and Graubart 2010):

- 5 (Advanced): The adversary seeks with great determination to undermine, impede
severely, or destroy, a mission, program, or enterprise, by exploiting a presence in
the organization’s systems or infrastructure. The adversary is concerned about
disclosure of tradecraft only to the extent that it would impede their ability to
complete their goal

- 4 (Significant): The adversary seeks with determination to undermine or impede
critical aspects of a mission, program, or enterprise, or place itself in a position to
do so in the future, by maintaining a presence in the organization’s systems or
infrastructure. The adversary is very concerned about minimizing detection of their
attacks or disclosure of tradecraft, particularly while preparing for future attacks

- 3 (Moderate): The adversary seeks to obtain or modify specific, critical information
and/or to usurp or disrupt the organization’s cyber resoutces by establishing a
foothold in the organization’s systems or infrastructure, but is concerned about
minimizing detection of their attacks or disclosure of tradecraft, particularly when
carrying out attacks (e.g., exfiltration) over long time periods. The adversary is
willing to knowingly impede aspects of the organization’s mission to achieve these
ends

- 2 (Limited): The adversary actively seeks to obtain critical information and/or to
usurp or disrupt the organization’s cyber resource, and does so without concern

about detection of their attacks or disclosure of tradecraft
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- 1 (Unsophisticated): The adversary seeks to usurp, disrupt, or deface the
organization’s cyber resources, and does so without concern about detection of
their attacks or disclosure of tradecraft

The threat of a cyber-attack against Industrial Control Systems is then calculated using the

formula “Threat=Intent x Capability”” (Cook et al. 2016).
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Source: Adapted from (Bodeau, Fabius-Greene, and Graubart 2010).

Table 3: Adversary Prioritization.
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3.5.3 By what means to protect

The ITU—composed of over 800 members from industry, government, and academia—
uses the GCI to rank preparedness of nation states to tackle cyber threats. This is also an ideal
framework (with some omissions) to assess the cyber preparedness of CEPS member states to
tackle cyber threats to Operational Technologies. Particularly, the GCI considers legal, technical,
organizational, capacity, and cross border cooperation (in a multi-stakeholder environment) pillars
that are ideal for our assessment (ITU 2019):

Legal. The legal pillar assesses “the existence of legal institutions and frameworks dealing
with cybersecurity and cybercrime” (ITU 2019, 7) based on the following indicators:

1. Cybercriminal Legislation
2. Cybersecurity Regulation

3. Containement-or—ecurbing-of spam (removed from the methodology’s assessment

due to our focus on OT)

Technical. The technical pillar assesses “the existence of technical institutions and
framework dealing with cybersecurity” (ITU 2019, 8) based on the following indicators:
1. CIRT (computer incident response team), CSIRT (computer security incident
response team) or CERT (computer emergency response team)
2. Framework for the implementation of cybersecurity standards
3. Standardization body within the country

4. Technical-mechanisms—and—eapabilities—to—address—spam (removed from the

methodology’s assessment due to our focus on OT)

5. Cloud—for—eyberseeutity—purposes—in—the—publie—seetor (removed from the

methodology’s assessment due to our focus on OT)
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0. Child-OnlineProtection (removed from the methodology’s assessment due to our
focus on OT)

Organizational. The organizational pillar assesses “the existence of policy coordination
institutions and strategies for cybersecurity development at the national level” (ITU 2019, 8) based
on the following indicators:

1. National strategy for cybersecurity

2. National body/agency responsible for cybersecurity and critical information
infrastructure protection

3. Metrics used to measure cybersecurity development at a national level

Capacity Building. The Capacity building pillar assesses “the existence of research and
development, education and training programmes, certified professionals and public sector
agencies fostering capacity building” (ITU 2019, 8) based on the following indicators:

1. Public awareness campaigns in cybersecurity

2. Framework for the certification and accreditation of cybersecurity professionals

3. Government development or support in professional training /courses in
cybersecurity

4. Educational programs or academic curriculums in cybersecurity

5. R&D programs

0. Incentive mechanisms to encourage capacity building in the field of cybersecurity

7. Home grown cybersecurity industry
Cooperation. The cooperation pillar assesses “the existence of partnerships, cooperative
frameworks and information sharing networks” (ITU 2019, 8) based on the following indicators:
1. Bilateral agreements on cybersecurity cooperation

2. Multilateral or international agreements on cybersecurity cooperation
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3. Participation in international fora/associations dealing with cybersecurity
4. Public-Private Partnerships
5. Inter-agency partnerships
6. Best practice
Because the GCI uses additional indicators that are not relevant for this methodology, the

weights had to be adjusted, as seen in table 4.

Indicators GCl Weight Adjusted Weight
LEGAL 0.2 0.2
Cybercriminal Legislation 0.079 0.1
Cybersecurity Regulation 0.079 0.1
bl ot b e 0.042 NA
TECHNICAL 0.2 0.2
CIRT, CSIRT or CERT 0.065 0.1
Framework for the implementation of cybersecurity standards 0.035 0.054
Standardization body within the country 0.03 0.046
bbb s s ot b Lo gesree s s 0.024 NA
R R R R Rl B R e B 0.019 NA
o Orhee Brotechos 0.027 NA
ORGANIZATIONAL 0.2 0.2
National strategy for cybersecurity 0.092 0.092
National body/agency responsible for cybersecurity and critical information
infrastructure protection 0.063 0.063
Metrics used to measure cybersecurity development at a national level 0.045 0.045
CAPACITY 0.2 0.2
Public awareness campaigns in cybersecurity 0.036 0.036
Framework for the certification and accreditation of cybersecurity professionals 0.027 0.027
Government development or support in professional training /courses in
cybersecurity 0.032 0.032
Educational programs or academic curriculums in cybersecurity 0.032 0.032
R&D programs 0.026 0.026
Incentive mechanisms to encourage capacity building in the field of cybersecurity 0.024 0.024
Home grown cybersecurity industry 0.023 0.023
COOPERATION 0.2 0.2
Bilateral agreements on cybersecurity cooperation 0.038 0.038
Multilateral or international agreements on cybersecurity cooperation 0.038 0.038
Participation in international fora/associations dealing with cybersecurity 0.036 0.036
Public-Private Partnerships 0.034 0.034
Inter-agency partnerships 0.026 0.026
Best Practices 0.028 0.028

1 1

Source: Adyusted from (ITU 2019, 7).
Table 4: GCI indicators per pillar with original and adjusted weights for CEPS OT.

Because the GCI uses these indicators to compare readiness between nation states (rather
than overall preparedness), for each country assessed, the most prepared received a 10, and the
other countries were assessed in reference to this value. This is, however, valuable only to compare
national-level cyber preparedness among the assessed states. Using the adjusted GCI indicators, the

responders were used to make their own assessments of the CEPS infrastructure preparedness,
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using a 1 to 10 scale adjusted from the Citizen Corps Public Readiness Index, which the US Federal
Emergency Management Agency (FEMA) is using (Council for Excellence in Government 2000):
- 10: Nation state is prepared to defend CEPS OT from cyber threats
- 8 or 9: Nation state is close to being prepared to defend CEPS OT from cyber
threats
- 7: Nation state has a good readiness foundation to defend CEPS OT from cyber
threats, but there is room for improvement
- 0: Nation state understands the threat and wants to get prepared to defend CEPS
OT from cyber threats
- 4 or 5: Nation state taking steps to understand the threat and wants to get prepared
to defend CEPS OT from cyber threats
- 3 or below: Nation state does not understand the threat and what needs to be done

to get prepared to defend CEPS OT from cyber threats

3.6 Reframing: addressing the research questions for NATO

After addressing Baldwin’s questions at the national level, the answers will be
conceptualized within the limits of official NATO documents and policies. This step will address
objective 4: empirically validate the means and ways of NATO as a CSA in augmenting national
CEIP efforts in the cyber domain by i) identifying patterns or clusters of cyber security issues,
policies, and discourses relevant to CEPS (as a NATO defined geo-energy system); and ii)

explaining these patterns or clusters in terms of geo-STEPE (Elias G. Carayannis 2011)
policy contexts: geo-socio-cultural, geo-technological, geo-economic, geopolitical, and geo-
ecological. A discussion about how these questions can be conceptualized for collective security
alliances in general follows in chapter 5 (Discussions), which addresses objective 5: interpret and
extrapolate results to validate the feasibility of CSAs to integrate the protection of national cyber-
physical energy systems (CPES) into their mandate (the ends) and answers Research Question 3

99

IFTIMIE, 1. (2020). The Securitization of Cyber-Physical Geo-Energy Systems.
Dissertation submitted to the Department of Environmental Sciences and Policy of CEU




CEU eTD Collection

(RQ3): how are the ends (i.e. defense and deterrence mandate) of these CSAs likely to change in

the future to protect these geo-energy systems from emerging cyber-physical threats?

3.7 Contributions and Limitations

This research is innovative not just because it tackles a problem scarcely researched by the
academia—namely the role of CSAs in the security of cyber-physical energy systems. Its
methodology is also different from traditional studies of security issues because it offers a multi-
tier framework applied at 3 levels of analysis: national, multi-national (sub-regional), and regional.
The major limitation here is that only 5 member states (belonging to 2 regional alliances, and to 3
sub-regional alliances) are observed. This limitation, however, made it possible to draw a more
comprehensive picture of energy security intricacies throughout each nation covered by the CEPS
(at the sub-regional level of analysis). Another major limitation is that questions not answered by
official documents and the GCI are addressed in interviews of stakeholders only from government
and industry. This is because stakeholders in academia and civil society with specific knowledge of
the CEPS systems could not be identified. This is not a matter of competency, but rather one of
access to information: where previously published data that covers CEPS vulnerabilities have been
classified. One such example is a recent study conducted by the NATO Energy Security Centre of
Excellence in Vilnius, Lithuania, which was classified immediately upon completion in the fall of
2019. It is important that these stakeholders are also addressed in future studies, because they have
the power to influence public opinion and, thus, future national cyber-security policies that could

impact the role of NATO in guaranteeing the security of CEPS from future cyber-attacks.
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Chapter 4

Data Presentation

Military operations in old NATO across Europe rely on eight national and two cross-border
military distribution and storage systems that cover over 13,000 km and 13 NATO member states.
These extensive pipeline configurations make up the broader NATO Pipeline System (NPS). The
8 national distribution systems (by size) are 1) two Turkish Pipeline Systems (TUPS, 3,204 km); 2)
the United Kingdom Government Pipeline and Storage System (UKGPSS, 2,400 km); 3) the
Northern Italy Pipeline System (NIPS, 797 km); 4) the Greek Pipeline System (GRPS, 784 km); 5)
the Norwegian Pipeline System (NOPS, 99 km); 6) the Portuguese Pipeline System (POPS, 123
km); and 7) the Icelandic Pipeline System (ICPS, 19 km). The two cross-border pipelines are 1) the
Central Europe Pipeline System (CEPS, 5,599 km across Belgium, France, Germany, Luxembourg
and the Netherlands); and 2) the North European Pipeline System (NEPS, 676 km across Denmark
and Germany). With the exception of CEPS, the cyber security and resilience of these NATO
pipeline systems are guaranteed entirely by national organizations. NATO Petroleum Committee’s
responsibility in these cases is limited to managing NATO’s fuel requirements (NATO 2017).

This chapter presents the data collected on the NATO Central Europe Pipeline System,
with both regional and national cyber-physical threats from theory, policy, politics and practice
(TP3) perspectives (Elias G. Carayannis, Samara, and Bakouros 2015). More specifically, this
chapter looks at how NATO policies, practices and strategies influence the regional, sub-regional
and national cyber-physical protection of geo-energy systems. Particular attention is given to the
operation of CEPS (as a sub-region) and its cluster of host nations—Belgium, France, Germany,
Luxembourg and the Netherlands—which belong to both NATO and the EU (also a CSA within

the framework of the CSDP).
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4.1 Cyber security and resilience of the Central Europe Pipeline System

The CEPS is the largest integrated, cross-border tactical NATO pipeline system covering
5,599 km (with the ability to deliver 2.5 million liters of fuel per day) and 33 depots with a storage
capacity of over 1,250,000 m?> throughout Belgium, France, Germany, Luxemburg and the
Netherlands (Jozsef 2013, 31). Bulk petroleum is brought inland through tanker off-loading
facilities at the ports of Marseille, Le Havre and Dunkerque in France, and Rotterdam in the
Netherlands (Garrett 1993, 11). Itis then pumped into CEPS, which helps supply dozens of military
air bases (such as Ramstein and Spangdahlem) and civilian national airports (to include Amsterdam,
Brussels, Cologne-Bonn, Frankfurt, Luxembourg, and Ziirich) with most—and in some cases, all—
of their jet fuel requirements (Rosner 2004, 214). These airports are supplied across three feeder
routes: 1) from France to Germany through Marseilles — Lyon — Zweibrtcken; 2) from the
Netherlands to Belgium, Luxemburg, and Germany through Rotterdam/Amsterdam — Bierset —
Luxemburg — Frankfurt — Stuttgart — Munich; and 3) in France through Le Havre/Dunkirk — Rems
— Langres — Belfort (see figure 11). Both military and civilian airports are dependent on the CEPS
pipeline along these three feeder routes primarily due to the lower price and higher speed of

transporting jet fuel via pipeline, versus other regional alternatives (such as via rail and road).
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U.S.and NATO Military Pipeline System ( Central Europe)
As of 1 April 1958
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Figure 11. Central Europe Pipeline System (CEPS) as of 1 _April 1958.

On the military side, the pipeline was built during the Cold War to support NATO’s
“operational military requirements during peacetime, crisis and conflicts, including expeditionary
operations” (Jozsef 2013, 31). From these lenses, one of the main advantages of the pipeline system
is that pipelines present “extremely poor targets from enemy aircraft [and] pipeline damage can be
repaired much faster than damaged railroads or highways” (Jézsef 2013, 32). To further increase
the resilience of the system from successful potential attacks “separate and distinct military storage
and distribution systems were set up, and are an integral part of the NATO pipeline system”

(Khamashuridze 2008, 53). Today, these are all at risk not only from nation-state threats
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(Khamashuridze 2008, 48), but also from “acts of terrorism, sabotage and organised crime” (NATO
Heads of State and Government 1999).

On the civilian side, the pipeline system also plays a critical role during peace-time in
assisting host countries protect from disruption of national fuel supplies due to bad weather
conditions or internal political crises. A clear example of the latter is the use of CEPS by France
(taking advantage of a military priority clause guaranteeing supply) to insure strategic fuel deliveries
to Paris during the disruption of operations at civilian refineries and ports by labor unions - like it
was the case in June of 2016 (Platts 2016). With energy operations in Europe “increasingly
becoming the target of cyber-attacks with potentially catastrophic consequences" (Healey et al.
2016, 1), interest in defending the NATO CEPS from cyber attacks has also increased. All previous
studies covering cyber threats to CEPS infrastructure have been classified, making it especially

difficult for academia and civil society to contribute to this debate.

4.2 The role of the NATO CEPS Programme in cyber security and resilience

At the regional level, the strategic planning, operation (to include quality control) and
maintenance of CEPS is coordinated by the CEPS Programme office, which is part of the NATO
Support and Procurement Organisation (NSPO) and is located in Versailles, France. Apart from
the Host Nations (Belgium, France, Germany, Luxemburg and the Netherlands), the CEPS
Programme membership also includes the United States (Jozsef 2013, 31). The CEPS Programme
acts as an intermediary between NATO and four national pipeline operators on all aspects
pertaining to CEPS,; to include management of suppliers and of military or civilian customers. These
four pipeline operators are 1) the Belgian Pipeline Organization (BPO); 2) the TRAPIL pipeline
operator (a French quasi-public corporation); 3) the Fernleitungs-Betriebs-gesellschaft (FBG) (a
German quasi-public corporation); and 4) the Dutch Pipeline Organisation (DPO). Coordination
with these pipeline operators is achieved through CEPS Programme’s technical, business, and
finance departments.
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The cyber security and resilience of the pipeline system fall under the responsibility of the
CEPS Programme Technical Department; but no guidelines are in place, however, what these
responsibilities are. For example, the CEPS Programme Technical Department does not bother
itself with securing the cyber-physical networks of CEPS suppliers (which include civilian import
depots and refineries). These responsibilities fall under the purview of the NATO member states
hosting these suppliers. Additionally, the cyber-physical protection of its 82 pump stations and
other critical pipeline nodes fall under the responsibility of the national pipeline operators. The
ends and ways driving the NATO CEPS Programme regional interests in protecting cyber-physical
systems of critical energy infrastructure are linked to the collective position of the CEPS Host

Nations (Belgium, France, Germany, Luxemburg and the Netherlands) and the United States.

4.3 Host Nations’ role in the cyber-physical protection of the CEPS infrastructure

Within each the geo-energy system that encompasses the NATO CEPS, this section
compares and contrasts the common perceptions of the CEPS host nations on (1) vital energy
systems, primary energy sources, and their interactions (what to protect?), (2) the cyber threats to
these national systems, sources, and interactions (from what risks to protect?), and (3) the means
available to protect from these cyber threats. Then, cyber security threat clusters to CEPS (classified
by shocks and stresses) within national data sets are identified and classified regionally, together
with the perceived national (and technological) constraints of addressing cyber threats to the energy
systems.

The reason behind the establishment of these NATO pipeline systems was to support the
host nations “with bulk fuel up to or near front lines” during times of regional conflict (Jozsef 2013,
36). The growing dependence of host nations’ civilian airports and air bases on jet fuel delivered by
CEPS during times of peace, however, redefined the relationship between NATO and these host
nations, particularly when it comes to addressing the growing cyber threats to CEPS. Today, the
protection of the CEPS critical infrastructure is a joint responsibility of the NATO CEPS
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Programme and of the individual CEPS host nations and their respective pipeline operators (Simon
2005, 34). It is important, thus, to understand how the frameworks defining cyber security differ
from one CEPS host nation to another within this specific geo-energy region (concrete), and the
influence of these states to force their vision within NATO when compared to all other member
states. Each NATO CEPS host nation’s definition of cyber security within the context of critical
energy infrastructure represents a position that the host nation wants to impose on the larger
regional definition (or collective position). Reframing these positions will help prioritize the—

often-conflicting—positions among these states.

4.3.1 Belgium and Luxembourg

The Belgian Pipeline Organization (BPO) is responsible for the operation and maintenance
of CEPS in both Belgium and Luxembourg. This is despite the fact that the energy and cyber
security ecosystem differs significantly between the two countries. This is evident, for example, if
we compare the readiness of the two nations to react and recover from a major cyber-attack (cyber
resilience). The Global Cybersecurity Index ranks Belgium’s cybersecurity readiness as 18th in
Europe and 30th globally; while Luxembourg’s cybersecurity readiness is ranked as 7th in Europe
and 11th globally (ITU 2019, 60).

Belgium: Belgium’s energy security priorities tend to be focused more on reducing the use
of fossil fuels and decarbonizing its economy (see figure 12) in the context of transitioning away
from nuclear energy (IEA 2019a). With this important aspect in mind, Belgium views energy
security as important because “energy can be used to put pressure on countries” (Flamant and
Parrein 2017, 32). As a result of this focus, the protection of energy infrastructure from cyber
threats is of lesser importance (strategically and in policies) for Belgium than the protection from
irresponsible market players in the energy field. Nevertheless, the official definition of cyber security
by the Belgian defence structures, does have implications for the energy field. Belgium defines cyber
security as “a situation where the protection of the cyber environment is proportional to the cyber
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threat and to the possible consequences of cyber-attacks. Cyber security stands for an absence of
dangers or damage caused by the disruption, the breakdown or the abuse of ICT systems” (Flamant
and Parrein 2017, 100). This includes the disruption of the energy supply, particularly given the
increase in the overall number of cyber-attacks. According to the Belgium Cyber Emergency
Response Team (CERT), the average number of reported cyber incidents per day increased to over
100 in 2016, of which 47% emerged from a growing number of IT and/or OT systems
vulnerabilities. In the same year, two thirds of all Belgium companies became the victims of a cyber-
attack (CERT 2019). Belgium has high “emergency oil stock levels” (IEA 2019a), so in the event
of a cyber complex cyber-attack against the CEPS infrastructure, Belgium’s airports and air bases
would still have temporary access to fuel. Nevertheless, the cyber threat environment has forced
the Belgian government to acknowledge that cyber threats (particularly against energy
infrastructure) could affect future investments in the country: “The cyber environment can be used
to inflict damage on our economy, our industry and the scientific potential of our knowledge
society. In case of insufficient protection against cyber-attacks, our economy is exposed to risks
that are likely to affect our country’s attractiveness in terms of investments. [...] Considering the
dangers facing our institutions, our enterprises and our citizens, cyber security will constitute a
priority" (Flamant and Parrein 2017, 101). From the Belgian perspective, the protection of the
nation’s critical energy infrastructure (to include the protection of the NATO CEPS) is focused on
three pillars: 1) the improvement of the “surveillance of critical infrastructure and societal sensitive
targets” (Flamant and Parrein 2017, 34); 2) the adoption of offensive cyber capabilities, to include
“an adequate level of cyber security of the communication and weapon systems of Defence and at
the same time be capable to identify, manipulate and disrupt networks and systems of an opponent
in order to restrain or destroy its freedom of action” (Flamant and Parrein 2017, 100); and 3) the
minimization of impact by becoming “more energy efficient, [by increasing] the use of sustainable

energy resources” (Flamant and Parrein 2017, 216).
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Figure 12. 2017 Belgium Sankey Diagram using the MOSES (Jewell 2011) energy systems approach.

Results of Interviews:

Six Belgian government cyber security subject matter experts with specific knowledge of
BPO management and operations were interviewed. Their responses are presented here.

What to protect: To ensure that no classified information is being disclosed, specific
vulnerabilities were afterwards separated into the more generic OT and IT categories. Using the
proposed CARVER criteria, we then added the answers on Criticality, Accessibility, Recuperability,
Vulnerability, Effect, and Recognizability factors (see table 5). For all responders, the criticality of
OT ranged between 4 and 5, indicating the perception that a successful attack against OT
infrastructure would either affect performance considerably or cripple infrastructure. I'T Criticality
averaged a 3 (the perception that a successful attack would reduce performance). The totals for
each expert interviewer were then averaged to assess which type of system (OT or IT) should be
secured first (see table 6). This indicates that in Belgium, government cyber physical systems experts
believe that protection of OT CEPS systems should take priority over IT systems in the near to
medium term. On the bright side, experts agreed that OT systems vulnerabilities are very hard to

recognize, meaning only certain nation state adversaries currently pose a threat to these systems.
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Table 5. Results of CARV'ER ¢yber analysis for CEPS infrastructure in Belginm.
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1. What to protect?

OT (ICS, SCADA, pumps, etc.)
IT (IP, information security, etc.)

Respondent 1 13 14

Respondent 2 14 16

GOVERNMENT Respondent 3 13 15
Respondent 4 23 15

Respondent 5 22 15

Respondent 6 15 14

Average CEPS Score 17 16

Source: Author’s interpretation
Table 6. Prioritization of what CEPS systems to protect from cyber-attacks in Belgium.

From what threats to protect: OT threats were then classified into 4 categories: terrorism,
nation states, corporate espionage, and criminals. All experts interviewed found the capabilities of
nation states to be above all other threats. The intent scored higher, however, on the terrorism
category. This is explained by the fact that, while nation states have the capabilities to conduct a
successful cyber-attack against CEPS, the fear of NATO retribution deters them from using them.
Corollary, while terrorists have the intent to target the CEPS infrastructure, they lack the knowledge
to construct the needed capabilities. All cyber experts agreed, however, that this may change in the
future, as state capabilities are released into the wild and become accessible to criminals and
terrorists. The 6 Belgian government cyber experts prioritized these threats based on their
capabilities and intent, and we calculated overall threat as ‘capability x intent’ (see table 7). Average
threat was then assessed in table 8, indicating that nation states represent the highest cyber threat

to the CEPS infrastructure from the perspective of Belgian experts.
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2. From what threats to protect
Aversary risks

£ g% P

aQ a

Threat - z % S & S
Respondent 1 |[Capability 2 4 2 1
Intent 5 3 3 3
Threat 10 12 6 3
Respondent 2 [Capability 1 3 2 2
Intent 5 3 3 3
Threat 5 9 6 6
Respondent 3 [Capability 1 3 3 2
Intent 5 2 3 3
GOVERNMENT L8 5 g 9 g
Respondent 4 |Capability 2 5 4 4
Intent 5 4 4 2
Threat 10 20 16 8
Respondent 5 |[Capability 5 5 3
Intent 4 4 5
Threat 15 20 20 15
Respondent 6 |Capability 2 3 3 3
Intent 5 3 3 3
Threat 10 9 9 9

Source: Author’s interpretation
Table 7. Results of CEPS cyber threat analysis for Belginm.
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2. From what threats to protect
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Respondent 2 5 9 6 6
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Respondent 4 10 20 16 8
Respondent 5 15 20 20 15
Respondent 6 10 9 9 9
Average CEPS Score S 13 11 8

Source: Author’s interpretation
Table 8. Prioritization of cyber threats against CEPS in Belginm.

By what means to protect: Most government cyber experts in Belgium were unfamiliar with
the GCI methodology, and found it useful in assessing areas of improvement addressed in table 9.
The data collected shows that overall, experts agree that Belgium needs to pay particular attention
to building capacity (Belgium scored 44 on the GCI ranking), cooperation (Belgium scored 38 on

the GCI ranking) and technical measures (Belgium scored 47 on the GCI ranking).
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Table 9. Prioritizing by what means to protect CEPS from main cyber threats in Belgium.
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Luxembourg: The energy picture in Luxembourg (a much smaller nation) is significantly
different than in Belgium. Luxembourg imports all of its energy needs (see figure 13) and is heavily
impacted by the increase of oil consumption (particularly in transportation), increasing the
importance of energy security on the agenda of policy makers (IEA 2019a). Particularly in the oil
and gas field, Luxembourg increased interconnectedness in the oil and gas markets with Belgium,
and in the electricity market with France (IEA 2019a); countries that are perceived as trusted
partners. As a result, Luxembourg takes a broader approach to energy security, with an increased
focus on the protection of critical energy infrastructure from cyber-attacks. Here, Luxembourg’s
approach is focused more on research and development, and defines cyber security as “the
collection of tools, policies, security concepts, security safeguards, guidelines, risk management
approaches, actions, training, best practices, assurance and technologies can be used to protect the
cyber environment, its organization and its user’s assets. Organization and user’s assets include
connected computing devices, personnel, infrastructure, applications, services, telecommunications
systems, and the totality of transmitted and/or stored information in the cyber environment”
(Bettel 2018, 10). However, Luxemburg’s push on the implementation of new technologies in the
energy field (and its focus on the implementation of smart meters) is also directly proportionate

with the increase in the number of cyber threats.
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Figure 13. 2017 Luxembourg Sankey Diagram using the MOSES (Jewell 2011) energy systems approach.

Results of Interviews:

Six Luxembourg government cyber security subject matter experts with specific knowledge
of BPO management and operations were interviewed. Their responses are presented here.

What to protect: To ensure that no classified information is being disclosed, specific
vulnerabilities were afterwards separated into the more generic OT and IT categories. Using the
proposed CARVER criteria, we then added the answers on Criticality, Accessibility, Recuperability,
Vulnerability, Effect, and Recognizability factors (see table 10). Compared to Belgian experts, the
criticality of OT systems ranged from 2 to 4, indicating the perception that a successful cyber-attack
against CEPS could reduce infrastructure performance. No expert assessed that an attack would
cripple the infrastructure. Most experts also perceived that I'T systems are harder to recognize. The
totals for each expert interviewer were then averaged to assess which type of system (OT or IT)
should be secured first (see table 11). This indicates that in Luxembourg, government cyber physical
systems experts believe that protection of OT CEPS systems should take priority over I'T systems

in the near to medium term.
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Luxembourg
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CARVER
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s
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Respondent 11
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Respondent 12

Criticality
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Effect
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TOTAL

13

14

Source: Author’s interpretation.

Table 10. Results of CARV'ER c¢yber analysis for CEPS infrastructure in Luxentbourg.
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1. What to protect?

OT (ICS, SCADA, pumps, etc.)
IT (IP, information security, etc.)

Respondent 7 24 12

Respondent 8 23 18

GOVERNMENT Respondent 9 17 14
Respondent 10 17 14

Respondent 11 20 13

Respondent 12 13 14

Average CEPS Score 19 14

Source: Author’s interpretation.
Table 11. Prioritization of what CEPS systems to protect from cyber attacks in Luxembourg.

From what threats to protect: OT threats were then classified into 4 categories: terrorism,
nation states, corporate espionage, and criminals. The 6 Luxembourg government cyber experts
prioritized these threats based on their capabilities and intent, and we calculated overall threat as
‘capability x intent’ (see table 12). Similarly to Belgium. Luxembourg experts also assessed the
capabilities of nation states highest; and the intent of terrorists highest. The concern about
corporate espionage was also surprisingly higher than that about criminals (perhaps, because of the
involvement of private entities in the management of CEPS). The average threat was then assessed
in table 13, indicating that nation states represent the highest cyber threat to the CEPS

infrastructure from the perspective of cyber experts from Luxembourg.
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2. From what threats to protect
Aversary risks

£ % 3

5 5 £

E a £

Threat = g S
Respondent 7 |Capability 1 5 4 2
Intent 5 3 3 3
Threat 5 15 12 6
Respondent 8 |Capability 3 5 3 3
Intent 5 5 3 3
Threat 15 25 9 9
Respondent 9 |Capability 2 3 5 3
Intent 5 4 4
Threat 10 12 20 12
EOVERNMERT Respondent 10 |Capability 2 4 2
Intent 5 3 3 3
Threat 10 12 12 6
Respondent 11 |Capability 1 3 3 1
Intent 5 3 3 3
Threat 5 9 9 3
Respondent 12 |Capability 1 3 2 2
Intent 5 3 3 3
Threat 5 9 6 6

Source: Author’s interpretation.
Table 12. Results of CEPS cyber threat analysis for Luxembonrg.
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2. From what threats to protect
Aversary risks

o
1]
aQ
c
2
@ o
% g
- o
I - -
s | g g | %
] Q =
- = O O
Respondent 7 5 15 12 6
Respondent 8 15 25 g 9
GOVERNMENT Respondent 9 10 12 20 12
Respondent 10 10 12 12 6
Respondent 11 5 9 9 3
Respondent 12 5 9 6 6
Average CEPS Score 8 14 11 7

Source: Author’s interpretation.
Table 13. Prioritization of cyber threats against CEPS in Luxentbourg.

By what means to protect: Most government cyber experts in Luxembourg were unfamiliar
with the GCI methodology, and found it useful in assessing areas of improvement addressed in
table 14. Overall, experts agreed that more attention needs to be paid to cooperation (Luxembourg
ranked 12 on the GCI index) and capacity building (Luxembourg ranked 33 on the GCI index).
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Table 14. Prioritizing by what means to protect CEPS from cyber-attacks in Luxentbourg.
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Given the stark differences between the approaches that Belgium and Luxembourg are
taking with regards to the protection of critical energy infrastructure from cyber-attacks does not
make the work of the Belgian Pipeline Organization (BPO) easier. While both Belgium and
Luxembourg acknowledge that “the emergence of more and more cyber-attacks of a very varied
nature, often organized on a transnational level” (Bettel 2018, 7) needs to be addressed, their
approaches to defending critical infrastructure differ in both understanding of the threat and
capabilities to respond. While the focus of Belgium is on terrorism and crime groups (Flamant and
Parrein 2017, 25), for example, Luxembourg is more concerned with "cyber threats insofar as they
may be related to espionage [or] intrusion" (Bettel 2018, 12). But this can also play to the advantage
of BPO, if it increases cooperation with Luxembourg in the cyber arena: between Belgium’s focus
on offensive capabilities, and the focus of Luxembourg on collection capabilities, BPO has a unique
opportunity to significantly increase the resilience of CEPS to cyber-attacks.

Another area of concern that BPO has yet to address is the impact of smart meters on the
NATO CEPS infrastructure. Given the increase in interconnectivity between Belgium,
Luxembourg, and France, Luxembourg’s push on the implementation of smart meters (IEA 2019a),
which are ideal cyber targets, can also have unexpected consequences for Belgium and France. This
goes beyond the smart meters that are already part of the CEPS infrastructure and expands to the
substations that control the flow of electricity. CEPS is still dependent on the local electricity
supply, so attacks on the electricity network in France, Belgium or Luxembourg could directly
impact CEPS operations in all three countries. While the public and private sectors in France,
Belgium, and Luxembourg all conduct “risk analysis according to ISO/IEC 27005 [as] the golden
standard for managing information security” (Bettel 2018, 35), each entity has a different valuation
criteria. There are also different individual standards for protecting the grid between Belgium and
France, and with BPO operating the Luxembourg portion of CEPS, there is not much integration

between BPO and French electricity providers, particularly in the field of cyber security. This
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further complicates BPO’s task to protect the pipeline in both Belgium and Luxembourg.

There are also disconnects at national levels. In Luxembourg, for example, “the
Government will be in charge of identifying critical I'T infrastructures, to ensure the implementation
of an adequate level of protection” (Bettel 2018, 19). This is accomplished with the help of “four
public CERTs and seven private CERTs” (ITU 2019, 46); which have no visibility over CEPS
infrastructure. This is because the Luxembourg Defence is “in charge of any cybersecurity elements
that fall within national responsibilities and obligations generated within NATO and the EU”
(Bettel 2018, 11). These are further amplified by disconnects between public and private cyber
security standards. CEPS maintenance (such as intelligence pigging) are in particular vulnerable to
such cyber-attacks. Maintenance is typically outsourced by BPO to private contracts (Belgian
Pipeline Organisation 2019). Many of these contractors use technologies with limited cyber
protection. Both NATO CEPS infrastructure and the contractors that BPO employs to maintain
it are dependent on technology “equipped with sensors collecting data and rely on information
systems to optimize services that are characterized by their high degree of connectivity. The attacks
against these infrastructures are likely to multiply in the presence of authentication systems and
cryptographic protocols, which often do not meet the highest security level” (Bettel 2018, 37). The
NATO energy and cyber security SMEs interviewed are very much aware of these disconnects, but
1) lack of clear EU legislation for protection of critical energy infrastructure from cyber-attacks and
2) limited budgets to address these growing cyber threats make it unlikely that these will be resolved
in the near future. At the national levels, however, there is a consensus that “operating costs for
infrastructure” are expected to increase (Flamant and Parrein 2017, 79), which includes costs of

protecting the CEPS infrastructure from cyber-attacks.

4.3.2 France

France’s energy security “is dependent on reliable supply, i.e. supply free from political

contingencies, at an affordable cost for business" (Macron 2017, 30). And cost of business is
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expected to increase in a nation where electricity consumption is heavily dependent on nuclear
energy, which is quickly reaching “the end of its lifetime” (IEA 2019a)—see figure 14—and civilian
and military airports are dependent on fuel delivered by NATO CEPS. These challenges in the
energy security outlooks are however balanced by clear, strategic and pragmatic approaches in the
cybersecurity field. In fact, the Global Cybersecurity Index ranks France’s cybersecurity readiness
as 2nd in Burope and 3rd globally (ITU 2019, 60), with France “scoring 100 per cent in legal and

organizational pillars” (ITU 2019, 31).

Stock draw

Imports
156 840 KTOE 1218KTOE

Statistical difference
~inflow
2030 KTOE

Direct carry-over ransformat Final consumption
90 627 KTOE 155 160 KTOE

Production Avallable from all Transformation
132 232 KTOE e KTOE 201 695 KTOE

Legend

O Solid fuels

@ Oil and petroleum products

Intemational aviation
6425 KTOE
Gas

Consumption of the
&nergy tranch
6343 KTOE

@ Renewable energies

Non-renewable waste

@ Nuclear heat
Stock build

Heat
1016 KTOE

Exports
|| 31656 KTOE
Electricity Transformation losses Statgical dfierence
81586 KTOE 4160 KTOE

Marine bunkers
1652 KTOE

Distribution and
ansmission losses
4321 KTOE

Source: EU Sankey Diagram (EUROSTAT 2017)
Figure 14. 2017 France Sankey Diagram using the MOSES' (Jewell 2011) energy systems approach.

France is “collaborating with institutional partners (ministries, national authorities, private
sector and non-profit organizations)” (ITU 2019, 31) to address cyber threats to CEPS. Compared
to Belgium and Luxembourg, where NATO CEPS infrastructure is operated and maintained by a
Belgian Defence organization (BPO), the French portion of CEPS is operated by TRAPIL, a
French quasi-public company created to insure timely delivery of fuel to Paris by pipeline. Apart
from civilian infrastructure, TRAPIL also operates the military fuel delivery systems (to include
pipeline, storage, and pumping) in close collaboration with the French Ministry of Defence and the

Service National des Oléoducs Interalliés (SNOI). As such, TRAPIL operates all CEPS “central
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dispatch and control centers, pumping stations, access pits and storage depots” in France (Butrimas
2018). That being said, France has successfully implemented a centralized approach to protecting
critical energy infrastructure from cyber-attacks, where responsibility was “assigned to a centralised
agency, with authority spanning across multiple sectors” (Healey et al. 2016, 26). This was done in
order to “ensure France’s freedom of expression and action as well as the security of its critical

infrastructures in case of a major cyberattack” (Valls 2015, 9).

Results of Interviews:

Three French government and three private cyber security subject matter experts with
specific knowledge of TREPIL management and operations were interviewed. Their responses are
presented here.

What to protect: To ensure that no classified information is being disclosed, specific
vulnerabilities were afterwards separated into the more generic OT and IT categories. Using the
proposed CARVER criteria, we then added the answers on Criticality, Accessibility, Recuperability,
Vulnerability, Effect, and Recognizability factors (see table 15). In France, criticality of OT systems
scored higher among government experts than industry experts (who, on average, scored IT
systems as more critical). Private industry also assessed that I'T system vulnerabilities of CEPS are
harder to recognize. Furthermore, private industry assessed that recuperability of IT and OT
systems would take less time to recover than what government experts assessed. The discrepancies
could be explained by three important factors: 1) access to classified information about
vulnerabilities (where cleared government experts tend to be more concerned about threats in
general); 2) budgetary constraints on the private side (where industry experts are forced to prioritize
expenses for security, and expenses on I'T security outweigh expenses on OT security); and 3) more
advanced technical knowledge on the private side (where options for solutions are more abundant;
although the cost varies on these options). The totals for each expert interviewer were then

averaged to assess which type of system (OT or IT) should be secured first (see table 16). This
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indicates that in France, cyber physical systems experts believe that protection of OT CEPS systems

should take priority over IT systems in the near to medium term.

What to protect?
A s

-

CARVER é § g .3

gal £

- E S 3

532 e §
famce |
Respondent 13 Criticality 4 3
Accessibility 5 2

Recuperability 3 2

Vulnerability 4 3

Effect 3 2

Recognizability 1 1

TOTAL 20 13

Respondent 14 Criticality 4 2
Accessibility 5 3

Recuperability 3 2

GOVERNMENT Vulnerability 4 3
Effect 3 3

Recognizability 1 2

TOTAL 20 15

Respondent 15 Criticality 4 2
Accessibility 4 3

Recuperability 3 3

Vulnerability 5 4

Effect 3 2

Recognizability 2 1

TOTAL 21 15

Respondent 16 Criticality 3 3
Accessibility 2 2

Recuperability 2 1

Vulnerability 3 3

Effect 2 2

Recognizability 1 3

TOTAL 13 14

Respondent 17 Criticality 3 4
Accessibility 2 2

Recuperability 1 1

PRIVATE Vulnerability 3 3
Effect 2 2

Recognizability 2 3

TOTAL 13 15

Respondent 18 Criticality 3 3
Accessibility 1 1

Recuperability 1 2

Vulnerability 2 3

Effect 2 3

Recognizability 2 3

TOTAL 11 15

Source: Author’s interpretation.
Table 15. Results of CARV'ER cyber analysis for CEPS infrastructure in France.
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1. What to protect?

OT (ICS, SCADA, pumps, etc.)
IT (IP, information security, etc.)

Respondent 13 20 13

GOVERNMENT |Respondent 14 20 15
Respondent 15 21 15

Respondent 16 13 14

PRIVATE Respondent 17 13 15
Respondent 18 11 15

Average CEPS Score 16 15

Source: Author’s interpretation.
Table 16. Prioritization of what CEPS systems to protect from cyber attacks in France.

From what threats to protect: OT threats were then classified into 4 categories: terrorism,
nation states, corporate espionage, and criminals. The French cyber experts prioritized these threats
based on their capabilities and intent, and we calculated overall threat as ‘capability x intent’ (see
table 17). Of note, again, that capabilities of threats score higher among government experts than
industry experts because of the three factors previously identified. Average threat was then assessed
in table 18, indicating that nation states represent the highest cyber threat to the CEPS
infrastructure from the perspective of French experts. The threat of terrorism was, however ranked
higher among private experts than government experts, with French industry experts fearing threats

against CEPS from terrorists more than threats from criminal groups.
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2. From what threats to protect

Aversary risks

z 2 % .
@ [v]
|2 g 88 :
Threat - z % S g S
- e
Respondent 13 |Capability 3 5 5 3
Intent 5 4 3 5
Threat 15 20 15 15
Respondent 14 |Capability 2 5 3 3
GOVERNMENT Intent 5 4 3 3
Threat 10 20 9 9
Respondent 15 |Capability 2 5 2 4
Intent 5 4 3 2
Threat 10 20 6 8
Respondent 16 |Capability 2 2 2 2
Intent 5 4 5 5
Threat 10 8 10 10
Respondent 17 |Capability 3 3 2 4
PRIVATE Intent 5 4 3 3
Threat 15 12 6 12
Respondent 18 |Capability 3 3 2 4
Intent 5 4 3 2
Threat 15 12 6 8

Source: Author’s interpretation.

Table 17. Results of CEPS cyber threat analysis for France.
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2. From what threats to protect
Aversary risks

o
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Respondent 13 15 20 15 15
GOVERNMENT |Respondent 14 10 20 9 9
Respondent 15 10 20 6 8
Respondent 16 10 8 10 10
PRIVATE Respondent 17 15 12 6 12
Respondent 18 15 12 6 8
Average CEPS Score 13 15 5 10

Source: Author’s interpretation.
Table 18. Prioritization of cyber threats against CEPS in France.

By what means to protect: Most government cyber experts in France were unfamiliar with
the GCI methodology, and found it useful in assessing areas of improvement addressed in table 19.
Here, French experts assessed that more attention needs to be paid to cooperation (France ranked

19 on the GCI index) and capacity building (France ranked 10 on the GCI index).
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Table 19. Prioritizing by what means to protect CEPS from cyber-attacks in France.
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France views cyberspace as “a new domain for unfair competition and espionage,
disinformation and propaganda, terrorism and criminality” (Valls 2015, 1). What is unique to France
is that it also understands the cyber threat to critical infrastructure in policy documents, which
highlight that “cyberattacks have ramped up considerably over the past decade, reflecting the
dissemination of increasingly sophisticated means of attack. States have played a direct role in these
changes by propagating cyber-weapons that, once known, may be studied, re-engineered and
reused, but also indirectly, by allowing such attacks to be developed in or deployed via their
territory” (Macron 2017, 33). Using these (now available) cyber weapons, “an attacker could take
control of connected objects, remotely interrupt an industrial activity or destroy its target” (Valls
2015, 14). These threat vectors could severely impact CEPS operations, so France’s approach to
“addressing constantly changing cyber-threats is particularly complex inasmuch as the response
must extend beyond the scope of defence, due to the intertwined nature of the challenges faced
and of the public and private actors” (Macron 2017, 34).

France also reaffirmed its commitment to guarantee the resilience of critical energy
infrastructure to “a major cyber-attack by expanding cooperation with private stakeholders at
national and international levels” (Valls 2015, 3). The cooperation between public and private
entities in the cybersecurity field “to detect and attribute attacks, based on gathering both human
and technical intelligence” (Macron 2017, 72) is also unlike any other country in the world. And,
like Belgium, France acknowledges that “the major challenge that cyberthreats represent calls for a
substantial increase in France’s defensive and offensive capabilities” (Macron 2017, 72). Overall,
however, the CEPS infrastructure in France seems to be much more resilient to cyber-attacks than

the CEPS infrastructure in both Belgium and Luxembourg.

4.3.3 Germany

Germany's decision to "phase-out of nuclear power by 2022" has made it more difficult to
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decrease dependence on solid fuels and Russian gas for electricity generation (IEA 2019a)—see
figure 15. This is problematic in a country where its prosperity and “the well-being of [its] citizens
will significantly depend on [...] a secure supply of [...] energy [and where] any interruption of access
[to energy supplies] involves considerable risks for the ability of [the] state to function and for the
prosperity of [its] citizens” (Merkel and von der Leyen 2016, 41). Like France, Germany also
understands the cyber threats to critical infrastructure and has implemented a centralized approach
to protecting critical energy infrastructure from cyber-attacks, where responsibility was “assigned
to a centralised agency, with authority spanning across multiple sectors” (Healey et al. 2016, 26).
Despite this, the Global Cybersecurity Index ranks Germany’s cybersecurity readiness as 13th in
Europe and 22nd globally (ITU 2019, 60). Interviews with both energy and cyber security SMEs
indicate that lack of resilience of critical energy infrastructure to cyber-attacks may have to do more
with insufficiencies in the public-private cooperation (especially when compared to France) than
the lack of understanding by the government of the cyber-physical threats to critical energy

infrastructure.
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Figure 15. 2017 Germany Sankey Diagram using the MOSES' (Jewell 2011) energy systems approach.
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Results of Interviews:

The German portions of CEPS and NEPS are operated by the Fernleitungs-
Betriebs-gesellschaft (FBG), a German company responsible with supplying fuel for German civil
airports. FBG operates a dispatch control center in Idar-Oberstein, close to the border with France,
Belgium, and Luxembourg. Six German government and private industry cyber security subject
matter experts with specific knowledge of FBG management and operations were interviewed.
Their responses are presented here.

What to protect: To ensure that no classified information is being disclosed, specific
vulnerabilities were afterwards separated into the more generic OT and IT categories. Using the
proposed CARVER criteria, we then added the answers on Criticality, Accessibility, Recuperability,
Vulnerability, Effect, and Recognizability factors (see table 20). Compared to France, German
industry experts are on average more concerned about I'T systems than OT systems. Like in France,
however, German experts in industry do seem less concerned about future cyber events, in general,
than government experts - for the same three factors illustrated earlier. The totals for each expert
interviewer were then averaged to assess which type of system (OT or IT) should be secured first
(see table 21). This indicates that in Germany, cyber physical systems experts believe that protection

of OT CEPS systems should take priority over I'T systems in the near to medium term.
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Source: Author’s interpretation.
Table 20. Results of CARV'ER cyber analysis for CEPS infrastructure in Germany.
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1. What to protect?

OT (ICS, SCADA, pumps, etc.)
IT (IP, information security, etc.)

Respondent 19 21 15

GOVERNMENT |Respondent 20 22 20
Respondent 21 24 20

Respondent 22 13 15

PRIVATE Respondent 23 14 14
Respondent 24 12 16

Average CEPS Score 18 17

Source: Author’s interpretation.
Table 21. Prioritization of what CEPS systems to protect from cyber attacks in Germany.

From what threats to protect: OT threats were then classified into 4 categories: terrorism,
nation states, corporate espionage, and criminals. The 6 German cyber experts prioritized these
threats based on their capabilities and intent, and we calculated overall threat as ‘capability x intent’
(see table 22). Average threat was then assessed in table 23, indicating that nation states represent

the highest cyber threat to the CEPS infrastructure from the perspective of German experts.
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2. From what threats to protect

Aversary risks

: % 3
a
£ s |
Threat = g S
- Gemam
Respondent 19 |Capability 3 4 3 2
Intent 5 3 3 5
Threat 15 12 9 10
Respondent 20 |Capability 2 3 3 3
GOVERNMENT Intent 5 3 3 3
Threat 10 9 9 9
Respondent 21 |Capability 1 3 3 4
Intent 5 4 3 2
Threat 5 12 9 8
Respondent 22 |Capability 2 2 2 2
Intent 5 4 5 5
Threat 10 8 10 10
Respondent 23 |Capability 2 2 3 3
PRIVATE Intent 5 3 3 3
Threat 10 6 9 9
Respondent 24 |Capability 1 3 3 4
Intent 5 4 3 2
Threat 5 12 9 8

Source: Author’s interpretation.
Table 22. Results of CEPS cyber threat analysis for Germany.
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2. From what threats to protect

Aversary risks

Terrorism

Nation states

Comporate espionage

Criminals

Respondent 19 15 12 9 10

GOVERNMENT [Respondent 20 10 9 9 9
Respondent 21 5 12 9 8

Respondent 22 10 8 10 10

PRIVATE Respondent 23 10 6 9 9
Respondent 24 5 12 9 8

Average CEPS Score S 10 S S

Source: Author’s interpretation.
Table 23. Prioritization of cyber threats against CEPS in Germany.

By what means to protect: Most cyber experts in Germany were unfamiliar with the GCI
methodology, and found it useful in assessing areas of improvement addressed in table 24. German
experts (both private and public) generally agree that significant more work needs to be done on

cooperation (Germany ranked 8 on the GCI index) and capacity building (Germany ranked 16 on

the GCI index).
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Source: Author’s interpretation.
Table 24. Prioritizing by what means to protect CEPS from cyber attacks in Germany.
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The collaboration between the FBG and the German intelligence apparatus on cyber-
physical threats is not, however, as strong as TRAPIL’s in France. Cooperation between FBG and
TRAPIL (particularly in the sharing of sensitive information on cyber threats) is also minimal. What
is most striking is that FBG strongly believes that the infrastructure that it is charged to protect is
resilient to cyber-attack just because physical attacks have had minimal impact in the past. FBG
attributes this resiliency on the German ability to develop “extensive scenario building and
contingency planning, including redundancy systems for fuel deliveries by pipeline” (Rosner 2004,
214). Officially, however, Germany does fear that future cyber-attacks may lead to “damage of
critical infrastructure with severe consequences for the civilian population” (Merkel and von der
Leyen 2016, 37). But FBG fails to fully realize how both military and civilian airfields could be
severely impacted by such an attack despite the fact that “incidents have occurred which highlight
the vulnerabilities in this system” (Rosner 2004, 214).

Despite problems identified at FBG, Germany fully understands the state and non-state
cyber threat environment and recognizes that cyber-attacks on critical infrastructure “have been a
reality for some time [and that] most modern high-value attacks are specially tailored to fit the
targeted system” using both accessible and inexpensive destructive malware (Merkel and von der
Leyen 2016, 37). But a comprehensive approach for “better protection of critical infrastructure
[and] reduced vulnerabilities in the energy sector" (Merkel and von der Leyen 2016, 39) from these

growing cyber threats is not yet here
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4.3.4 The Netherlands

The Netherlands is an important energy hub in Europe with integrated supply chains.
Despite this, it remains “one of the most fossil-fuel- and COZ2-intensive economies among IEA
member countries” IEA 2019a)—see figure 16. In the cyber-physical arena, Netherlands adopted
a PPP approach to protecting critical energy infrastructure from cyber-attacks, which “implies that
the decision-making process is carried out through cooperation between public and private actors”
(Healey et al. 2016, 26). This approach has led the Global Cybersecurity Index to rank The
Netherland’s cybersecurity readiness as 8th in Europe and 12th globally ITU 2019, 60). But despite
brandishing its public-private approach in the cybersecurity field, the National Cyber Security
Strategy (2014) does not mention energy sector at all. This is particularly because of the power of
Dutch energy companies continue to exert significant influence over government institutions in
The Netherlands (and fear government regulations pertaining to cyber security - which is perceived

as an additional cost by energy companies).
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Figure 16. 2017 The Netherlands Sankey Diagram using the MOSES (Jewell 2011) energy systems approach.
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Results of Interviews:

Compared to Belgium and Luxembourg—where the operations of NATO CEPS
infrastructure is managed by BPO, a Belgian Defence body—and Germany and France—where
the operations of NATO CEPS infrastructure is managed by quasi-private entities—The
Netherland’s portion of CEPS is operated and maintained by the Dutch Pipeline Organisation
(DPO), a branch of the Dutch military (Oxenaar 2017, 48), in close cooperation with Royal Vopak
(a private company). The latter “operates and manages the offloading of fuel from the ships and
transfers it to the NATO CEPS” and is also responsible for tank storage of CEPS bulk liquid
products (Butrimas 2019b). Six cyber security subject matter experts with specific knowledge of
DPO management and operations were interviewed. Their responses are presented here.

What to protect: To insure that no classified information is being disclosed, specific
vulnerabilities were afterwards separated into the more generic OT and IT categories. Using the
proposed CARVER criteria, we then added the answers on Criticality, Accessibility, Recuperability,
Vulnerability, Effect, and Recognizability factors (see table 25). In the Netherlands, all respondents
found the criticality of OT systems a priority. They also found OT systems easier to recognize (on
average) than I'T systems. The totals for each expert interviewer were then averaged to assess which
type of system (OT or IT) should be secured first (see table 26). This indicates that in the
Netherlands cyber physical systems experts believe that protection of OT CEPS systems should

take priority over IT systems in the near to medium term.
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What to protect?

R s
g - g S
CARVER é_ g :2: g
gal <2
- E = 3
5 2 e 8
Respondent 25 Criticality 3 3
Accessibility 5 3
Recuperability 4 3
Vulnerability 5 3
Effect 4 2
Recognizability 3 2
TOTAL 24 16
Respondent 26 Criticality 4 3
Accessibility 4 3
Recuperability 3 3
Vulnerability 4 3
Effect 4 3
Recognizability 3 3
TOTAL 22 18
Respondent 27 Criticality 3 3
Accessibility 3 2
Recuperability 2 2
Vulnerability 3 3
Effect 4 3
Recognizability 3 3
TOTAL 18 16
GOVERNPAENT Respondent 28 Criticality 3 3
Accessibility 3 2
Recuperability 4 3
Vulnerability 3 3
Effect 3 3
Recognizability 2 1
TOTAL 18 15
Respondent 29 Criticality 3 2
Accessibility 4 2
Recuperability 3 2
Vulnerability 4 3
Effect 3 3
Recognizability 3 1
TOTAL 20 13
Respondent 30 Criticality 4 3
Accessibility 3 3
Recuperability 3 3
Vulnerability 3 3
Effect 2 2
Recognizability 3 3
TOTAL 18 17

Source: Author’s interpretation.
Table 25. Results of CARV'ER cyber analysis for CEPS infrastructure in the Netherlands.
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1. What to protect?

OT (ICS, SCADA, pumps, etc.)
IT (IP, information security, etc.)

Respondent 25 24 16

Respondent 26 22 18

GOVERNMENT Respondent 27 18 16
Respondent 28 18 15

Respondent 29 20 13

Respondent 30 18 17

Average CEPS Score 20 16

Source: Author’s interpretation.
Table 26. Prioritization of what CEPS systems to protect from cyber-attacks in the Netherlands.

From what threats to protect: OT threats were then classified into 4 categories: terrorism,
nation states, corporate espionage, and criminals. The 6 cyber experts prioritized these threats based
on their capabilities and intent, and we calculated overall threat as ‘capability x intent’ (see table 27).
Average threat was then assessed in table 28, indicating that nation states represent the highest
cyber threat to the CEPS infrastructure from the perspective of experts from the Netherlands. The
Netherlands is very concerned about the capabilities of nations states such as Russia to attack the
CEPS infrastructure; but also, by the capabilities of criminals, who are increasingly using new tools
to extort money out of governments. As such, the CEPS infrastructure has the potential to become

the victim of the next ransomware attack, per one of the respondents.
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GOVERNMENT

2. From what threats to protect

Aversary risks

£ ) @

E a £

Threat = g S
Respondent 25 |Capability 2 5 1 4
Intent 4 2 3 4
Threat 8 10 3 16
Respondent 26 |Capability 2 4 3 2
Intent 5 3 3 3
Threat 10 12 9 6
Respondent 27 |Capability 2 4 4 2
Intent 4 2 3 4
Threat 8 8 12 8
Respondent 28 |Capability 2 5 4 3
Intent 5 3 3 3
Threat 10 15 12 9
Respondent 29 [Capability 1 3 2 3
Intent 4 4 3 5
Threat 4 12 6 15
Respondent 30 |Capability 2 3 2 3
Intent 5 3 3 4
Threat 10 9 6 12

Source: Author’s interpretation.
Table 27. Results of CEPS cyber threat analysis for the Netherlands.
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2. From what threats to protect
Aversary risks

o
oo
2
2
W o
S g
S P
sz | 8| %
£ = 8 £
] Q =
- = L) v
Netherlands
Respondent 25 8 10 3 16
Respondent 26 10 12 9 6
GOVERNMENT Respondent 27 8 8 12 8
Respondent 28 10 15 12 9
Respondent 29 4 12 6 15
Respondent 30 10 9 6 12
Average CEPS Score 8| 11| 8 11

Source: Author’s interpretation.
Table 28. Prioritization of cyber threats against CEPS in the Netherlands.

By what means to protect: Most government cyber experts in the Netherlands were
unfamiliar with the GCI methodology, and found it useful in assessing areas of improvement
addressed in table 29. Experts agreed that more attention needs to be paid to capacity building (the

Netherlands ranked 31 on the GCI index) and cooperation (the Netherlands ranked 8 on the GCI

index).
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Source: Author’s interpretation.
Table 29. Prioritizing by what means to protect CEPS from cyber-attacks in the Netherlands.
145

IFTIMIE, 1. (2020). The Securitization of Cyber-Physical Geo-Energy Systems.
Dissertation submitted to the Department of Environmental Sciences and Policy of CEU



CEU eTD Collection

The systems of DPO and Royal Vopak are, unfortunately, not fully integrated, which means
that there is no one standard approach to the protection of “access pits, dispatch centres, fuel depot
and Port of Rotterdam facilities” (Butrimas 2019a) against cyber-attacks. Furthermore, the Dutch
military is also acting as a for-profit entity. The CEPS infrastructure in The Netherlands “includes
a connection between the port of Rotterdam and Schiphol airport”, an airport that buys most of
its jet fuel needs from the Dutch military through this CEPS connection (Oxenaar 2017, 48). It is
difficult to understand how the Dutch military prerogative of CEPS security is balanced by its need
to decrease CEPS maintenance costs for the sake of increasing state profits through selling of jet
fuel to civilian airports:

“The pipeline has a maximum technical capacity of 2.9 mem annually and the oil
companies operating on Schiphol have the obligation to purchase at least 1.8 mem of
kerosene annually to make sure operation remains profitable for the pipeline operator. In
2013 CEPS DPO signed a 25-year contract with the company ‘Aircraft Fuel Supply’
(AES) to deliver around 50 percent of the airports annual fuel needs. Most of the oil will
come from Rotterdan, but can now be supplemented with oil from the Antwerp or Gent
ports. The rest of the required kerosene is provided by the Amsterdam Schiphol Pipeline
(ASP), in which the KLM airline is a sharebolder. The national government holds a
5.92 percent share in KLM. The government is thus directly involved in transporting
kerosene destined for commercial use at Schiphol through its defense ministry, and other
(Eindhoven airport is also connected to CEPS) airports, and is indirectly involved
through its stake in KLM” (Oxenaar 2017, 48).

This type of conflicts of interest has led the Ministry of Justice and Security to review the
civil military cooperation in the hope “to increase the resilience of society and better protect the
vital infrastructure and digital security of the Netherlands” and to “improve the coordination and
management of Host Nation Support” (Bijleveld-Schouten 2018, 15). The Dutch military’s
argument is that “the maintenance costs of the Dutch part of the CEPS pipeline are paid for by the
Dutch state. Income from commercial (civil) allows the government to recuperate part of these
costs. All other oil pipelines in the Netherlands are owned by privately or publicly traded

companies. There is thus a clear dependency of the commercial aviation industry on government
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transported fuels and vice versa, since the government needs the commercial activities to reduce
CEPS maintenance costs” (Oxenaar 2017, 48). It is important to note that costs of maintenance of
the CEPS pipeline do not outweigh income made from the sale of jet fuel, so most of that revenue
is directed to support other Dutch military and government efforts.

Despite significant ethical problems in the Duch PPP approach, the DPO has had better
success than FBG and BPO at successfully implementing cyber security programs for the CEPS
pipeline, which include “pilot projects with two major ports - Rotterdam (FERN) and Schiphol
(CYSSIC); coordinated vulnerability disclosure; and continuously improving information sharing
agencies” (ITU 2019, 43). Furthermore, despite lack of discourse in policies about cyber-physical
threats to critical energy infrastructure, the Kingdom recognizes these vulnerabilities and
acknowledges the need for cyber capabilities to ensure that the Netherlands is better protected

against digital threats" (Bijleveld-Schouten 2018, 25).

4.4 NATO’s role in cyber-physical protection of critical energy systems and the

environment

There is no definition of energy security in any NATO official documents. There is,
however, a working definition of energy security promoted by the NATO Energy Security Centre
of Excellence (headquartered in Vilnius, Lithuania), which states that “energy security refers to the
uninterrupted availability and resiliency of energy sources to support alliance security interests”
(Bagdonas 2017). This definition was drafted in response to the commitment of the Heads of State
and Government participating in the meeting of the North Atlantic Council in Warsaw “to develop
NATO's capacity to support national authorities in protecting critical infrastructure, as well as
enhancing their resilience against energy supply disruptions that could affect national and collective
defense, including hybrid and cyber threats. In this context, we will include energy security
considerations in training, exercises, and advance planning” (NATO 2016, para. 135). It also agrees

with the International Energy Agency (IEA) that reliable, stable, and uninterrupted supply of energy
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sources at an affordable price—energy security—is a requirement for peace (Gnansounou, 2008,
p. 3742; Haghighi, 2008, p. 466; Hippel, Savage, & Hayes, 2011, p. 6712; see Obama et al., 2012;
Pamir, 2007, p. 262; Peters, 2004, p. 190; Stefanova, 20006, p. 91; Verrastro & Ladislaw, 2007, p.
101; Yi-chong, 2006, p. 265) and economic growth (APERC, 2007; Atsumi, 2007; Bambawale &
Sovacool, 2011; Climent & Pardo, 2007; Jewell, 2011). Nevertheless, a 2017 interview conducted
with Michael Rithle—head of Energy Security Section, in the Emerging Security Challenges
Division of NATO’s International Staff—reveals that NATO energy and environmental security
ends (policies) and ways (strategies and processes) have been characterized in practice 1) first and
foremost by a synthesis of the positions (to include national security and financial interests) and
influence of the member states; and 2) to a lesser extent, by considering the interests of supra-
national organizations such as the EU or the IEA.

NATO’s role in securing energy supplies and their routes in Europe emerged as a topic of
concern in 2008 during the Bucharest Summit (NATO Heads of State and Government 2008)
“first and foremost ensuring a steady supply of fuel to its military forces” (Khamashuridze 2008,
53). Later, during the Warsaw Summit (NATO 2016), the energy supplies were identified as one of
the seven strategic civil sectors that each NATO member state is responsible to protect, among the
ability to effectively 1) provide critical government services (ensure continuity of government), 2)
manage the movement migrants on its territories, 3) safeguard its food and water resources, 4) deal
with mass casualty incidents (MClIs), 5) secure its telecommunications and cyberspace, and 6)
diversify its transportation systems (NATO 2018a). The Industrial Resources and Communications
Services Group (IRCSG) is the primary body tasked by the NATO Civil Emergency Planning
Committee to “examine and make recommendations to CEPC to assist allies, where appropriate,
in taking measures to protect critical energy infrastructure (CEI) from all relevant threats” (NATO
2018a). Since April of 2017, the IRCSG and its working groups have been working to draft baseline
requirements that NATO can use to assess the resiliency of energy supplies and associated cross-

border interconnections. Among other recommendations, the 2018 State of Civil Preparedness
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report included 1) the existence of national sustainability plans, 2) the redundancy of power
supplies, and 3) identification and prioritization of national and cross-border critical energy systems’
vulnerabilities. Nevertheless, with many of these critical infrastructures owned by private entities,
NATO member states are already struggling to get a clear understanding of how energy systems
affect each other and what their vulnerabilities are, particularly in the cyber domain.

Threats to the uninterrupted supply of energy sources at an affordable price have been
identified by NATO as “nationalistic energy policies of producing countries, declining energy
production, and poor infrastructure conditions, [as well as] terrorist attacks on pipelines and
refineries” (Khamashuridze 2008, 48) and cyber-attacks:

“Energy security plays an important role in our common security. A stable and reliable energy
supply, the diversification of routes, suppliers and energy resources, and the interconnectivity of
energy networks are of critical importance and increase our resilience against political and economic
pressure. While these issues are primarily the responsibility of national authorities, energy
developments can have significant political and security implications for Allies and also affect onr
partners. Consequently, we will continue regular Allied consultations on issues related to energy
security. |...] We will refine NATO's role in energy security in accordance with established
principles and guidelines, and continue to develop NATO's capacity to support national
anthorities in protecting critical infrastructure, including against malicions hybrid and cyber
activity” (NATO Heads of State and Government 2018).

With the significant rise in the number of cyber-attacks against critical infrastructures of
NATO member states, there is a renewed interest among NATO commanders in the resilience of
cyber-physical systems of energy infrastructure critical for military operations. Collaboration
between NATO and its member states in securing regional infrastructures from cyber threats is
expected to significantly increase, particularly in the area of cyber and environmental “education
and training” (Grubliauskas and Rithle 2018). In this process, NATO will remain a strict adherent
of the sovereignty school of thought, and will remain concerned primarily with disruptions of
supplies that would significantly affect the political and security status quo of the member states
(rather than the impact of oil spills on the environment, for example). While the word resilience
dominates in official documents, all NATO subject matter experts interviewed linked resilience to

Article 3 of the alliance and to the responsibility of each NATO member state to maintain and
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develop their individual and collective capacity to resist armed and/or cybet-attacks. Nevertheless,
NATO already puts at the disposal of its member states Cyber Rapid Reaction teams that can be
activated to assist in protection of domestic critical energy infrastructure, if the need ever arises.

In the cyber domain, NATO as a CSA is primarily concerned with intentional actions of
stakeholders external to the Alliance, such as perceived hostile countries (i.e. Russia), terrorist
organizations (i.e. ISIL), or other overly powerful actors with both capacity and willingness to abuse
their position of influence at the detriment of the Alliance’s member states. Particular attention is
paid to external stakeholders capable of generating long term economic stresses—by casting control
over geo-energy systems—or short-term physical shocks—realized through a deliberate physical
and cyber-attacks of CEI to achieve political ends. Within this classic defense-centric structure, the
cyber resilience of critical energy infrastructure is “capable of holding multiple dimensions and
taking on different specificities depending on the country” (Chester 2010/2, 887)—explaining the
resistance of NATO as a CSA to provide unified definitions of energy security or cyber security in
its official documents.

The environmental and resource constraints were highlighted in the NATO 2010 Strategic
Concept and are addressed today by several NATO committees and planning units; but rarely
within the context of CEPS physical and cyber security. Additionally, the environmental issue is
completely absent within high-levels NATO cyber-energy debates; but is reinforced at the
operational and tactical levels through national efforts to reduce costs of energy (fuel consumption)
without impacting military operations. Here, NATO acknowledges the impact of energy security
and resilience can have on the environment, noting that “energy efficiency is important not only
for logistics and cost-saving in theatres of operation, but also for the environment” (NATO 2018b).
The NATO ENSEC COE was thus established to enhance energy management in the military
expeditionary environment (EMMEE); that is, “to improve energy efficiency in the sustainment of
military compounds through exploiting non-material aspects of energy use and power generation

in operational environment without limiting operational capabilities” (Bagdonas 2016, 2017).
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4.5 Conclusions

During the Cold War, traditional threats to NATO CEPS have come primarily from
physical vectors. Over the past decade, however, “new threats to the nation’s pipeline systems have
evolved to include [...] cyber-attack or intrusion by nations” (Government Accountability Office
2018, 1) - see figure 17. Today, leaks in the pipeline could be caused by attacks against critical cyber
assets, and could result in significant negative environmental consequences. The CEPS critical cyber
assets are separated into critical Operational Technologies (OT) systems (that control the
operations of the pipeline) and Information Technologies (IT)/OT systems (that are often used to
monitor these operations). “Most pipeline systems are monitored and moderated through
automated ICS or Supervisory Control and Data Acquisition (SCADA) systems using remote
sensors, signals, and pre-programmed parameters to activate and deactivate valves and pumps to
maintain flows within tolerances” (Government Accountability Office 2018, 9). Because of this,
both IT and OT systems require “baseline and enhanced security measures” (Transportation
Security Administration 2018, 16) that NATO CEPS host nations are responsible to implement.
There is also little agreement between these EU member states about how to implement these
measures. The EU Cyber Security Strategy for the Energy Sector acknowledges that “wherever a
digital technology or an intelligent device has been implemented, even something as simple as
control of a valve on a pipeline, there is a risk of it being used as an unauthorised entry point and
taken over for malicious intent” (Healey et al. 2016, 15). Developing a detailed inventory of CEPS
vulnerable endpoints and of their links to “remote and third party connections,” has proven to be,
however, a difficult endeavor (Transportation Security Administration 2018, 17), particularly due
to “insufficient information sharing and coordination of action” (Healey et al. 2016, 8) among the
host nations. This is due to two reasons: 1) diversity and inconsistencies in the data collected; and

2) lack of trust between the CEPS host nations.
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Figure 17. Cyber-physical threats to CEPS.

Interviews conducted show that NATO energy and cyber security SMEs are very much
aware of diversity and inconsistency between the NATO CEPS host nations (at the EU member
state level), and between the public and private entities supporting the CEPS infrastructure (at the
sectoral level), but in the absence of clear EU guidance for the protection of public and private
critical energy infrastructure from cyber threats, it is unlikely that they will be resolved any time in
the near future. While the EU NIS Directive tasked Member States to “ensure that the competent
authorities...require operators of essential services to provide...evidence of the effective
implementation of security policies, such as the results of a security audit” (Healey et al. 2016, 27),
for example, there is a lack of clear guidance on the valuation of these audits; so methodologies will
differ from one CEPS host nation to another, as we have seen in the previous section. This also
means that the data collected may also have different meanings, depending on the geographical
context, and the entity that recorded it.

The roles of NATO and the EU with regards to the protection of CEPS infrastructure “are
thus very much complementary” (Flamant and Parrein 2017, 28), and EU regulations and
capabilities have a direct impact on NATO CEPS cyber security. With EU cybersecurity regulations

failing to properly address the protection of critical energy infrastructure on the territory of its
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member states, to include on the territory of the CEPS host nations, the protection of NATO
CEPS becomes more dependent on the EU alliance than NATO. This is an area of concern,
particularly as the flow of information between NATO and EU defence agencies concerned with
cyber security threats remains minimal (at best). This is despite the fact that both the EU and
NATO leaders emphasize the need for increased “international partnerships and cooperation with
industry and research institutions” to guarantee Trans-Atlantic cyber resiliency (Merkel and von der
Leyen 2016, 93). In fact, lack of comprehensive EU cybersecurity regulation to protect critical
energy infrastructure is also attributed to lack of trust between EU member states. Some member
states, for example, fear sharing vital intelligence with other European competitors. In the context
of the CEPS infrastructure, for example, the CEPS host nations are also competitors in the energy
field (like The Netherlands, Germany and France), and cooperation among these states in the field
of cyber security has been hampered by fears of “industrial espionage” (Merkel and von der Leyen
2016, 37). Nevertheless, there is a general agreement that “the immediate and potentially
catastrophic nature of the cyber threat across the Energy sector, however, demands an urgent and
focussed policy response” (Healey et al. 2016, 8) across the European Union. But this lack of trust
between allies means that “attempts to establish internationally binding regulations or confidence-
and security-building measures may therefore have only a limited effect” (Merkel and von der Leyen
20106, 306).

There is also a lack of trust between NATO member states Russia. Given that locating
pipeline leaks is a time-consuming endeavor, “pipelines [and] pump stations [..] are attractive
targets for enemy air and missile attacks” (Jozsef 2013, 32). This makes the NATO CEPS a target
during future military conflicts in Europe. 80 percent of the CEPS host nations and energy and
cyber security SMEs interviewed for this paper (and 60 percent of pipeline operators interviewed
by the GAO) “said cyber-attacks from nation-state actors were a primary threat to their industry”
(Government Accountability Office 2018, 72). CEPS host nations are particularly concerned by the

“modernisation and strengthening of the Russian armed forces. Increasing military activity and
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hybrid threat”, which includes offensive cyber capabilities (Bijleveld-Schouten 2018, 8). Russia has
been particularly accused for trying to divide the European Union and undermine its relationship
with NATO by pursuing “a policy of all-out assertion (Eastern flank, the Mediterranean Sea, Syria,
the Balkans) and across all domains” (Macron 2017, 41), to include the cyber domain. It is thus a
priority for both NATO and the EU to have “an adequate response to the use of all available
(including military) Russian means of power, a way of acting that is defined today as hybrid warfare”
(Flamant and Parrein 2017, 28). Because of this, an attack by Russia against the CEPS infrastructure
“might be regarded as armed aggression, due to |[...] scale and severity. A major cyberattack may,
given the damage it could cause, justify invoking legitimate defence under Article 51 of the UN
Charter” (Macron 2017, 33) or even under the NATO Article 5. The Wales NATO Summit, in
particular, “added the cyber dimension to the dimensions in which NATO exercises collective
defence, as it has been noticed that cyber-attacks can have the same effect on the territorial integrity
of NATO countries as conventional attacks” (Flamant and Parrein 2017, 53). One of the
realizations of most CEPS host nations in response to cyber threats from nation states is the need
to build offensive cyber capabilities. At the alliance level, this is the case of the new “cyber-security
center in Mons Belgium” (Efthymiopoulos 2019), which is expected to showcase offensive cyber
capabilities capable of defending NATO critical infrastructures (such as CEPS) in Europe.

Russia is, however, not the only concern for the NATO CEPS host nations. An attack
against the NATO CEPS infrastructure by “terrorist groups, criminal organisations, and skilled
individuals can potentially cause serious damage with minimal effort” (Merkel and von der Leyen
2016, 306); so increasing investments “in capabilities that deny third countries access to specific areas
(anti-access/area denial) are particularly significant in this context” (Merkel and von der Leyen
2016, 41). While there is “no imminent threat” (Congressional Research Service 2019, 2), these
“military cyber capability also needs to be reinforced to meet the needs of collective defence.
NATO considers this a national responsibility, but expects the countries that have important

NATO facilities on their territory to take the lead in the matter of cyber protection” (Flamant and
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Parrein 2017, 53). Because of this, the Cyber Defence Management Board (CDMB), which is the
“body of NATO in charge of cyber defence affairs of the alliance” (Bettel 2018, 40), needs to take
a more proactive role in working with the host nations and guarantee the protection of the NATO
Pipeline System (especially as the protection of these systems is achieved with very limited national
financial resources). Furthermore, the rise in variety and number of cyber threats are expected to
increase the opportunities for collaboration between NATO CEPS Programme and the CEPS Host
Nations (Grubliauskas and Riihle 2018).

During congressional testimony in January of 2019, the U.S. Director of National
Intelligence “singled out [...] pipelines as critical infrastructure vulnerable to cyberattacks which
could cause disruption for days to weeks” (Congressional Research Service 2019, 2). Therefore, the
protection of CEPS “central dispatch and control centers, pumping stations, access pits and storage
depots” (Butrimas 2018) from cyber security threats also needs to be urgently addressed. This is
particulatly relevant given the conflicting I'T and OT approaches to cyber resilience, “many of
which are based fundamentally on intrinsic technology design” (Healey et al. 2016, 12). Operational
technologies “are the systems that detect or cause a change through the direct monitoring and/or
control of physical devices, processes and events in the pipelines. OT systems include control
systems (SCADA, process control systems (PCS), distributed control systems (DCS)), measurement
systems and telemetry systems, which are collectively referred to as pipeline cyber assets”
(Transportation Security Administration 2018, 16). The modernisation of OT infrastructure was
built on existing systems that were not constructed with cyber security in mind. Because of this, the
OT systems “used to operate much of the pipeline system are vulnerable to outside manipulation.
An attacker can exploit a pipeline control system in a number of ways to disrupt or damage pipelines
(Congtressional Research Service 2019, 2). The use of smart metering by the CEPS infrastructure
and the dependency on national electricity supplies that are also vulnerable to cyber-attacks. These
linkages to the electric power sector have further “heightened concerns about the security risks to

these pipelines” (Congressional Research Service 2019, 1); especially because many of these cyber
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assets are still connected to the internet. Segregating them by “using physical separation, firewalls
and other protections” (Transportation Security Administration 2018, 18) is likely to become a
priority for NATO CEPS host nations over the next few years. Finally, pipelines, valves, pumps
and compressors also need preventive maintenance to increase their life and avoid breaches/leaks.
The inspection of these NATO CEPS infrastructures also use technologies such as smart pigs to
perform various evaluations of the pipeline; and other technologies that are also vulnerable to

cyber-attacks.
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Chapter 5

Discussions

Collective security alliances, as owners and protectors of trans-national energy
infrastructures, are becoming increasingly important in shaping the security policies of regional and
global energy systems in the wake of growing cyber-physical risks. As we have seen with the
dependency of national airports on the NATO CEPS, the uninterrupted supply of vital energy
services globally is increasingly dependent on an intricate system of regional energy market
interdependencies and “vast cross-border infrastructure networks” (Chester 2010/2, 887), to
include CSA-owned and operated networks. These cross-national energy networks are vulnerable
to cyber-attacks (Lacher and Kumetat 2011, 4473; Onyeji, Bazilian, and Bronk 2014; Pearson 2011,
5211; Rinaldi 2004, 2); especially as infrastructure host nations diverge on appropriate responses to
these cyber threats. These CSAs have also started to develop “a substantial degree of autonomy
from the patterns set by the global powers" (Buzan and Waver 2003, 4). The CEPS case analysis
shows that critical energy infrastructure (Luiijf et al. 2009) protection from cyber threats, for
example, no longer falls under the sole responsibility of states, but also under the responsibility of
CSAs that these states belong to (Colesniuc 2013, 125; Pescaroli and Alexander 2016; Pursiainen
2009). In the case of the NATO CEPS, this has been illustrated by increased cooperation by the
NATO CEPS Programme and the host nations in the area of cyber security. Thus, the CSA
definitions of energy security need not only to be expanded “to cope with the challenges of a
globalized world,” (Yergin 2006, 78) but also to cope with the technological challenges of a
regionalized one, where the notion of national energy independence is replaced with that of regional
energy sustainability (Herndndez et al. 2004/2, 385), resilience (Erker, Stangl, and Stoeglehner
2017), affordability (Walker et al. 2015), social (equity and health) (Vera and Langlois 2007, 878),
and cyber security (Gheorghe and Muresan 2011; Nepal and Jamasb 2013, 9)—as the backbone of

smart and sustainable low-carbon energy transitions.
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Regional energy/cyber security integration and synchronization strategies are increasingly
becoming a matter of regional security policies (Evans and Horsthemke 2019; Scholl and Westphal
4/2017, 6). This regionalization of energy-cyber security complexes and the belief that
interdependence is “more intense between the actors inside such complexes than they are between
actors inside the complex and those outside it” (Buzan and Waver 2003, 4) made the energy-cyber
security nexus of high importance for CSAs. But, as we have seen with the case of NATO CEPS,
many factors and converging/diverging stakeholder interests can impact the implementation of

regional cyber-physical securitization of energy systems.

5.1 How CSAs perceive, define, frame and manage cyber threats to vital energy

systems (objective 1)

Whereas the literature review identified the constantly evolving nature of cyber threats to
CEI (Chester 2010/2) and of the role of CSAs (Buzan 1983), data collected in chapter 4 highlighted
the polysemic nature of the ways to protect this infrastructure considering multiple STEPE (socio-
cultural, technological, economical, political, and ecological) factors and stakeholder perspectives
at national and regional levels of analysis - figure 18. This shows that in order to determine
Objective 1 (how CSAs perceive, define, frame and manage cyber threats to vital energy systems)
and to answer Research Question 2 (how CSAs prioritize said defense), more attention needs to be
given to the geo-STEPE considerations and stakeholders that can influence 1) the general aim of
the CSAs; 2) their conventional/mainstream security challenges; 3) the security challenges and
general policy contexts of their key member states; and 4) the configuration of their cyber-physical
systems. This refocusing is needed to determine how CSA strategies are likely to change in the
future to protect CEI from cyber threats during smart and sustainable low-carbon energy

transitions.
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Figure 18: Multi-level and multi-lateral perceptions of cyber-physical threats.

5.1.1 The Geo-STEPE divide

In order to protect the cyber-physical energy supply chains and their geo-energy systems,
regional security arrangements “should command long-term commitment, determination, focus
and resources with a high level of integration of energy policies across scales of governance, supply
and demand sides of energy systems, and energy technologies” (Cherp, Jewell, and Goldthau 2011,
75). These obligations require crossing the social, political, economic, cultural, knowledge, and
digital (SPECKD) divides (Elias G. Carayannis, Kaloudis, and Mariussen 2008) in negotiations
among actors of different backgrounds, which is harder to achieve within regional than national
settings. Citing Huntington, Tana Johnson—Assistant Professor of public policy at Duke
University—described the socio-cultural divide as the main challenge in finding common energy
security solutions for the Global Governance 2022 Scenarios—an independent initiative comprised
of 24 fellows from the U.S., China, and Germany (Cheng et al. 2013). Although the expectation is
that geographical neighbors share many values and beliefs, this is not always the case, and mistrust

among states often complicates negotiations in the fields of energy and cyber security (as we have
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seen with the fear of cyber espionage among the NATO CEPS host nations). These socio-cultural
divides are further exacerbated by economic factors (democracy vs. profit considerations,
competition among cyber security firms, etc.), technology transfer complications (and growing
roadblocks to free trade), and lack of coherent legislation (with conflicting security vs. privacy
implications). For these reasons, while regional cyber security cooperation (particularly in the energy
field) is heavily promoted at all levels of international relations, regional dialogue on cyber security
(particularly within the context of CEIP and the smart and sustainable low-carbon energy
transitions) remains limited.

In chapter 4, we observed how the ITU—composed of over 800 members from industry,
government, and academia—GCI used, however, the geo-STEPE considerations as a strength
rather than a weakness in cyber security assessments. The GCI also highlighted that some countries
(such as Singapore, the US, UK, Russia, France, Estonia, Canada and Israel) managed to overcome
geo-STEPE challenges by balancing competitive factors without sacrificing the positive
competitive requirements of innovation (Firdous 2018). The GCI considers legal, technical,
organizational, capacity, and cross border cooperation (in a multi-stakeholder environment)
indicators worth further consideration when assessing the cyber preparedness of CSAs to tackle
cyber threats to CEI during smart and sustainable low-carbon energy transitions. For NATO, for
example, it also shows that cyber security resilience is not dependent only on financial resources,
where nations of old NATO ought to be better prepared than nations of new NATO. Instead,
some new NATO member states (such as Estonia and Lithuania) with big financial resource
limitations seem to be better prepared for the growing cyber threats within NATO (see table 30).
This means that achieving the technical means to defend from cyber threats is more dependent on
ways (strategies) and ends (political goals) than means (financial resources). These ways and means
are dependent on stakeholders that rarely all agree on what CEI needs to be protected, from what
cyber threats and by what means. One such challenge is the implementation of environmental

considerations in the ways (as seen with the proposed CARVER methodology), which the GCI is
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Table 30. New NATO and Old NATO legal, technical, organizational, capacity, and cross border cooperation

considerations for cyber security of critical infrastructure
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5.1.2 The stakeholder divide

The key energy security actors in government and/or international organizations
(producing and consuming nations, OPEC and/or Gas OPEC member states, IEA/G8 members,
etc.), industry (energy companies, carriers, PES transportation companies, etc.), academia, and civil
society (NGOs, consumers, prosumers, etc.) not only differ from one region to another, so do their
priorities and stakes in each region. These stakeholders also have diverging views on the implication
of technology transformations (Al and cyber centric) for smart and sustainable low-carbon energy
transitions. The challenge to deduce simple, universal solutions (panaceas) in multi-stakeholder,
"highly context dependent" (Kruyt et al. 2009/6) environments (see Ostrom) is thus multiplied in
regional fractal, multi-level, multi-modal, multi-nodal, and multi-lateral (Elias G. Carayannis 2008)
settings when compared to national settings. This effort “calls for wide involvement of different
actors as well as flexibility, innovation, openness and diversity. Nations, energy industries, and
communities will need to find unique, [innovative] solutions that work for them. No panaceas,
either technological or institutional, are likely to succeed” (Cherp, Jewell, and Goldthau 2011, 75)
without proper calibration of measures (Ragin 2009) during smart and sustainable low-carbon
energy transitions. Additionally, supranational institutions (such as CSAs) currently struggle with
the difficulty to account for all actors with a stake in cyber security for sustainable energy
transformations at both national and regional levels. This is caused primarily by a lack of
transparency about CEI vulnerabilities at national levels. While the International Energy Forum
(IEF), for example, “has emerged as an organization in which consumer and producer countries
join a dialogue about stabilizing energy markets and improving transparency in energy markets,” its

reach has been limited (Cheng et al. 2013). Chester argued that this is because

“twenty-first century access to energy sources depends on a complex system of global
markets, vast cross-border infrastructure networks, a small group of primary energy
suppliers, and interdependencies with financial markets and technology. |...] An
examination of explicit and inferred definitions finds that the concept of energy security is
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inberently slippery becanse it is polysemic in nature, capable of holding multiple dimensions
and taking on different spectficities depending on the country (or continent), timeframe or
energy source to which it is applied. This ‘slipperiness’ poses analytical, prediction and
policy difficnlties” (Chester 2010/ 2).

In the process of identifying regional cyber threats to sustainable energy security or planning
and implementing responses, it is important to understand the decision-making mechanisms—
which “must involve multiple stakeholders” (Cheng et al. 2013)—with the influence and
determination to affect cyber security for smart and sustainable low-carbon energy transitions. The
Stakeholder Analysis (SA) is a methodology that can be used to prioritize both threats and cyber
risk mitigation strategies or responses by accounting for—and often incorporating—the needs of
those who have a ‘stake’ or an interest in the outcomes. Mitchell, Agle and Wood proposed that
classes of stakeholders can be identified by their possession or attributed possession of one, two,
or all three of the following attributes: 1) the legitimacy of the outcome’s impact on the stakeholder
(what legitimizes their position); 2) “the urgency of the stakeholder’s claim” concerning the
outcome (an indicator of their outcome’s salience); and 3) “the stakeholder’s power to influence”

the outcome (their influence) (Mitchell, Agle, and Wood 1997, 854).

5.2 Back to NATO CEPS: the need for a stakeholder analysis

Identifying CEI cyber-physical threats to all the potential stakeholders during smart and
sustainable low-carbon energy transitions is important in predicting the success of CSA
cybersecurity objectives because stakeholders have the power to “prevent our accomplishments”
(R. E. Freeman 2010, 52), and thus determine the outcomes. Lack of trust between French and
German intelligence agencies, for example, severely impacts the effectiveness of NATO CEPS
cyber security efforts during smart and sustainable low-carbon energy transitions. Managing the
relationship with key stakeholders—despite the conflict of interest between them—is not only

important to the understanding of regional mechanisms and interactions, but also to facilitating the
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regional dialogue between them on cyber security during the entire process of smart and sustainable

low-carbon energy transitions, which is currently missing.

5.2.1 Stakeholders of NATO CEPS cyber-energy security during smart and

sustainable low-carbon energy transitions

A stakeholder analysis of geo-energy systems has identified the following key, primary, and
secondary stakeholders (Miron and Preda 2009) that would also need to be considered when
developing NATO CEPS cyber security strategies in the context of smart and sustainable low-
carbon energy transitions:

e Key Stakeholders, “who can significantly influence or are important to the success of a
project or a programme (according to the major policy objectives and to the purpose of the
respective programme)” (Miron and Preda 2009, 878) include:

O Regional integration structures. Regional integration is the “voluntary linking in the
economic and political domains of two or more formerly independent states to the
extent that authority over key areas of national policy is shifted towards the
supranational level” (Mattli 1999, 1). The European Union cyber security
regulations, for example, can be critical in guiding the priorities for the protection
of NATO CEPS from cyber-attacks;

O Other CSAs and international organizations (10s). CSAs and 1Os have an increasing
interest in cyber security, and are directly impacted by attacks against energy
infrastructures of their member states. In fact, “most global, transatlantic and
regional international organisations (UN, NATO, the EU, G8, OSCD, OECD,
ITU, ICANN, AU, ASEAN, OAS, etc.) have developed policies and instruments
to address the growing sophistication of cyber-attacks against critical infrastructures
and services” (Pernik 2014, 1). Examples of other CSA actions with an impact on

NATO CEPS include NATO’s “Smart Defence” policy (E. G. Carayannis,
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Campbell, and Efthymiopoulos 2014; Efthymiopoulos 2014), and the creation of a
NATO Cyber Command in Belgium by 2022, the establishment of the European
Defense Agency (EDA) in 2004 (Mix 2011), and even the growing focus of the
Shanghai Cooperation Organization on cyber (Boland 2011), etc;

O Public authorities. These may include energy regulatory bodies of CSA member states,
ministry of economic affairs or department of commerce, national competition
regulator bodies, etc.;

O Defense agencies. These have had a major influence on the development of national
cyber security strategies (NCSS) in Australia, Canada, China, Czech Republic,
Estonia, France, Germany, India, Israel, Japan, Lithuania, Luxembourg, Romania,
Russia, the Netherlands, New Zealand, South Africa, Spain, Uganda, the United
States, the UK, etc. (Luiijf, Besseling, and De Graaf 2013). As we have seen with
the case of NATO CEPS, host nations cyber security strategies impacted the
security of NATO CEI from cyber-physical vulnerabilities;

o Utility companies (generation and transmission). Utility companies are “increasingly using
information and communication technology (ICT) to increase the efficiency and
reliability of the grid” (Pearson 2011). NATO CEPS is often dependent on access
to electricity provided by these companies-which transcends national borders;

O Actors in the energy sector. Often, within CSAs, energy actors of member states are in
competition with each other, so sharing of information to combat cyber threats
against CEI can be slow - and this is also the case with sharing on collaboration
among NATO CEPS partners;

O International financial bodies. As we have seen with NATO CEPS, host nation support
depends on limited access to resources, so international financial bodies can have a
direct impact on cyber security;

O Political parties. Politics can also impact the implementation of cyber security
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strategies by CSAs, particularly when cyber security is perceived as too high of a
cost, and resources are diverted toward other endeavors (ro promote other
government successes). In the Netherlands, for example, much of the profits made
by the government through the selling of NATO CEPS delivered jet fuels is
redirected toward other priorities rather than cyber security of the pipeline;

O Other influential lobby groups. In France, for example, we have seen that the NATO
CEPS pipeline is used to deliver fuels to Paris during political and social turmoil
(particular during strikes); this also increases the cyber threats to the pipeline during
these social movements.

® Primary Stakeholders, “individuals, groups of individuals or institutions who are affected
either positively (beneficiaries) or negatively by a project or a programme who has impact
on them; in most projects primary stakeholders will be categorised according to project
objectives and social analysis” (Miron and Preda 2009, 878):

O Energy production and distribution companies. Cyber-attacks against Germany’s FBG or
France’s TRAPIL, could cripple much of the NATO CEPS operations;

O Cyber security vendors. The author has identified some 1962 vendors and 5932 cyber
security products (at different levels of development) that could impact the cyber
security of CSA CEI,

O Strategic investors. Cyber security is dependent on CEI investments; and

O Energy consumers and prosumers. Some civilian airports, for example, are fully
dependent on NATO CEPS jet fuels supply.

® Secondary Stakeholders, “different intermediary entities in the process of delivering the
activities comprising the project or programme, who can or cannot take part in the decision-
making process and who can be influenced positively or negatively” (Miron and Preda 2009,
878):

O Potential investors. Investment in cyber security companies by VCs, for example, have
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doubled between 2016 and 2018;

O Energy suppliers. Much of the fuels transported through the CEPS pipeline comes
from ships that are also vulnerable to cyber-attacks;

O Energy transportation companies. Once fuels reach key points, they are loaded onto
trucks and delivered to clients. If the pipeline goes down, this also impacts these
companies’ ability to deliver fuel to their clients;

O Equipment suppliers. Pumps, valves, and other smart equipment used by the CEPS
pipeline need to have cyber security firewalls, and their failure to operate will also
impact future business with the suppliers;

O Research institutes in the energy sector. This is done within most nations, but lack of
resources also lead to lack of comprehensive cyber security solutions;

O Regional centres of excellence. These include the Estonian-based Cooperative Cyber
Defence Centre of Excellence (CCD CoE) (R. Hughes 2009), the Lithuania-based
Energy Security Centre of Excellence (ENSEC CoE) (Molis and Vai$noras 2010),
the Finland-based European Centre of Excellence for Countering Hybrid Threats
(Hybrid CoE) (Moller and Petersson 2019);

O Banks financing projects in energy sector. These banks are critical in financing CEPS
operations in Germany, France, and The Netherlands, where projects of CEPS
private partners are regularly funded by private banks;

O Consultancy firms. These are often brought in by CEPS private partners in Germany,
France, and The Netherlands to consult on cyber security threats;

O Employees of the companies in the sector. During a strike in France, a disgruntled oil and
gas employee could be compelled to attack the NATO CEPS infrastructure with
cyber malware (insider threat) disabling it for days or even weeks;

O Trading unions of the companies in the sector. Delivery of jet fuels through the NATO

CEPS is rarely affected by the actions of trade unions, but the operation of the
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pipeline could have a direct effect on trading unions (as discussed before).

0 NGOs. The NATO CEPS pipeline does not assist in decreasing the consumption
of fuels, and host nations tend to be less sustainable than their neighbors. NGOs
can have a direct impact on increasing resiliency of the pipeline by pushing for more
diversified and sustainable sources; and

O Other employers and professional associations in the sector. This includes regular forums

where these cyber threats to CSA CEI are discussed and solutions proposed.

5.2.2 The EU as a stakeholder of NATO CEPS cyber security

At the advent of regional cyber-physical threats, we are also witnessing a shift from vertical
(state-level) toward horizontal (systemic-level) authority cyber defense structures within geo-energy
spaces. Additionally, collective economic alliances (such as the EU) have also been forced to behave
more like collective security alliances, and sometimes even used their economic and political tools
to influence regional security policies that were traditionally shaped by nation states. The EU, for
example, has largely influenced the regional securitization of the new energy sources supply chains
(production, transportation, and distribution) and of the cyber-physical approaches to protect them
at the regional level. This explains, for example, why the EU (with the additional political and
economic instruments) has had more success in shaping regional energy and cyber security policy
of its member states than NATO. EU’s legitimacy to address cyber-physical threats rests in its
policy and economic instruments that NATO does not have access to. While NATO, like the
European Union Agency for Cybersecurity (ENISA), does not have the authority or legitimacy to
impose the regional implementation of cyber security policies and standards, the EU has other ways
to coerce nations to place common interests/security above local/national politics. The EU’s
economy is also more at risk of being directly impacted by a cyber-attack against its critical energy
infrastructure. Even a cyber-attack on the NATO CEPS infrastructure would impact the civilian

airports and European economy more than the military airfields and European security. As a result,
168

IFTIMIE, 1. (2020). The Securitization of Cyber-Physical Geo-Energy Systems.
Dissertation submitted to the Department of Environmental Sciences and Policy of CEU



CEU eTD Collection

EU securitization efforts have also directly affected the way that NATO infrastructure (such as
CEPS) is protected; meaning that a discussion on EU as a stakeholder is warranted.

The 2014 European Energy Security Strategy starts with a simple, but very clear message:
that “the European Union's prosperity and security hinges on a stable and abundant supply of
energy” (COM(2014)330). In contrast to NATO—a strict adherent of the neorealist sovereignty
school of thought, promoting energy security for its member states—the EU Energy Security
Strategy places the Resilience and Robustness of the union above the energy security of the state.
On the robustness side, the EU recognizes its domestic scarcity of resources; and that predicted
growth in domestic oil and gas demand will increase its dependency on imports from the Gulf
states and the Former Soviet Union (FSU). With energy representing over 20% of total EU imports
and these energy imports representing more than half of all the energy it consumes (see figure 19),
the EU is currently struggling to move “from a fossil fuels-based energy system to a low-carbon

and fully digital and consumer centric one” (COM(2017)688).
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Figure 19. 2017 EU Sankey Diagram using the MOSES (Jewell 2071) energy systems approach.

On the resilience side, the Energy Union, the EU energy security strategy, and the third
package accommodate for transitory shocks such as “regulatory changes, unforeseeable economic
crises (or booms), change of political regimes, disruptive technologies, and climate fluctuations”
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(Cherp & Jewell, 2011). As such, the Energy Union became one of the ten priorities of the
European Commission; the Third Package promoted the independence of regulatory authorities
from both government regulation and industry; and smart and sustainable low-carbon energy
transitions became inseparable from the concept of energy security in Europe (COM(2014)330).
Here, the smart and sustainable low-carbon energy transitions is defined by the 20/20/20 targets
set by the Union to be attained by 2020: 1) 20% reduction in greenhouse gas emissions [24%
reduction expected by 2020 and 32% by 2030], 2) increase to 20% share of renewable energy as a
proportion of final energy consumed [expected to reach 21% by 2020 and 24% by 2030] (see table
30), and 3) 20% improvements in energy efficiency; all compared to 1990 levels (COM(2014)15).

Of note is that all CEPS member states are failing to meet their 2020 RES commitments.
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Nation-States EU 2015 RES | 2020 target Complete
Austria 1995 33 34 97%
Belgium 1958 7.9 13 61%
Bulgaria 2007 18.2 16 100%
Croatia 2013 29 20 100%
Cyprus 2004 9.4 13 72%
Czech Republic] 2004 15.1 13 100%
Denmark 1973 30.8 30 100%
Estonia 2004 28.6 25 100%
Finland 1995 39.3 38 100%
France 1958 15.2 23 66%
Germany 1958 14.6 18 81%
Greece 1981 15.4 18 86%
Hungary 2004 14.5 13 100%
Ireland 1973 9.2 16 58%
Italy 1958 17.5 17 100%
Latvia 2004 37.6 40 94%
Lithuania 2004 25.8 23 100%
Luxembourg 1958 5 11 45%
Malta 2004 5 10 50%
Nethrelands 1958 5.8 14 41%
Poland 2004 11.8 15 79%
Portugal 1986 28 31 90%
Romania 2007 24.8 24 100%
Slovakia 2004 12.9 14 92%
Slovenia 2004 22 25 88%
Spain 1986 16.2 20 81%
Sweden 1995 53.9 49 100%
UK 1973 8.2 15 55%

Average 83%

Table 31: EU with shares of gross final consumption of RES in 2015 and 2020 target

Within the CSDP framework, the EU also relies on building partnership capacity and on
equipping and training specialists to proactively predict, prevent, and pre-empt (4P) energy security
shocks and stresses in a multi-national environment. The CSDP emerged recently as a vital
institution with the EU for sharing vital intelligence and with the capabilities necessary to insure
CEIP during smart and sustainable low-carbon energy transitions. From 2015 until 2019, the
European Defence Agency (EDA, which supports CSDP operations) was tasked with organizing
the Consultation Forum for Sustainable Energy in the Defence and Security Sector (CF SEDSS)

and “continue to examine how technological and regulatory progress made in energy efficiency,
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renewable energy and protection of critical energy infrastructures could also be successfully applied
to the defence and security sector” (EDA, 2018). Its three working groups focus on 1) Energy
Management (EM) and Energy Efficiency (EE), 2) Renewable Energy Sources and Technologies
(RES), and 3) Critical Energy Infrastructure Protection (CEIP). This effort is critical for the
development of Euro-centric energy systems that offer flexibility, adaptability, and diversity;

ensuring protection through spreading risks and preparing for surprises (Cherp & Jewell, 2011).

Protection of the EU’s critical energy infrastructure—to include CEPS—from cyber-
attacks falls under the responsibilities of the third working group, the Critical Energy Infrastructure
Protection (CEIP). With the EU energy infrastructure “transitioning into a decentralised, digitalised
smart energy system" (Healey et al. 2016, 1), both the EU and NATO critical geo-energy chains are
becoming more vulnerable to cyber-attacks. Because of this challenge, the EU Network and
Information Security (NIS) Directive highlights the importance of “cross-border collaboration
between EU countries, e.g. the operational EU CSIRT network, the strategic NIS cooperation
group, etc.” (EU 2016/1148). The EU has also been tackling the issue of cyber security for energy
infrastructure in official statements, highlighting the need for collective cyber security in the energy

field, particularly in the oil, gas, and electricity sectors (figure 20).
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Figure 20: Sectors under the European INIS Directive.

The EU NIS did not provide, however, clear direction to how cyber assessments are to be
conducted, particularly in the energy field. This issue is, however, not sui generis for the EU, but
also an issue within every NATO member state. This is particularly because of resistance from
energy lobby groups. For example, within the U.S,, the “Implementing Recommendations of the
9/11 Commission Act of 2007” (P.L. 110-53) directed TSA to “promulgate pipeline security
regulations and carry out necessary inspection and enforcement if the agency determines that
regulations are appropriate” (§1557(d)). In over one decade since this requirement was passed, no
such regulation has been drafted; compliance of industry with pipeline cyber security guidelines
being completely voluntary, with industry arguing that “regulations are unnecessary because
pipeline operators have voluntarily implemented effective physical and cybersecurity programs”
(Congtressional Research Service 2019, 2). This is despite the fact that in 2018 the GAO study
identified a number of weaknesses in the industry’s voluntary compliance with the TSA program,
to include “inadequate staffing, outdated risk assessments, and uncertainty about the content and
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effectiveness of its security standards” (Congressional Research Service 2019, 2). Interviews reveal
that ALL of these issues also apply in Europe, and particularly in the case of the CEPS pipeline.
Despite the fact that the energy and cyber security strategies of NATO and the E.U.
(through the CSDP) are at different stages of development, these two CSAs complement each other
and will both play an important role in shaping the security of the NATO CEPS. By understanding
the E.U. energy security strategies and NATO cyber security capabilities, the similarities and
differences between the two would be useful to understand how other CSAs, like Benelux, or Eu
Med will deal with threats to cyber-physical energy systems in the future. It is worth nothing here,
that while there is cooperation and complementation between NATO and the EU in the field of
cyber security, there is also competition. As such, any commitment of national resources to NATO
capabilities is often seen by EU defense experts interviewed as a threat to European defense. With
the EU increasingly perceiving NATO as a competitor, it is expected that collaboration in the

cybersecurity field will also be affected.

5.3 CSAs and the future of CEIP in the cyber domain

As seen above, the CEPS stakeholders are not limited only to nation state governments;
but include actors from government, industry, academia, and media or civil society. While the case
study paid attention to some of the key stakeholders of NATO CEPS that can influence cyber
security policies, more attention needs to be paid to primary and secondary stakeholders in future
studies. For example, more attention needs to be paid to how the media and civil society can
influence policies of CEPS member states. Furthermore, with the focus of CEPS being primarily
to transport fuels, more attention needs to be paid to how renewable energy policies (both national
and european) will impact the future of CEPS operations.

Potential stakeholders (discussed in section 5.2.2) within each CSA, their interests, and their
influence are major stages in stakeholder analysis (Wolfe and Putler 2002, 65) that directly affect
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the implementation and effectiveness of regional cyber-physical policies. This stakeholder analysis
(PRMPS 2009, 1) of regional cyber-energy policies must thus consider four major attributes: 1) the
CSA stakeholders’ position on the regional cyber-energy policies; 2) the level of influence that CSA
stakeholders hold in drafting and enforcing regional cyber-energy policies; 3) the level of interest
that cyber threats to critical energy infrastructure instills in the CSA stakeholder, or salience; and 4)
any additional group/coalition/alliance to which CSA stakeholders belong to or can reasonably be
associated with. This last element is also important to consider because, as we have seen in the
previous section, EU cyber security policies have a direct impact on how NATO CEPS
infrastructure is protected from cyber threats.

Each CSA stakeholder’s position can be ascertained by analyzing both the information
reported directly by the stakeholder (eq, in official CSA documents) and through secondary
information (eq, news interviews). To clearly define this position, knowledge of cyber security
supporters and opponents must be correlated with advantages and disadvantages of the outcome
to each CSA stakeholders. A position map must thus illustrate more than just which CSA
stakeholders support or oppose an outcome, but must also answer the question why they support
or oppose the outcome (in our case, cyber-physical security of critical energy infrastructure). With
regards to the NATO CEPS, we see for example resistance to better integration between NATO
CEPS host nations because of lack of perceived trust and competitive nature of some of these
relations between them.

Salience is defined as “the ability of a particular form of information presentation to grab a
person’s attention, regardless of the importance of the task or goal in which the person was
previously engaged” (Endsley 2016, 255). While it is safe to agree that under normal circumstances
all stakeholders are rational entities, outside pressure (and the perceived idea of necessity) cuts down
the time allocated to planning, and forces the stakeholders on autopilot, where they rely on limited
information and instinct (past experiences) in their decision making process. In fact, researchers

believe that “most of the decisions we make are made mindlessly, with little thought at all. Our
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minds are programmed with persuasion triggers when we receive an appropriate cue” (Mills 2000,
218). In a collective security environment, CSA stakeholders need to be able to weigh the salience
of cyber security objectively, rather than in contrast to other competing public-private interests (like
the cost of cyber security on major energy companies, for example).

Influence refers to how persuasive a CSA stakeholder is in converting other CSA
stakeholders into true believers that are willing and eager to effect change and to bring out desired
outcomes. Assessing the influence of each CSA stakeholder of shape and enforce regional
cybersecurity regulations is perhaps the most important step of a CSA-level stakeholder analysis.
The more influential a group is, the closer the attention paid to it should be (hence, the classification
into key, primary, and secondary stakeholders). In the case of NATO CEPS, we notice, for example,
that host nations had more influence over how the pipeline is protected from cyber threats than

the NATO CEPS Programme.

5.3.1 The impact of group politics on cyber threat prioritization

The regional group/alliance association is also important to consider because they can
further complicate how CSAs perceive, define, frame and manage emerging cyber threats to vital
energy systems. It also determines how environmental considerations are imbedded into CSA cyber
defense strategies. Fortunately, much of these assessments can be done using predictive analytics
tools. To quote physicist and author Barabasi, “driven mainly by commercial interests, predictive
tools will continue to improve, particularly those that quantify individual behavior. And to further
enhance their accuracy, these tools will move from focusing on individuals, to focusing on the
groups they belong to” (Barabasi 2010, 252). These tools can also be used to further refine the
stakeholder lists that we have addressed above. For example, Karabaich’s taxonomy of 14 questions
can be used to develop a rough idea of “who” the CSA stakeholders really are: 1. Why have the
individuals formed the group? 2. How are events and other groups external to the group perceived?
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3. What has the group been trying to achieve recently, as indicated by their propaganda and
activities? 4. What is perceived to be the most effective means of pursuing these goals? 5. What are
the perceived utility and role of different means for advancing the group’s interests? 6. What is the
role of chance/fate in the group’s philosophy? 7. What is the best approach for selecting the goals
for action? 8. What are the perceived chances of achieving the goals? 9. What are the perceived
acceptable means of achieving the goals? 10. What is the best approach to calculation, control, and
acceptance of risks? 11. What is the best timing of action? 12. What are the perceived constraints
on achieving the goals? 13. What is their level of commitment? and 14. How is the group perceived
by the larger group? (Karabaich 2004). For the purpose of future cyber assessments during smart
and sustainable low-carbon energy transitions (that embrace environmental considerations for new
energy technologies), these questions can be reframed in the following way:

1. Identify the key, primary, and secondary groups of CSA stakeholders invested in cyber
security for critical energy infrastructure during smart and sustainable low-carbon energy
transitions;

2. What is the CSA stakeholders’ position on cyber and environmental security for critical
energy infrastructure during smart and sustainable low-carbon energy transitions? (What do
they SAY they want?)

a. Larger Goal: Why did the individuals form the group?
b. Short Term Goals: as indicated by public statements and activities.
c. Long Term Strategy: How do short term goals fit into the larger goal?

3. How focused are they on cyber and environmental security for critical energy infrastructure
during smart and sustainable low-carbon energy transitions when compared to other
organizational goals?

a. Level of Commitment: What is the level of commitment of both leaders and
members to short term and larger goals?

1. What choices do they have? Identify the perceived constraints (look at
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situational factors and beliefs that affect the outcome).

ii.  What risks are they willing to take? Identify the perceived acceptable means
of achieving goals (compare to norms of members or society) and the
mechanisms the group uses to control risks.

4. What is the level of influence they hold with other groups?
a. From their perspective: identify the perceived chances of achieving their goals (look
at short term and larger goals).
b. From society’s perspective: identify their level of support (polls, media,
political/economical).
1. What s the perceived cyber and environmental security role of the group in

the larger group/culture?

5.3.2 Redefining the cyber threat: back to the three perspectives

In addressing objective 5—interpret and extrapolate results to validate the feasibility of
CSAs to integrate the protection of national cyber-physical energy systems (CPES) into their
mandate (the ends)—analyzing the multitude of perspectives makes is easy to lose focus and get
overwhelmed. It is easier, then, to rearrange these into three perspectives, previously addressed:
sovereignty, resilience and robustness. Cyber threats to CSA CEI can come from sabotage and
terrorist attacks or political/technology embatrgoes (the sovereignty perspective), extreme natural
events or energy infrastructure failures (the robustness perspective), and unexpected
regulatory/technology changes or natural events (the resilience perspective)—see figure 21. These
cyber threats affect a multitude of infrastructures and stakeholders in different ways. Within the
Sovereignty, Resilience, and Robustness perspectives there are a multitude of groups, many with
conflicting interests and priorities (as seen in 5.3.1); meaning that no two CSAs are affected by
cyber security threats to CEI in the same way. Lack of clear understanding of who these groups are
at the regional geo-energy levels, means that while risk minimization “in cyber security is
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undoubtedly occurring in the energy sector, [...] this appears to be mostly ad hoc and not the
product of specific coordinated and focussed objectives” (Healey et al. 2016, 8). As a result, cyber

security efforts within the energy sector often fail to fully achieve their intended objectives.

Emergency systems

Responses

Research and developmen
+ Information sharing

- Diversity of
supply routes

capacities
- Resilient design
(decentralized etc.)
- Infrastructure

redundancies

Unpredictable Risks
- Regulatory changes
- Technology changes
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LEGEND

O sovereignty
O Robustness
O Resilience
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Source: Adapted from (Cherp and Jewell 2011/ 9)
Figure 21. Cyber Connected Threats to CEI and Mitigation Strategies based on Cherp & Jewell’s three perspectives

on energy securit).

In the cyber domain, not all risks and responses discussed by Cherp and Jewell apply.
Nevertheless, the risk minimization and/or response categoties fit well in the GCI’s categories used
in the proposed framework. For example, environmental considerations fit well under ‘adopting
safer technologies’ category and corelates with ‘best practices’ category of the GCI. On this note,
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it needs to be emphasized that information sharing needs to be added within this three perspectives
framework; especially if cyber threats to energy secutity ate addressed at the regional/supra-national
level. Information sharing and collaboration is also an element that has been identified where most

NATO member states could do better at; and will determine the effectiveness of future CSA cyber

security policies.
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Chapter 6

Conclusions

The CSAs of the 21st Century have been challenging the centrality of states in the anarchical
nature of the international system. These alliances are emerging as polycentric governance systems
“with various parts fostering complementary approaches necessary for addressing the highly
interlinked energy challenges” (Cherp, Jewell, and Goldthau 2011, 75) at the advent of cyber-
physical risks (Herd and Kriendler 2013). Within these alliances, the definitions of energy and cyber
security are shaped today more by “how countries manage their relations with one another, whether
bilaterally or within multilateral frameworks” (Yergin 2006, 82) than by domestic and/or global
cyber-physical policy decisions. This synthesizes how energy security and cyber security are
perceived by CSAs in the contemporary security environment; which was the first objective of this
research paper. Since most energy cyber-physical threats “travel more easily over short distances
than over long ones,” (Buzan and Waver 2003, 4) one can observe the emergence of geo-energy
spaces “where a precise set of energy relationships take place, among different agents—producer
states, enterprises and consumer governments—who are active within it,” (Mafié-Estrada 2000,
3785) and wherte a nexus of regional (rather than domestic and/or global) energy and cyber security
strategies act as a more efficient driver CSA CPES security. Here, it is necessary to highlight the
increased collaboration between NATO and the EU under the Technical Arrangement on Cyber
Defence, which was signed in 2016; as well as the availability of NATO Cyber Rapid Reaction
teams to conduct defensive cyber operations and protect domestic CEI of NATO member states.
This empirically validates the means and ways of CSAs in complementing domestic CEIP efforts

in the cyber domain (objective 4).
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Figure 22: The nexcus between energy security, cyber security, and collective security priorities and the role of CSAs
in securing regional Cyber Physical Energy Systems (CPES).

The cyber threat against CEI extends beyond threats to fuels and renewables production
and distribution. Data collection from the application of the proposed framework (which was
objective 3) showed that in order to better understand the wider impact of cyber security against
CEl, it is important to look at multiple areas and interactions. Some of these are covered, for
example, by the US Presidential Policy Directive 21 (critical infrastructure security and resilience),
or PPD-21, which was released in 2013. The document highlights that governance systems are
responsible “for the identification, prioritization, assessment, remediation, and security of their
respective internal critical infrastructure that supports primary mission essential functions” and
must take all necessary steps to strengthen the resilience, robustness, and security of critical
infrastructure against both cyber and physical threats (Presidential Policy Directive 21 2013). As
indicated by the 30 CEPS experts interviewed, national assessments require a clear understanding
of cyber physical energy systems and their interactions (figure 23). This consideration also implies
that the proposed framework (objective 2) should expand beyond CSAs prioritizing just threats to
geo-energy systems.
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At the regional level, the CEPS case highlighted that the links between the critical
infrastructures listed above must be considered “in various contexts and under different
circumstances” (Joensson 2010, 18), including across borders (figure 24). This validates not only
that CSAs must integrate the protection of national-level CPES into their mandate, but also that a

broader approach must be taken to complement the domestic protection critical infrastructures in

general.
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Figure 24. Simplified model of Critical Energy Infrastructure (CEL) with convergence of I1° & OT systems across
borders, within the context of a Collective (Cyber) Security Alliance.

Almost all aspects of society (across borders) could be impacted by failure of critical energy
infrastructure. From an environmental perspective, an oil spill in Belgium caused by a cyber-attack
against the NATO CEPS infrastructure that originated from Germany could also lead to
contaminated water in The Netherlands. It could also cause major economic losses if Amsterdam
civilian airport fails to receive its jet fuel on time. Costs of response could skyrocket, depending on
the time to recover and clean the spill. Finally, entire systems could be left at the mercy of attackers
if a ransomware attack locks production, distribution, and refinery chains out of their systems.
Replacing CEPS systems can be expensive, and host nations resources are very limited, so
prioritizing responses across borders based on likelithood and potential of damage is critical.
Understanding how CSA stakeholders are impacted by these threats is thus important in prioritizing
responses (as discussed in chapter 5).

One of the realizations of most CEPS host nations in response to cyber threats from nation

states is the need for more collaboration and information sharing among the host nations. At the
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NATO level, this could be done through the “cyber-security center in Mons Belgium”
(Efthymiopoulos 2019). This collaboration is needed for defending NATO critical infrastructures
(such as CEPS) in Europe. CSA solutions must also go beyond panacea solutions and must also
include environmental considerations (as exemplified in the proposed CARVER methodology).
As seen with the CEPS case, Cyber security of CEI at regional levels would be influenced
not only by national and systemic networks of influence—"“and their capacity to mobilize the
resources” (Schmeer 1999), that is, what means do they have? What means are they willing to use?
Can they ensure that 1) no member state is vulnerable to external influences threatening the CSA
cyber security strategy; 2) energy infrastructure is secure from cyber-attack; 3) energy LOCs are
open and secutre from cyber-attacks; 4) crisis cyber response centers/offensive cyber capabilities
are trained and ready?—but also by regional situations and technological capabilities supporting the
regional cyber resilience during smart and sustainable low-carbon energy transitions; all of which
are considered in a multitier stakeholder analysis approach (Chevalier 2001; R. Freeman and Gilbert
1987). This approach is both flexible and context-specific helping to “focus attention on specific
problems, actors and opportunities for change” (Chevalier 2001) during the smart and sustainable
low-carbon energy transitions, which is needed to gain a better understanding of energy and cyber

security for CSAs.
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